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Digital Imaging Source Identification Using Sensor Pattern Noises
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ABSTRACT

With the advance of IT technology, contents from digital multimedia devices and softwares are widely used and distributed. However,

novice uses them for illegal purpose and hence there are needs for protecting contents and blocking illegal usage through multimedia
forensics. In this paper, we present a forensic technique for identifying digital imaging source using sensor pattern noise. First, the way to
acquire the sensor pattern noise which comes from the imperfection of photon detector against light is presented. Then, the way to
identify the similarity of digital imaging sources is explained after estimating the sensor pattern noises from the reference images and the
unknown image. For the performance analysis of the proposed technique, 10 devices including DSLR camera, compact camera, smartphone
and camcorder are tested and quantitatively analyzed. Based on the results, the proposed technique can achieve the 99.6% identification

accuracy.

Keywords : Multimedia Forensic, Sensor Pattern Noise, Imaging Source Identification

AA HE FeL o] L3 U E g IE x|
QE| " -s oy 2"z 7 ™ .0] 5 o™
i+] ok
IT 7]%0] F43] 23 wehd e dertjo] 42 2 AZEFO]E o] &3 Zel=r} Wksln gk 22t} B2 24< /A1
Q= ALEAE BET) wel o) o8 WYl 245 Y AEute]l LA $E Talze HE 2 B ALE Ane Bagel o)

FH gleh B RolAE A4 A9 g olgete] UAE 94 A5 AN BEL 99 LAA J1%0l diste] Aekach WA B4 g
719] "o digk WAEst S Avle A Y {35 AES] A 71l diste] AAE avkgel Fx sl st AA b
W ee #48, A4 9ol diatel A4 A9 Ree FAT T T RS Aeld) A4 AN Boel tAY G A5F 4Rl o
to] gl WS Aydid AQkdl 71+ A 2A4E gt DSLR 74}, Compact 7Hile}, AvtEE s 5& E38 5 100 3
Aol tiste] e duelsel g A dee BAS FAsA, 2 A3 996%¢] A G E dA e
F|9= - HE|O|CI0 Z4|, MM IHE EF, CIXE F4 &5 ZR| TY
.M B il olrh 538 Hyvto ZHlx g5 75| IdE vAd
Fule), 2ulEE, BEe AFE Bo AAE EHo A
A2 IT 7)%0] $43) wagel wepd wejejje] 42 8§83 3, Fru £400 42 5 glon, FEER 4%
9 smEsjolst Yo G4 o $u o) Qo] o] Py gk B elwirle] N @ 3§ 2ZEY o]
2 AHE, 1¥34 2 14T E e FHE HetH T rh
% This work was supported by the research fund of National Security :LE}L]’ Zﬂﬁ@' E‘El’% 7 }'X]—T’— 9\)]\"5 *]"g‘x}7 ]’ *]’%8}"\3 7)‘1
Res h Institute (2015-038). i 5 =
e L el 3 sl $A 24 AR e ASAT} Fedel o
8] 3 oyt gt Ay ol Azl B AT EQ 2 o]lR)3 WA = =7 0]
T 2259 %7‘3}10}7]*@__&/\ P 2} 15 44 % J————.—rﬂoia 183 W37t St )~1~01
AR I R T L sa%mu@uoﬁw e A ot ZHlzo BE 5 2y AR A 84S of
Manuscript Received : July 9, 2015 - - -
First Revision : September 24, 2015 7] 0}—7—' %lgtqy /\]—Q@,_Qi @7—1]'?} v‘f—ﬂ]@ii ‘:H“IZ“E]—T—' 9)\
Accepted : September 24, 2015 TL]— BE@' ?_E‘]L)J, 3G, LTE _1_—6; Eﬂ O]E‘] %)1\_] 7]%9] %%i ?_]

* Corresponding Author : Hae-Yeoun Lee(haeyeoun.lee@kumoh.ac kr)



Project FIDIS®] A& wWolA] Youtube

(2015. 12)

=

[kl

= A2

g 7hll e}

X4

st
[=hal

E0]=]

=

EEA/LZEA &

=]
=

=1
=

HEM2
Q3t AAelA

562

djo
el

ofp

=T
ol

A Amz A9En ot fd

=
o

Aol HAE ol

9]

s}
o}

A4 N. Saitoh 4

FATHTI.
2 1= Dartmouth o

i

o

o

=H

=}

T

Gl AHEE FheEl 2

=

P =
=

7]

bl @78 4l

}

ke

2 %97

[e2}
=
i

o]

Ll

7]l of
Aol

SFATH6).
s

s

=]

=
=

]

A
2l

1

ke
pal

st A

o

1]

e

ST
X

HE | H o

]

L
L

b slojA HAd
7% S Hd 277t WS Zg=a 9ok o]o whel

A e o

<)
= A

7]

A77t A
)

Kol
=

il

s
2

1o
X
pil !

ofpy

il
T

)

et

03
%0

ilin
o

el

i

Fal ITHS, 91,

ol 5]

of o

Hl
=

WA A x4

Fart.

[e}
i

ol Al

o]

o

El

ek

71l

ayl
B
X

X0

r
o

b} arhgel R

3]
L

bl 49

9]

el o

st7] gk 7

=
=

el A

1eH10-12].

€2 714 PRNU

Ea

=

=]
b oE 5 ol Wl o] 2ol A

A77h HdEa gl

k<]

4]
H13]17 5 7} PRNUS fA

y
o glom, &

he

5

S

=
=

t71 PRNU

w7 A

ek

-
X

ato

S

| 71sS Al

3to] DSLR 7}

9

ataL, 3l A Al

S

sha 5ol A

29

~

Far, AAR Gl o
A

stof 2

o

9

o} 2% AE dEm o

el o
ato] A4

o O =
s F4
71w A &

1

ke
pal

-

[e}
il

etk Al

5

A A

e}, Compact 7}ele}, 2mf
th 4%l M A3 Az o

A2 7)Eel o

3

S
=
kel

ofp

)

o

34 71719 # 3}

1=
=

ERE R

p
L

ol ApeH
el wg o

L
L

L

L

].

9]

Sz At F7hgel mebd oA
%9

Fig. 1°l
Sof AY dE FH(CFA)S

S5 L
o
=

(Photo

[e]

=]

e CICE R =
e 7

9]

=
=

e gl

bl

9]

3}
=
[
-

4
}

x

[

A

Response Non-Uniformity: PRNU)< o] &3}

=1
=

geke] Fridrich W49 94 A5 golA Al o)
o

=

63

N

el

¢

o

- O
i

Fot sl 7

i

wAO

‘m.o
i

0

o we}A Red, Green, Blue t<je] e

CFAZ9] W<

L
L

g

Alx o

g 54

t9om 2 7k 9)A]o| 42| Red, Green, Blue 4

S

grie g4g

o, =
s &4

o

1

ke
psA

FATHL, 21.

3
F 7hde} ol 9l A False Positive & of

pil

o]-& 3l

=

o

O;

Al A T

g 38 (Color Filter

i

Polytechnic ™22l Memon

X
pLLs

om, Al A

]

3l 9

7HA]

o
=



A THE T3S 0188 CIXE g =5 FA T8 563

Anti-aliasing

Filter CFA Sensor

Scene Lens

Pattern Noise

De-mosaicing Post-processing Photo

Fig. 1. Image Acauisition Process in Digital Imaging Devices
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Fig. 2. Proposed Imaging Source Identification Process Using SPN
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Table 1. Imaging Device Lists for Performance Analysis

Brand Model Resolution
o Canon EOS 500D 4752 x 3168
::; Canon EOS 650D 5184 x 3456
o Nikon Coolpix S100 4608 x 2592
ZZ: Nikon D-90 4288 x 2848
ZZT Olympus E-420 3648 x 2736
0 Panasonic Lumix DMC-SZ1 4608 x 3456
Samsung Galaxy S3 2048 x 1536
Sony Alpha-380 4592 x 3056
_ Sony Cybershot DSC-W90 2048 x 1536

Fig. 5. NCC When Reference and Unknown Images are
Acquired with Difference Devices Sony HDR-XR520 1600 x 1200

—

Lumix DMC-SZ1 \

Galaxy S3

Cybershot DSC-W90

Fig. 6. Test Image Samples from Each Imaging Device
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100%
100%
96%
100%
100%
100%
100%
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1009
99.6%

Accuracy

Failure

Success
50
50
50
50
50
50

Table 2. Model Identification Accuracy for Each Device

Model
EOS 500D
EOS 650D

Coolpix S100

D-90

E-420
Alpha-380
HDR-XR520

Lumix DMC-SZ1
Galaxy S3

Cybershot DSC-W90

Average accuracy

Brand
Canon
Canon
Nikon
Nikon
Olympus
Sony
Sony
Sony

Panasonic
Samsung
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