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Based on Trusted Deep Learning
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ABSTRACT

With the recent advancements of deep learning, companies such as smart home, healthcare, and intelligent transportation systems are
utilizing its functionality to provide high-quality services for vehicle detection, emergency situation detection, and controlling energy
consumption. To provide reliable services in such sensitive systems, deep learning models are required to have high accuracy. In order
to develop a deep learning model for analyzing previously mentioned services, developers should utilize the state of the art deep learning
models that have already been verified for higher accuracy. The developers can verify the accuracy of the referenced model by validating
the model on the dataset. For this validation, the developer needs structural information to document and apply deep learning models,
including metadata such as learning dataset, network architecture, and development environments. In this paper, we propose a description
language that represents the network architecture of the deep learning model along with its metadata that are necessary to develop a
deep learning model. Through the proposed description language, developers can easily verify the accuracy of the referenced deep learning
model. Our experiments demonstrate the application scenario of a deep learning description document that focuses on the license plate
recognition for the detection of illegally parked vehicles.
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Table 1. Elements of LearningDataset in DL2IA

Elements Description

A description of the characteristics of the

Dataset
dataset used in the learning stage
. An element to match the reference
Foreignerld | . .
information with the ID of the dataset
Dimension The size of the dataset, its format is like
[28 x 28l
Data

. Imputation and outlier elimination etc.
pre-processing

Features Describe information about each feature of
(option) the dataset

Image labels in dataset (Supervised

Labels Learning)
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Fig. 2. Elements and Attributes of Model in DL2IA
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Fig. 6. Document Describing Model Architecture of DL2IA-based
Plate Number Recognition
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Fig. 7. Document Describing Development Environment of
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Table 2. Comparison of Schema Studies to Describe the Machine Learning Models

Schema
ML-Schema PROV-ML Hyperknowledge Model DL2IA
Requirements
Data & Model - DataStorelnstance - datasetReference
Reference - - - ModelReference
Data Dataset LearningDataset Reference Dataset LearningDataset
characteristic Feature Featureset Feature Features
Model ModelSchema Model Model
Dee;;v[Lzaining - ModelHyperParameter & Value - Output
ode
characteristic ModelEvaluation ModelEvaluation ModelEvaluation Evaluation
- - Layer MultiLayer
Implementation Implementation Implementation Development
Implementation - - - Environment
Environment - LearningStage - LearningStage
- LearningStageType - LearningStageUnit

ML-SchemaE HEld Zdo] AHE&L & Qs 5
Hyperknowledge Model2 @849 AE +2& Xt
7] §1gt Folo] FHAE FUIskGih T8y glolo] SAE
B9l o=l TF9 dFolol9 B8 7&shole e Ho|H,
olof T AAFLZ S| Holixe +8849 o]
Q75 DL2IAS ML-Schema®] 34l Q4 E 7|Htog A
A=l 71¥to] H= A7|uiel viHA |2 3RE At Sd 8
45 7HAth E3E (datasetReference), {modelReference)
oF 22 2455 S Y g TR A4 AFste] |
2d e shGrlo]g Al gt EAE Fo wEdS £
A 2ES L 4= glon, 8AES FASe] deEd &=
4 FAE7E 7hsstth
PROV-MLZ ged 2E9 EAH 84EZ X

o|f 9] ZEH|UAE 3t 345 AL ol&
g DAE A ZF gAY AHEE TlolE Y &
B gl goe9] 4 ARV} F71E o] oA oA AREH
tlo]gof gt F=2o] 7hasith 1By 9] & A7|upel Zo]
FAARI ded BHo olojg TRt 4= U= 247
dash, 2 Bdo] AFZ A% Y 4 BRI AT H
7] A5t 847F 2935t} DI2IAS Hed ZEo =& &
dst7] A 84(multiLayer)2t A A &4 ZHE
71€d 4 A= 24 ((environment)?} {configuration))
4 golEAlS T & UEF HolEHAl 84 (<features),
(dimension))7} = et EIF FAHQN =z FE} 7Y
i3, B9 ASHRE 7 508 JEE AlFRiTh
ojZet 8AEE Fof AAREA Ao wet gEd ZE2
EAE 7]&d £ 9o ol &9 A= Rt HY
3 2dZ fgste 3T ¢ ok

ChfRt ARl A &85= ded 71ut dlolE 24
22 1FA ARAS AlTsh] 8] =gl a7
o}, olo] /EAt= ASE Bl 284 usiy, 2§ &
D2 A=go] HAE oo g, ojof NdA= ded Y
7€ BAE Asor Aot=g HEste] AsdE ST
5= QlofoF 3. ofof] £ =Rl ME A= olvA] 4
< 9 "ed meg FxAes ndsh] 91 g2 7]
& AIDL2IAE ARSI °1& F8 /N = |
Bg 2o Hgrs A4St A=dE AT+ Al

DL2IA: ML-Shcema®t PROV-MLE 7|¥to 2 7jds
slod, ol &3l ded 2l /WA= HlolEA, AST
Z, ek 4 4 ARE FRFoz AN £ gtk
A@olM= DL2IAY] A8 e AgHls 4 nds &
85 AU e 7o g e s dFeteth BT V1E
AFE WL BAS F3f DL2IAY fa4E Bk o]

2 =

St dEyyd 2dS et A% IS
DL2IAE T AT 7|&st7] Y3t 7€ ool
o 53

wel 714 Qlolz E@s] 1% A7t Sk A wast

At oo FF ATz MEAU S A8l v AEuE
ZIesty] A%t & 72 AT Aol Eot d7ks

ATAS =okllA Hefd BdS dg71s3t AEAs

= gHgstr] S8 2ast 9o 7le £AE RS Astal
Ht oJsfE 57| fI8 HAE=RS AER V&) A
He A7 Aotk



References

(11 Y. LeCun, Y. Bengio, and G. Hinton, “Deep learning,”
Nature, Vol.521, No.7553, pp.436-444, 2015.

[2] T. Young, D. Hazarika, S. Poria, and E. Cambria, ‘Recent
trends in deep learning based natural language processing,”
[EEE Computational intelligenCe magazine, Vol.13, No.3,
pp.55-75, 2018.

[3] M. Y. Liu et al., “Few-shot unsupervised image-to-image
translation,” The [EEE International Conference on
Computer Vision (ICCV), pp.10551-10560, 2019.

[4] K. He, G. Gkioxari, P. Dollar, and R. Girshick, “Mask

r-cnn,” Proceedings of the IEEE International Conference

on Computer Vision, pp. 2961-2969, 2017.

P. Isola, J. Y. Zhu, T. Zhou, and A. A. Efros, ‘Image-to-

image translation with conditional adversarial networks,”

—
oAl

Proceedings of the IEEE Conference on Computer Vision
and Pattern Recognition, pp.1125-1134, 2017.

[6] S. J. Choi, E. W. Kim, and S. H. Oh, “Human behavior
prediction for smart homes using deep learning,” 2013 IEEE
RO-MAN, TEEE, pp.173-179, 2013.

[7] S. U. Amin, M. S. Hossain, G. Muhammad, M. Alhussein,
and M. A. Rahman, “Cognitive smart healthcare for
pathology detection and monitoring,” IEEE Access 7, pp.
10745-10753, 2019.

[8] C. N. Anagnostopoulos, 1. Anagnostopoulos, V. Loumos,
and E. Kayafas, “A license plate-recognition algorithm for
intelligent transportation system applications,” /EEE
Transactions on Intelligent Transportation Systems, Vol.7,
No.3, pp.377-392, 2006.

[9] S. H. An, B. H. Lee, and D. R. Shin, “A survey of intelligent
transportation systems,” 2011 Third International Confer-
ence on Computational Intelligence, Communication
Systems and Networks, 1EEE, pp.332-337, 2011.

[10] R. Akhawaji, M. Sedky, and A. H. Soliman, “Tllegal parking
detection using Gaussian mixture model and kalman
filter,” 2017 IFEE/ACS 14th International Conference on
Computer Systems and Applications (AICCSA), 1EEE,
pp.840-847, 2020.

[11] J. P. Lin, and M. T. Sun, “A YOLO-based traffic counting
system,” 2018 Conference on Technologies and Appli-
cations of Artificial Intelligence (TAAL, 1EEE, pp.82-85,
2018.

[12] J. Dahmen, D. J. Cook, X. Wang, and W. Honglei, “Smart
secure homes: A survey of smart home technologies that
sense, assess, and respond to security threats,” Journal of
Reliable Intelligent Environments, Vol.3, No.2, pp.83-98,
2017.

=
4 By

1z

LU

rir

gefd 71

fjo

Yzop| flet gald i Ao 141

HI

[13] D. Popa, F. Pop, C. Serbanescu, and A. Castiglione, “Deep
learning model for home automation and energy reduction
in a smart home environment platform,” Neural/ Computing
and Applications, Vol.31, No.5, pp.1317-1337, 2019.

[14] IBM Al research, “Trusting Al” IBM, accessed September, 11,
2020 [Internet], https://www.research.ibm.com/artificial
-intelligence/ trusted-ai/.

[15] D. Sirohi, N. Kumar, and P. S. Rana, “Convolutional neural
networks for 5G-enabled Intelligent Transportation System:
A systematic review,” Computer Communications, Vol.153,
pp.459-498, 2020.

[16] H. Hendry and R. C. Chen, “Automatic license plate recog-
nition via sliding-window darknet-YOLO deep learning,”
Image and Vision Computing, Vol.87, pp.47-56, 2019.

(17] Z. Zhao, W. Chen, X. Wy, P. C. Y. Chen, and J. Liu, “LSTM
network: A deep learning approach for short-term traffic
forecast,” IET Intelligent Transport Systems, Vol.11, No.2,
pp.68-75, 2017.

[18] M. Vartak and S. Madden, “MODELDB: Opportunities and
challenges in managing machine learning models,” /EEE
Data Eng. Bull(EYYE7]), Vol.41, No.4, pp.16-25, 2018.

[19] G. C. Publio et al., “ML-Schema: Exposing the semantics
of machine learning with schemas and ontologies,” arXiv,
arXiv:1807.05351, 2018.

[20] R. Souza et al., “Provenance data in the machine learning
lifecycle in computational science and engineering,” 2019
IEEE/ACM Workflows in Support of Large-Scale Science
(WORKS), 1EEE, pp.1-10, 2019.

[21] World Wide Web Consortium, “PROV-DM: the PROV data
model,” W3C, April 30, 2013, accessed December 7, 2020
[Internet] https://www.w3.org/TR/prov-dm/.

221 T. Lebo et al., “PROV-O: The PROV Ontology,” W3C
recommendation 30, 2013.

[23] M. Moreno et al., “Managing machine learning workflow
components,” 2020 IEEF 14th International Conference on
Semantic Computing (ICSC), IEEE, pp.25-30, 2020.

[24] A. Seeliger, M. Pfaff, and H. Krcmar, “Semantic web tech-
nologies for explainable machine learning models: A
literature review,” PROFILES/SEMEX@ ISWC, pp.30-45, 2019.

[25] D. Gunning, ‘Bxplainable artificial intelligence (XAI),”
Defense Advanced Research Projects Agency (DARPA),
accessed June 16, 2020.

[26] E. Tjoa and C. Guan, “A survey on explainable artificial
intelligence (XAI): Toward medical XAl,"” JEEE Transactions
on Neural Networks and Learning Systems, 2020.

[27] W. C. Tan, ‘Research problems in data provenance,” /EFE
Data Engineering Bulletin, Vol.27, No.4, pp.45-52, 2004.



142 HEXM2|SEl=2X/ATEY N L Ho|H 38 M103 H45(2021. 4)

[28] N. Baracaldo, B. Chen, H. Ludwig, and J. A. Safavi,
“Mitigating poisoning attacks on machine learning models:
A data provenance based approach,” Proceedings of the
10th ACM Workshop on Artificial Intelligence and Security,
pp.103-110, 2017.

[29] M. Earl, “Using neural networks to build an automatic number
plate recognition system,” GitHub, August 30, accessed June
30, 2020 [internet], https://github.com/
matthewearl/deep-anpr.

[30] M. D. Wilkinson et al., “The FAIR Guiding Principles for

scientific data management and stewardship,” Scientific

Data, Vol.3, No.1, pp.1-9, 2016.

2z 9
https://orcid.org/0000-0002-4919-0058
e-mail : jonghyeokmun@soongsil.ac.kr
20179 et e S 3HEAD
20199 sdiska e A
20199 ~@ A sdoiskn AEeh
HhAR
TEok: 2% vlEde], BlHlole A2, MLOps, XAl

4 E
https://orcid.org/0000-0002-8951-8679
e-mail : dohyungkim@soongsil.ac.kr
20199 st AFE-3STHEAD
20199 ~@ A sdoiske AEeh

EREE
TAlEoF: 2995 R, HyolE

A, dsAs ZEY

2 5 4
https://orcid.org/0000-0001-9648-0667
e-mail : jongsun.choi@ssu.ac.kr
20009 S HFESHL(SHAD
20024 sAsta AFESHL(AAD
20084 ~ 20104 frRtHish e-H|=yAT}:

Adu
20109 sAdsty AFESEERD
20119 ~20124 sAHEE ASHPERATLL A+
20128 ~ 20139 Agdigty JIEUFET dAdud
20139 ~4d A AN E AFEHTE Fus
TAJHol: 2R ALEY0] ZPE 9= AFY

DN IS
https://orcid.org/0000-0002-7321-9682
e-mail : choi@ssu.ac.kr
19843 AZtiet Ao A S5 st KA
1986 wl= g@7tEtistal A7]5e

(HFEFEHAAD
19919 vl= Zdoietn H7]gohe
(HFEFEERD
19924 ~ 19944 vl FH I YA ATA A7
19949 ~ 19959 vl= HYA FHASD ATt
19959 ~d A Sty FAFESE i
TAECE: 2R HEdo], AARATES 0], HH/EAA Y,

1dsAHY





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


