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Performance Enhancement of ECC Algorithm-based Mobile
Web Service System

Yong-Tae Kim' - Yoon-Su Jeong™ - Gil-Cheol Park™

ABSTRACT

By the dependence on Web from popularization of internet and increasing number of users, web services capability and security
problem of communication is becoming a great issue. Existing web services technology decrease the capability of web application server
by limiting the number of synchronous client, decreasing the processing load and increasing average response time. The encryption process
to secure communication and the early expense of handshake decrease transmission speed and server capability by increasing the
calculation time for connecting. Accordingly, this paper executes an encryption procedure by elliptical encryption algorithm to satisfy secure
demands, improve the overload of server for web services and get reliability and security of web server architecture and proposes an

improved mobile web sever which provides better ability and the techniques for deferred processing.
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Procedure Server()
{ Procedure Connection()
{  connection_acceptance
analysis of request a kind:
If (kind of request = request web service) then
{call SOAP_Message_Analysis:
Wait for result return SOAP message:
transmission transaction result to Clienti }
}
Procedure SOAP_Message_Aalysis()
{  request analysis:
an extract of WSDL name:
creation of SOAP message information
an extract of service name:
an extract of input value
request of service transaction to SOAP_Message_Creation:
call SOAP_Message_Creation(): )
Procedure SOAP_Message_Creation()
{ creation of response header information
creation of SOAP message information
If (transaction result = normal) then
{ an addition of service result value
an addition of session ID: |}
else
an addition of a failure information
creation of a result SOAP message!
call Connection()
transmissiontransaction result to Connection }
}
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v w3l & FH(well-formed) XML A9 A%+ XML &
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Procedure Encrytion()
[ Accept XML message;

Parsing well-formed XML message:

Whlie (parsing result valid) then
{ Extract the element to be encryted
If (extract result = exit) then
{
Encrypt using private key:
Encode:
Create Encryptiom Information element:
Replace the element:
}
else |
encrypted XML message:
end:
}
1
Exception error:
t
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Procedure Decrytion()
{ Accept encryted XML message;

Parsing well—-formed XML message:

Whiie (parsing result valid) then
{ Extract the element to be decryted
If (extract result = exit) then

Decode;

Decrypt

Delete Encryptiom Information element;
Replace the element:

else
{
Decrypted XML message;
end:
'
b
Exception error:
}
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EAE A$dh o5 4 A4E 27] TCP, HTTP €
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<E 2>9 A3 ECC &3t 2Eo] RSA ¢33} EF
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T $3 rASE 42 A5 A ¥4 driEn
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(1% 8)2 RSA% ECC $ZEES EF A29% Al
< Alzgle] &3 F FEo|UES] TF/ AA AE F
A Adoltt (29 89 A A= ECCY H&
- Foll wek Al ALsER At AEReR BrhstA
o At Al2ge]l ECCE A& - 7o WE &% A4
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A gL UAA e FA (21 8)9] AN B
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A 9 A v &9 ol o AoE v

(2d 9 EF A= A% 299 234344 F 2
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AEo] oty Fee wR At o e A:
<E 2>°14 A§ ECCS RSAS ¢3¢}, 8353 1
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4% RSART 7] Aol @& AgAlte] BRFAT 4T
3o} B5s}el M2 AR RSART B 2~5% AA 48
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CE 1D ZH AE AILHO| Oigt A AR 2F 3

CHze ge [ #2 A2d [ AH A2d | A A2
Ay Azt 46,200 29,400 33,400
F 27 8 445422 524,573 504,625
(& 2) ECC%t RSA2| Xe2| AlZt H|m

&3 ‘nt %&w f‘ bl L "§\:‘ W & <"_§- = .'J %”w lm . :l' '
Encryption 43.244 101.297
Dncryption 46.828 241.526
Key generation 110.34 7.578
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