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Design and Implementation of a Cryptograhic API
considering a DRM Environment

Insung Jung'- Yongtae Shin't

ABSTRACT

The additional mechanism is required to set up a secure connection among the communication subjects in the internet environment. Each
entity should transfer and receive the encrypted and hashed data to guarantee the data integrity. Also, the mutual authentication procedure should
be processed using a secure communication protocol. The SSL/TLS is a protocol which creates the secure communication channel among the
communication subjects and sends/receives a data. Although the OpenSSL which implements the TLS is using by many developers and its
stability and performance are proved, it has a difficulty in using because of its large size. So, this paper designs and implements the secure
communication which the users can use easily by modification works of OpenSSL library APL We proved the real application results using the
DRM client/server case which supports a secure communication using the implemented API

FIHE : SSL/TLS, OpenSSL, HOHEA API(Secure Communication AP}
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doF gtk 43 AFe HeA FeoldEdA M
8437 fsiME e go] dFstd fok ICN_CTX.
initialize ¥ OpenSSL3} HOHEA APIo|A A g 7
EAE HEA 27)gse Feolth. AW FatoldE
T FYY BeE s

s_server_verify = SSL_VERIFY_PEER |
SSL_VERIFY_FAIL_IF_NO_PEER_CERT |
SSL_VERIFY_CLIENT_ONCE ;

AFA Mg f8A FEtoldEs} My $= BE [CN_
set_cert & THeol dub Mo A$ &AM oz
9 B4o] PEMSIA &l 21, ¥24& wAs Fojof
ok A WA o)A get_string_from_ini 349 mak
e_pem_certificate ¥5+E AEFT} ICN_set_cert 42
ZET O, AHe ZEoldE AFME 233y Yo
2718 A& ok #r} ICN_server_set_cert I5FE s se
rver_verify <ol HAE ghol wel & 2AYe 328
22 Fo3r} OpenSSLe SSL_CTX_set_session_id_cont
ext ¥FE SSL ZREZS oA d=olasin Yolx
Hie B¢ 71E dAS AAEToEMA dsdola Axe
A8 EER SSL ZREE RES A w A}g3th 4
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SSL Z2EZL ICN_SSL_server_process$} ICN_SSL_
client_processell 93|A APAc) o] F 7] g4t A3
H Mok F2 AFol AAHm, A dolE 540
o] ZofRct, 47 EZ2aeA read, writed} B g4
2 vol8& Fi wo], SSL_read, SSL_write 48 A}
&3bd Mk ShHE dole $448 & F glrh SSL_read,
SSL_write= OpenSSLY bio 48 Al&3dto] F3E 8
Ttk B o] dE ¢HF A Ak HEow FFA
At}

SSL handshake has read 680 bytes and written 821 bytes

New, TLSv1/SSLv3, Cipher is DES-CBC3-SHA
Server public key is 512 bit
SSL-Session :

Protocol ~ : SSLv3

Cipher : DES-CBC3-SHA

Session-ID : 6963E5A8C8A19CI3044347FR3580CFAIBEEA 74

1201948317A226994067371774

Session-ID-ctx :

Master-Key : 612DDESBF6E9234BAC203831403A5A65DF8C
7011C3F5A A52975428F88431383F90BCS7DOBC
TTFSFT0AG6T6ET369EE21AC

Key-Arg : None

Start Time : 1065589483

Timeout 7200 (sec)

el g2 SSL ZREFo] Aoz dAHJYL o,
£ F ¥ OpenSSLY 43 Ax W& F ¢y 784
APIAM = 919 Zo] H3 JHE 2o F& 57 24
3t %7] Mo OpenSSLY 715§ 1dl2 &g} ol
AFsAKol, Bt TREFL SSLy3whe A Y3, ciph
er= DES$} SHAIE Adstn vk A4 ololge ‘I'g
el A &d d=4olag s YA T, )
Bl Aoy zaagwa ¥y shesi.
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