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An Access Control System for Ubiquitous Computing
based on Context Awareness
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ABSTRACT

It is important to manage access control for secure ubiquitous applications. In this paper, we present an access-control system for
executing policy file which includes access control rules. We implemented Context-aware Access Control Manager(CACM) based on Java
Context-Awareness Framework(JCAF) which provides infrastructure and API for creating context-aware applications. CACM controls
accesses to method call based on the access control rules in the policy file. We also implemented a support tool to help programmers
modify incorrect access control rules using static analysis information, and a simulator for simulating ubiquitous applications. We describe
simulation results for several ubiquitous applications.

Keyword : Access Control, Policy Description Language, Policy File, Context Awareness, JCAF, CACM
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if ( cacm.checkMethodAccess(Pdal, Printer01, print) )
{

Printer01.print();
}
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FaorgetTocheck Analysis Result=> NO checkMethodAccess() method call
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Access Control & Adaptation Situation :
READY!

————— Access Denied =
[ Pda.pdat | has NO PERMISSION about methad call [ PtJane.getinfo |

(32 13) FHIREL HRlo| getinfo HA= AMMNT A

Access Control & Adaptation Sitl X
Access Denied -l
[ Pda.pdal ] has NO PERMISSION about method call [ Pt.Jane.getinfa ]

Method Execution

== Patient Infomation ==
Display Pda : pdat =
Patient 1D : pt1

Patient Name : Jane

The name of a disease : empty

{

(3% 14) FHIFHE2 HHQ| getinfo HlA= M3 AL
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READY

P EECTTEN Access Denied

. [ Pda.pdat ] has NO PERMISSION about method call [ Printerjar . print]

(32 15) RH|AZE

Control & Adaptation Sit

print A= AlSH {5 ZzZ

1 [READYH

Access Denied

[ Pda.pdal ] has NO PERMISSION about method call [ Lecture.Computer.getData ]

(T3 16) FHIHEA HEHAS getData M A= MY HF 23
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