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Conformance Testing of Multi-protocol IUTs
Yong-Bum Park' - Myung-Chul Kim'" - Jang-Kyung Kim '

ABSTRACT

To declare conformance of multi-protocol Implementation Under Test(IUT), every layer of the multi-protocol IUT
should be tested. According to ISO9646, single-layer test method is applied to testing the highest layer of multi-protocol
IUT and single-layer embedded test method is used for the layers other than the highest layer because the interfaces
between layers are not exposed. So far the conventional researches have focused on testing layer by layer all the
protocols in a multi-protocol IUT.

This paper proposes a new method for testing a multi-protocol IUT. The proposed test method assumes that a
multi-protocol TUT is under test and that the interfaces between the layers can not be controlled or observed by the
tester. We apply the proposed test method to TCP/IP and compare the application results with those of the existing test
methods in terms of various criteria such as the number of test cases, the number of test events and test coverage. It
turns out that the proposed test method significantly reduces the number of test cases as well as the number of test
events while providing the same test coverage. In addition, the proposed test method shows the capability to locate the
layer that is the source of failure in testing multi-protocol IUTs.
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#oll= Service Specific Connection Oriented Protocol
(SSCOP)# Common Part Convergence Sublayer
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o] X TCP/IP multi-protocolo] Wi o] =&
oA AP multi-protocol AETHS HE <& A
PR olE 71EY ©d AF A 12z UE A
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3.1 Ziekst # TCPIP2| FSM

TCP(initiator)

EaAd ®714:

<EPAH> = <> <Y&H>

<Az = T, i€ AF

<PYeH> = <YY> / <5 Y>

<¢1¥> = <TCP ASP> | <TCP PDU> | -

<%&¥> = <TCP ASP> | <TCP PDU> | -

- : NULL

<TCP ASP> := CR_req | D_req | BD_ind

<TCP PDU> := SYN | SYN_ACK | FIN |
DATA | ACK

(2% 3) 7iEi8t 8t TCP Z2 =82 FSM

(29 3)& [4]9] TCPEZEE e A 7AS
8 o] FHF FSMelth. TCPe 92 #e, ®
oln] &g, 2F AF BF A U: dely A
F, B Ao 5% ATt (29 )AAME TCPY
A7 AR 7157 AR dolEE 48 e
& #AsAen, 44 44 7MY Eelw #d 4
es} dlojE] Mo LTl tiE AHEL o] =&
Me Qs £3 o] =M TCPY initiatortt
22 multi-protocol A1Y W& PR TCPY
responderel WA= initiatort BUEA AN EE 7
&8 + At

P 94 83 7o gl @& dolE $44
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whg A4dstnz Ae(state)7t glol EEE & sl
a3y IPAA fragmentationg sty ASdE P =
2EZ 4HE Fo3d Fdde Ao F43
Z, TCPe a3 <& IP7l eolE{1WE $44138}
t 7% TCP7 a3% dojele] A7]e] whel fragmen-
tations F#3A =H o] A-¢ wlX 9 fragments} 1
0]¢l 9] fragmentel h¥ Z2EZ 97} gatA H
n2 HHE AHgste Heol Hasd (¥ 49v oY
P ZEEES FSMeZ EEY Aotk (T 4oM
P9} datagram? fragmentation %o wal dg fo}
dg_ sE TE&tt. £ fragmentatione] 8 gAY
fragmentation ¥ 3% vlX% fragmentt dg_foll
sty 1 oj9e] AE dg sl AP whehA

IP(sender)

Tsa: D_req(DATA _s)/dg_s

IP(receiver)

T dg_f/-

Teo: dg_s/-

T.,:dg_s/-

E@RAR EIY:

<EPAH> = <2 HA> : «YE >

<APW2> = Tegp, |, 1= AF

<gE> =8 |r

* s : sender, r: receiver

<Ad&HE> = <YHY> | <& H>

<> = <IP ASP> | <IP PDU>

<Z&3> = <|P ASP> | <P PDU>

<IP ASP> := D _req

<IP PDU> := dg_s | dg_f

* dg_s:fragmentation ¥ H$ oYL A
fragmente] 313 3} i=datagram

* dg_f:dg_s& A9 % datagram

(22 4) P ZEE@ES| FSM

o7l A A8t IPE dlolg sl £ £ 1
2 I fragmentationTH& A T3t}

ol AAF TCPS IPE= A2 dAse F45
9, TCP¢} P 43 %=L TCPY PDU A7ld ozt
geidh & (2¥ 3)9 SYN, SYN_ACK, FIN, ACK
%9 TCP PDUx (2¥ 49 dg_f PDUS T3t 5o
A= DATA PDUE fragmentation 8o Hof o}
2 dg_f PDU E¥ dg_s PDU x50 Ayl
wetd TCP FSM$ EXAA T;o] +3& DATAS
a7)e) we P FSMS) EAXH T 4558 8
Avk ERAM Tep Tea 28T TooSt FEFR @l

32 TCP FSM2| ERMX|Hofl g MEHAS

o] Fel A& multi-protocol AWl ¥ AlYH
Foll i3] At o] =EA ALgste YRS
olg9 #E/WL & Pk

<AIEAF °lE> = <AIEWH> _tc <EPAH>

<AEWRH>=mlsle

* m' multi-protocol AEHY, s @Y AE A g,
e 9 AZF ix Addd

<E@AA> = Ti | Tegys, 4, 1T AF

<9¥>:=S|R

= S sender, R: receiver

(g 39 ERAL T3 (2" 499 IP FSMe E
WA FaFAE $AE DATAY a7ld o
¥ 7H 2 vehdoh w2k multi-protocol A1l



A (29 3)9 EAANH T8 ANYsr] A% NgE ¢
& ol#igl Zo] FAl(m_tc_Tsy, m tc_Tigolth ¢] =
o= 71eks 3 TTONEG AHgsled A¥EZE$E &
#aoh,

m_tc_Ty: ERAAA Tl f@ NEAS - 1
+m_tc_T» /* preamble to put the IUT to state estab */
PCO1 ! D_req{DATA) /+ small DATA, no fragmentation */
PCO3 ? dg f(DATA) /+ PCO2 observation included +/

m_tc_Taiol A MM behavior line IUTE EW
A T:8 F9E & UEE 'estab” YHZ BUE
AlE =¥ (test step)olth. FHA behavior lined P9
fragmentation®] ¥4 ¢l 2L dHolHE Fde
Ao2 TCP FSMe E#XA T:9 +3< A% 4¥
ojt}. o] gjdo 2 TCP FSM9 E#x]4 Tyt 34
wmul o}zl M¥HA behavior line| A Holi= ule} ol
(28 99 IP FSMel ERAA T0l A 34
t}, ojm PCO3AIA dg fol A& 3 & B ohje}
dg fo] wole HZ(payload)s] ¥¥E TCPY DATA
PDUE ZA}go 2 PCORel ti§ fate] o] %) At),
AZ o] APALE ME gE ZIEF ETAe
79 EAXATCPY T8 IPY T )& AW Al
gatA Dt o] AL A <E o gk

CE 1) m_tc_T3 12| behavior line® EX|M2| BA|

behavior transition of TCP | transition of IP
PCOL ! D_req(DATA)
PCO3 ? dg _f(DATA) Tz Tsa

m_tc_Tsz EAAA T @ A PA$ - 2

+m_tc_Ts
PCOI1 ! D_req(DATA) /* large DATA, fragmentation »/
PCO3 ? dg_s(DATA_s) /* PCO2 observation included */
PCO3 ? dg_s(DATA_s) /* PCO2 observation included */
PCO3 ? dg_f(DATA_f) /* PCO2 observation included */

mite_Ts 2804 ¥4 behavior linee P9} fragmen-
tationo] WAE wF & dHolHE £} Aok
w2} A o] behavior line#e] A3 53] 93 (219 4)
¢l P FSMe| E@AA T, T Tu?t 53 =9 P
datagram el TCP¢] DATA PDUE ZAto2M
PCOZA dig @do] o|Fo] Atk o] APRE A
Bolx upe} Zo] multi-protocol AlEHHe g A

CIEAE Z2EEQ HBESARE W 3091

R ¢AME 49 A2 sue AF(stimulus) 22
olaf oA BoA o8] W BEE sl e 3
7 Gg[Y. o] ANYALI coverdte EWNL L
<E >elA HelE ulel o] TCP FSMe EWAA
T3 IP FSM9] EAA A Ty, Tss, 223 Teeolth

(E-2> m_tc__T3_22| behavior fineZt E2MXIML| A

behavior transition of TCP | transition of IP |
PCO1 ! D req(DATA)
PCO3 ? dg ADATA s) Ts,2
PCO3 ? dg fIDATA s) Ts,3
PCO3 ? dg fIDATA f) T3 Ts,4

Fel ¥ AYASE $4% 4Ue s TCPY =
ZEF Y98 A¥HE ot A% 98 e
TCPS} @9id) tig AYe (29 Dol EAXA Tyol
de A9FeZ 49 = Atk ohde NYFE
[P A fragmentationo] &g 2 dHolgE TCPr}

FAsE Aol

m_tc_Tsz: EAAN Teod 4§ A9AS

+m_tc_Tz
PCO3 ! dg_s(DATA_s)
PCO3 ! dg_s(DATA_s)
PCO3 ! dg f(DATAf) /* large DATA, fragmentation,
PCO2 control included */
PCO3 ? dg_f(ACK)

m tc_Ta2ol A TCP EFAMH Te& Ag37] %
AS(stimulus) 2 P9 ZZEE #9]d q@ 3749
behavior linee2 FFHA. 8z o] 379
behavior lined] 2% A9 A= TCPIA ACKe]
F21& FAshE Aoz Jeid o] AEASE nulti-
protocol AN EWyel o AFH AN Y AZol
g o A3 ZAAst Y AFdME sy @
Zz yeiys o8 BHaFg. o] A¥E 97t coverdt
= EUWXMHL TCP FSM9 ERXA T IP FSMY
EWAA Ty T3, Tra 283 Tyi0lth

oA & ¥ multi-protocol A ELEE (2¥ 3)
o] TCP FSM9 & ERX A4 dis HEE AA=
BE 19 el

33 el AlE AlHo & TCP AHBF
o] AolME ddAF Aduddl 4% NYZEP
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s 4B (29 29 AY 7RAA AYe =2
E& TCPE A¥7I7t B39 Aeidol2g BF F2Y
T glen 9d AF A¥EHes A¥Y + Ul
@ AF AgEHelME IUTH 43l deidolx
o #Fete FAY PCORol EAFHH (2@ 2))
A TCPE A¥se 4% PCOE PCOI# PCOZo
o (29 39 EFANA T:& AFsr] d4¢ ANgaES
E ofefs} 2t

s_tc_Tz EAAA Ty @ AR S

+s_te T
PCO1 ! D_req(DATA)
PCO2 ? DATA

971ME TCPY ZE2EE YAHE Aojsin #3
g IPY FAL ofA ged wes 3239
m_tc_Ta2o A AHRHAD dg f, dg_s B9 IP PDUE
AHEE A et s te_TsollA 74 behavior lined
DATAS z7]e we} IPY fragmentationo] A€
= k. 28y [PIME reassembly o} HFE
¢l DATA & TCPo| dgsiA do. welA 1Py
HE AostAY BASA G 9d AFAALH
oA multi-protocol A 839 @2 IP FSM9 E
PN T B EWAY Ty, Tes, Teodl O 837
o] o] FojxA] gt}

Aol A & & Td AF AAANEYEE (29 3)
9] TCP FSM9] 2& EdX M) el 248 Axf=
(3% 2)ol eI,

34 HE Aol o8 IP AIHAE R

HEAIG D o@ [P FSMel gk A¥3$9
de o0& 2o E AYPEeA A EE PCO
£ (29 29 N¥ETFANA4 PCO1# PCO3e] e},

e tc_Ts2 EAXNA Topol A AYAS-

+e_te_Tsy

PCO3 ! dg_f(SYN_ACK)
PCO3 ? dg_f(ACK)
PCO! ! D_req(DATA) /* large DATA, fragmentation */
PCO3 ? dg_s(DATA_s)

99 AN¥ASE IPE Al¥s7l 4% Aol a2y
4 Fuldl == AWA behavior linedt Zo] [PE F
A B2 oA M TCP A% F9E
A 8735 eliolof & st gl

AellX g E 9d AF UE ANENELES
(2" 49 P FSM9 EE EAA A s 4§
A 82 39 Yehyigde

3.5 multi-protocol Al 71&E Algurdel ujm

o] Aolx 74z 7le@ ANPAFelA Bol: vt
2ol multi-protocol AIBEHA % NERFE @Y
AZ Ao g AEBSS T AEgdl o
B NYFE e o BAE oEH 2o

m.tc_ T = s_tc T + e_tc_Tyy

m_tc Tz = s tc_ Te + e_tc_Tsy + e_tc_Try

mtc. Ty = s tc.Ts + e_tc_Ta

m_tc_ T3z = s tc Tz + etc_Ts2 + e_tc Tss + etc_Tsa
m_tc_ Ty = s tc_Ts+ e_tc_Ts

m_tc_Ts = s tc_Ts + e_tc_Tss

m_tc_Ts = s tc_Ts + e_tc_Tr

mtc_ Tr = stc. Ty + etc. Try + e_tc_Ta

motc_Te;= s tc. Ts + e tc_Tr + e_tc_Tsy

m_tc_Tar= s_tc_Te + e_tc_ Tz + e_tc_Tez + etc_Tea + e_tc_Tsy

A9 AR #A FolA multi-protocol AlEW
Hol o AFAS mutc_TiE 99 A3A8 2
of 2% TCP N874% s tc_T:9 949 A2 UEAY
ol o%t P MEAS e_tc_Tsp e tc_Tss e tc_ T
g T ojge NEASY BAE 4 wdd o
& A87A$ ¥, behavior line?] 4, oWIE 4 g3
AE A EE9E AesE g 2a.

CE 3) 2+ 4ol 28t AlMES v

i IR Rt Ne— ;‘jﬂ“fg‘:}
EI g -3 X P o 3 <
| a2L7) LI A= 9w WE ARy 7€ 5 Yy &
NBRS 5 10 8 8 16
Behavior lines T 32(2+3+3+5+3+43+2+3+3+5) 22 23 45
ojHE 64(2+4+6+8+8+6+7+9+6+8) 48 47 95
Ag AR BE E@xH ZE EWAAH




2le] oM Kol uiel Zo] multi-protocol Al¥E
we gd 2 UE Agwys vjag o U A
3 AW E AFSAME AYAS F7F EA8] &
drE AL ¢ £ Utk =F NEHS EFPH
behavior lined] 7t Aolxmg Alg7AL9 a7t
FHopA 1 AEFE FHgste L s =(overhead)7}
Zo89, A¥A ) TEE oWES Fx FHojxE
2 AAFY A 29 7 e A<l AUtk el
& 71E Ay endse A9 ZEEZ g%
gd AF Aol +g=He 39 A% FSMe Ed
Aol 3¢ AFol A NE ARG HAN FEEH o
F957] gtk 28 multi-protocol A BHH
He B A U NEE @AY sgPoesy
EWdNAY FB £ 29 ¢ dn 2 AHE N
7§94 behavior lined AE oHES #71 Folg
A gk

multi-protocol A1 @WHEe £ & FHoze 3G
& 2% AAE dobd # Uke Relth JNE AN
Byol = AEid A2 89 AFEL $AHH
dojr BE QF €L A¥Ud A oF A
olgla stH& L APE APyt A2 2FE &
Aoz Qs AAE T= 2™, multi-protocol
Aol e of Ffe ojm AFolr 2Fs 2
BFAAE AL ¢y d F QAo

multi-protocol A1 HY GHOZE &Y AF =
ZEZY 0Fd 9 di$ ANE ANEE + fdE
Re& & F Utk ol AU AYid ZREZY
JeiHo) A8 AY Ho¥ + U3 49 AF ZEE
2¢ AR NY Y Z2EEE THFHo2 Ao
9 Bey] g ddse EAFez WE Ay
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1. Multi-protocol AtE ol 2|8t TCP AlEd ¢

m tc_Ti: test case for Ts
PCO1 ! CR_req
PCO3 ? dg_f(SYN) /* PCO2 observation included */

covered transitions:Ti, Ts:

m.tc To: test case for Tz
+m_tc_ T
PCO3 ! dg_f(SYN_ACK) /* PCO2 control included */
PCO3 ? dg_f(ACK) /* PCO2 observation included */

covered transitions: Tz, Tr1, Ts1

mtc Tay: test case for Taa
+m_tc_T>
PCOL ! D_req(DATA) /* small DATA, no fragmentation */
PCO3 ? dg_f(DATA) /* PCO2 observation included */

covered transitions: T3, Ty

m tc Tz test cage for Taz
+m_tc_T:
PCO1 ! D_req(DATA) /+ large DATA, fragmentation */
PCO3 ? dg_s(DATA_s) /* PCO2 observation included */
PCO3 ? dg s(DATA.s) /*+ PCO2 observation
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included */
PCO3 ? dg f(DATA_f) /*+ PCO2 observation
included */

covered transitions: Ts, Tsz, Tss , Tsa

m tc Ta test case for Ty
+m_tc_Ts
PCO1 ! D_req(ACK)
PCOB ? dg f(ACK) /* PCOR2 observation included */

covered transitions: T4, Tsy
m tc Ts: test case for Ts
+m_tc_Ts
PCO1 ! E_req
PCO3 ? dg_f(FIN) /* PCO2 observation included */

covered transitions: Ts, Ts)

m.tc Ts: test case for Te
+m_tc_Ts
PCO3 ! dg_f(ACK) /* PCO2 control included */

covered transitions: Ts, Tr,

mtc Tz test case for Tr
+m_tc_Ts
PCO3 ! dg_f(FIN) /* PCO2 control included */
PCO3 ? dg_f(ACK) /* PCO2 observation included »/

covered transitions: Tz, Tri, Tsy

mtc Te,: test case for Tay
+m_tc_T2
PCO3 ! dg f(DATA) /* small DATA, no
fragmentation, PCO2 control included */
PCO3 7 dg_f(ACK)

covered transitions: Ts, Tri, Ts1

m tc Ts 2 test case for Taz
+m_tc_ Tz
PCO3 ! dg_s(DATA_s)
PCO3 ! dg_s(DATA_s)
PCO3 ! dg f(DATA_f) /* large DATA,
fragmentation, PCO2 control included */
PCO3 ? dg_f(ACK)

covered transitions: Ts, Tr2, Tra, Trs Ta
2t A& Alguol o/t TCP Al8ESR

s tc Ti: fest case for Ty
PCO1 ! CR_req

PCO2 ? SYN
covered transitions: Ti

s tc To: test case for T»
+s_tc_Ti
PCO2 ! SYN_ACK
PCO2 ? ACK
covered transitions: T2

s tc Ts test case for Ta
+s_tc_To
PCO1 ! D_req(DATA)
PCO2 ? DATA
covered transitions: T3

s tc Ta: test case for Ts
+s_tc Ty
PCO1 ! D_req(ACK)
PCO2 ? ACK
covered transitions: T4

s tc Ts: test case for Ts
+s_te Ty
PCO1 ! E_req
PCO2 ? FIN
covered transitions: TS

s tc Ts: test case for Te
+s_tc_Ts
PCO2 ! ACK
covered transitions: T6

s ic Tz test case for Ty
+m_tc_Ts
PCO2 ! FIN
PCO2 ? ACK
covered transitions: T7

s tc Ts: test case for Ts
+s_tc. T
PCO2 ! DATA
PCO2 ? ACK
covered transitions: T8

3. Embedded AlR ol 2|3t IP A HHR

e tc T fest case for Tay
PCO1 ! CR_req .
PCO3 7 dg_f(SYN)

e tc Ti2: test case for Ts2
"’e__m,_Ts,l
PCO3 ! dg_f(SYN_ACK)



PCO3 ? dg_f(ACK)
PCOL ! D_req(DATA) /* large DATA, fragmentation */
PCO3 ? dg_s(DATA_s)

e tc Taz: test case for Taa
+e_te_Teo
PCO3 ? dg_s(DATA_s)

e tc T.s: test case for Tay
+e.tC_Ts,3
PCO3 ? dg_f(DATA_f)

e tc Tr: test case for Tey
PCO3 ! dg_f(SYN)
PCO1 ? CR_ind

e tc Too test case for T
+e_tc Tr1
PCO1 ! CR_resp
PCO3 ? dg f(SYN_ACK)
PCO3 ! dg_f(ACK)
PCO3 ! dg_s(DATA_ s)
e tc Tra: test case for Tes
+e_tc_Tra
PCO3 ! dg_s(DATA_s)

e tc Tea: test case for Tos

+e_tc_tra
PCO3 ! dg_f(DATA_f)
PCO1 ? DATA_ind
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