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Integration of Secure Distributed Object-Oriented Database Schemas

Woo Geun Park' and Bong Nam Noh'*

ABSTRACT

A distributed DBMS integrates local schemas that are independently designed, maintained, and
managed by different users at each site providing a global virtual schema. This global schema sup-
ports users at a specific site to transparently utilize local databases at different sites. The security
features of the local schemas should also not be changed in the global schema integrating security
features of each local schema. Researches on the integration of security features into local
schemas in distributed DBMS environment, however, are very rare. This paper using the multilevel
secure object-oriented database model(as the model for the definition of a local schema in distrib-
uled environment) which is an extension of the object-oriented models. It also suggests eight inte-
gration methods that can maintain the security features of local schemas. The eight methods are
classified by the object classes and by the relationships among them.
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[99) 1] AN Fahz
C=(ID, A, M, R)[ : L]
ID: A% 22 o|g
A={AL A, =, A,) /A3 229 &4 Y8/
M={M, My, -, M,} /8% Feh2e da= F3Y/
R=(R, R, - R,} /4 Feh2 Atole} o4 3%/
L. A% Zefxef BUFF

(o] 2] A Fa29 44
A=(D: Ta)[ : L]
ID: &4 ol&
Ta: %4 ¥ Cp /€Al AA Ea~/
Cs /g 2A S/
Ce /B3 A =/
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[B<] 3] A Fa29) oisc
M,=(ID, Arg, Tm, P)[ : L]
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[(AHo 4] A ZFahA Ajo)e] Yuk3H(General-

ization)
R=C IS A C,
C:39 29~

C: 49 g

(2] 5] A ZFehA Atolo] cks}(Aggrega-
tion)
R=C, IS PART OF C,
C:®E gd=

C: 3 Ed9~

(742 6] MAA Fal22l 94 (Association)
R =(Name, C-seq, A, M)[ : L]
Name : d&4 o] &
C-seq={(C, : card,, C,:card, -+, C,:
card,}, k>1
/Rell BAE AH FP~ A/
k : R¢] 3t4=(Degree)
card, ! Roll #AE 2% 2= Cio] g
4 (Cadinality)
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LX)=(, h)={U,C, S, TS}, X€{C, R, A, M}

BerEde dA FyL L=(U, C, S, TS)o)
5 AA 4 U(Unclassified) < C(Confidential)
< S(Secret) < TS(Top Secret)& zt=rc}. ®
¢EF L(X)E (L hy2 #¥=9, Lo By
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ALEl, T AN FA=, £4, ohis, FH2 A
olo] A Folm, 1€ Xo] uASFe (LB
(X))ol hi Xel uetgFel AHUBX)E

JEhATh

(B2 8] HdlsiAl

AB7} BtEEY AA FF LY BFE &4
HUgolx, Aol RE 4 a9t B ZE g4 b
Ateolell a<bo]® Ael Q4 aE Be A
(lower bound)at1 &lm, Bel BE 34 oA
713 2 928 HJA(Greatest Lower
Bound : GLB)&tx $c}h. 1ejal HgS5HE9 F
g Adl ¥ HAHAIE = - E GLB(A)
2 Ao

(82 9] Ha4A

AB7} BteFe] AA AY Lo BE &4
Aoln, Ae] ZE U4 a9t B 2E 94 b
Atele] b<acl® Aol H4 ad BY 44
(upper bound)gti &tmj, Be] RE AA Fd
A 7 Ze 948 FHAaAA (Least Upper
Bound : LUB)2}1 %ok 12l BasFe 3
g Adl @ H2BAE ¥= ¥5E LUB(A)
2 Fo%o.

[Ae] 10] BerAw)

deE Xo Yo EsEE 47 LX), L
(Y)2t2 & ¢ LB(X)=LB(Y)ojz2 UB(X) >
UB(Y)ol® X7} Y& BtAuijiciz &9, L
(X)7F L) R 2AY 2o 9u§ zed.

(B9 11] 25 B @

g 27sty AgE X, X, -, X082 ¥
B 270l E§ol o3 A€ AEE X9 Bt
TEE 3l $5E 2UFE 49 ¥+ (Clas
sification Grant Function)glz &9, o3 ¢
o] gt

M 39 B3eF §o §5(UCGF)

UCGF(X;, X -+, X,)=(LUB(LB(X,), LB
(Xy), -+, LB(X,)), LUB(UB(X,), UB(X3), ---,
UB(X)))

B &9 RiEF Fo B4 (LCGH)

LCGF(X,, X, -, X,)=(GLB(LB(X)), LB
(X,), -+, LB(X.)), GLB(UB(X,), UB(X.), -+,
UB(X.)))
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L(C) 2LUB(L(C)), L(Cy), -+, L(CY))

[978 4] 724 243
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ok, 2 Agel Byl UHA FY
sk 2 R4 FAS BAR Ak
U Ay gelel AN Fox
C,=(D,A,M,R): L, C;=(ID, A, M;R) ! L
Apolol 4 @A FHs e BBE R, ol
w3l o) Fdxel B FHoz B

Act. BHE AH W= G G BAFTF
@z L(C), L(C)2 28T

o 4y i

[#$ 1] ¥x%3H(Identical Integration)

g2 C Crl & 9r|E B3 5Y
% g9 (Domain)& 7+3d ), shulel Zex C
2 B¥E + doy 5 dAu ¥ Co
BAFHEFE thg3 2ol Hojdo.

Combine(C,, C,) /Zxgd = C/
ID(C)=ID(C,)=ID(C>)
Dom(C)=Dom(C,) =Dom(C,)
A(C)=A(C)UA(C),
M(C)=M(C)) UM(Cy)
L(C)=UCGF(C,, C,)

[2$ 2] &%ol9o] F¥(Homonym Integra-
tion)

ZP2 G Cot o]&L 2AT AAA oA
7 A3 & ASoln, 5F 2dvldls A=
olgo] tt& M2 & F27t FriE oo o
o] %2 2% Axy H4SEFL & 2

Rename(C,)) /2% &8~ C//
L(C/)=L(C))

[3% 3] olF9] E¥(Synonym Integra-
tion)

A2 Gk Gt o]EL d2Aw dAA o
7t LA Afoln, B 27ntdl= Ci# G,
o] o]E& WY HA FHx CrF o Hrh.
S -dan 27)ute] BMEEE thEd ot

Concate(C,, C;) /A= F&j~ Cf
ID(C)=SS(ID(C,), ID(C,))/ID, 3% ID,¢] ¢jn]
3 (Semantic Sum)/
Dom(C)=Dom(C,)=Dom(C,)
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AC)=A(CHUA(CY),
M(C)=M(C,) UM(Cy)
L(C) ZUCGF(Cn Cz)

[3% 4] T3 £¥(Containment Integration)

Fa 2~ Cly ggo) = C9 ddo 2%
=9€ o (Dom(C,)SDom(C,)), B¢ 27Inf=
Mzg FH2 G2 C/ ERAHD G = G
o] YW 27t HY, 5Y A4 RAFFL
ot

Generalize(C,, C;) /2% g2 C/, C//
ID(C/ )=ID(C)) ID(C; )=ID(Cy)
Dom(C,” ) =Dom(C,) Dom(C, )=Dom(C,)
AC)Y=ACH—AC) A(C) )=ACY)
M(C, y=M(C,)—M(C,) M(C, )=M((C,)

If L(CH=L(Cy)
then {L(C, )=L(C)); L(C, )=L(C»)}
else {L.(C/ )Y=UCGF(C,); L(C,/)=L(C»)}

[A%- 5] 23 %% (Overlapping Integration)

g2 Co 9490 Fax Co 99¥0] 5H
59€ #(Dom(C)NDom(C,)#¢), T 27]
e Aj2e 292 C7, G z8ln CE 24
Hu ¢, Ce CY sHgxaart =, 28
Qata BetFFE o #roh

Specialize(C,, C;, C) /23 S~ C, C7, G/
ID(C)=SS(ID(C)), ID(C,))
ID(C,")=ID(C)

ID(C, )=ID(Cy)
Dom(C)=Dom(C,) UDom(C;)
Dom(C,” y =Dom(C,)
Dom(C; )=Dom(C(,)
A(C)=ACHNACY)
A(C/ )=AC)H—A)
A(C )=A(C,))—AC)
M(C)=M(C,) NM(C,)
M(C) y=M(C)) -M(C)
M(C; ) =M(C,) —M(C)
L(C)=LCGF(C,, C,)
L(C/)=L(C)

L(Czl )=L(C2)

[#A% 6] =Y E3H(Disjoint Integration)

o] HAS$E= A Fal2rt SAHA A=
oA FEAHY H9E ZA gL Aoy
(Dom(C,) NDom(C,)=¢), FA:H = C C7t &2
o Aot WAsd A3 dd3E AAMA
oozl 27l i Fol E F glov, ¥
3 ~7\nte] a2z EEAED 48 9 o

2o 5 FA2

Full — Professor(dep, name, salary)
Graduate— Student(dep, name, salary, service)

= 4 BE £4% FAYAE BT o
go| Basts AHA dolvt gay] e B
ol % sich

(249 7] £80]3 9% E3H(Isomorphic-Role
Integration)

g~ C, Crt & olg3 thE 24A 4
ng 7INEAE F¥oldd A% BAT AT
Y sbs4e A9 Ao, B8 270k A
2% 5 Jhe spa 22 CO, G E #A 2
th. i G/ 9o G o it 32 GCold
GCol AAQe A% 59 2ok o dhe G s
C/ 9 oE A% Zex MColoh MCo A4 &
Ja % Adztel HAFFL thed Trh

M —inherit(C,, C,, C)/23&3 = C, C,, C/
ID(C)=SS(ID(C)), ID(C.))
Dom(C)=Dom(C,) UDom(C,)
AC)=ACHUAICY
M(C)=M(C,) UM(C,)

L(C)=UCGF(C,, C.)

J9n G Col $¥old 98 BRE e
3 2ol 7HEY + Yok

Specialize(C,, C,, GC)
M—inhel‘it(cll N Cz, s MC)
(7% 8] F59n F3H(Common Semantic
Integration)
g2 C7 G0 dol vtz AMA 9|7t

geuze £ 227 3 S49& AT 9
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F Utk a8y Fdx CF Co d9e oA

3 SYso Uck o8 59 Tge) £ T
Secretary(emp-no, sal, name, grade)

Engineer(emp-no, sal, name, engineer-type)

“Employee(emp-no,sal,name)’2 38

AA FH 2o FEA FHE
N S 2Fdd BEE BAY FHo2A 27
al S,o AN Fefx Col 278 S8 AH &2
dAdE o, Co #dEH
< A daAN F
ol mAdnt. 2y A AAH gL
#Hg A Zexo 9% (Role)z Ao &
(Degree) 2t h$=(Cardinality) Z A <3+
ZES ool FR7E AR & AFH o ok
gty Al & BAAl FEG ZAPE o] R A
of girt. & =FolMe #Ale on FRIL F
23] AFd #FHAM dely FF M5 F A
o] o3 #A

R,=(ID, C, : Card,, C, : Card,, A, M) : L
R.=(D, C, : Card,, C, : Card,, A, M) : L

o e EEe ThFAen, ot Nje Ng
Aol £goz 4A B3E 5 3
Aol B% h5® ASE (2Y 5)9 Zo)

Al i oh2of A 7hA] S0 o3 874

DF AAZWL Abole] #A

2£9] QAAErA Alo)e] ARA}
(Mapping)o|t}. At4tel 2dE& FHsl7) Hsto
Hlolet 2o o3 Agd Ho 7¥E 7xH

=
=

"O

FEL MK I0EHI0IA AZi0te] BF 651

zdolglz &y, B4 2de F2H zA9
g Fojch.

tt Ztzte] BA £ Aol A B
53¢ Hits FAE Foy Roloh

i rlo

o
i=)
=7
H

O

LA

M~

29 1] 24 R} Rol 9%, 9%, 724 =
dol 2% e A%oln FYY Avlvks syt
o @A Y RE A =T, oY Ry HAF
Fe o 2o

Combine(R,, R;) /A3 #¥EA R=(D, C, .
Card,, C, : Card,, A, M) : L
C,(R)Y=Combine(C,(R,), C/(R,))
C,(R)=Combine(Cx(R,), C;(R,))/

O

g 5
e gt
go  oezdg
B N
gt E}\_E_d b3 %"S =3 ¥zxd zd &
73’%1 Zs*l%z %'l%a 731%4 75}-?-5 7§|%6 731?—7 7é|-°rB

(0% 5) 2H2 B8t &8/
(Fig. 5) dassify the integration of relationships

(3¢ 2] #4 RF R, 723 Zo] &
Agod, thal A o9 Ci(R)3 Ci(R,)
o] gdo] N2 TPHAE Ze A2AM Y
# 270ks el B4 RE A HI R
A g2 Cis XY §¥o] o] FiFTh

If Dom{C,(R;))<SDom(C,(R;)) Then
{Generalize(C,(R,), C,(R.)),
Concate(C,(R)), Co(R,))}
Concate(R,, R;) /23 &4 R=(D, C, : Card,,
C,:Card,, A, M) ! L
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C,(R)=Generalize(C,(R,),
En) Eal
C,(R)=Concate(C,(R.), C:(R2))/

Ci(Ry)) el 34

(A4S 3] 4 Rio 2 A2gta7 R A2

ghro] Z#E AL, Z Dom(R,)SDom(R,)e]
o E£gs 27=kE RS =R, 7 R,/ =R.& 4l
Sl R/ = R/ 9 A8 #A=A SgEH.

Generalize(R,, R;) /43 #&dA
R, =(ID, C, : Card,, C, : Card, A,M) L
R, =(ID, C, : Card,, C, : Card,, A,M) ! L
C, =Concate(C,(R)), Ci(R,))
C, =Concate(C,(R,), C,(R,))/

[A$ 4] 84 R} Rl BAE oo AAZ

g2 Ci(R)$ Ci(RAlelel 3 dHo] EA
g o o]E HAZHAE FH FHo| o/FAA
o, o}&323 ol WA AIE TFAZ FH
ol o]Roich FHE 27npdle M2E
o4 A% Ry R’ =R, R, =R} ot} o
Heojgnh

If Dom(C,{(R.))NDom(C,(R;))*¢ then
{Specialize(C,(R,), C\(R.), C/(R)),
Concate(C,(R,), C:(R:))}

Specialize(R,, R, R) /23 #7)

R=(D,C :1,C;: ,A,M) L
Ci(R) =Specialize(C,(R,), C,(R,), C) ¢

Rl B
C,(R) =Concate(C,(R,), C:(R:))
R, =(D, C/ : Card,, C, : Card, A,M) ! L.
C,’ (R )=Specialize(C,(R,), C,(R,), C,)9]
el Fg=
C) (R/ ) =Concate(C,(R,), C:(R;))
R, =(D, C" : Card,, C, : Card,, A,M) ! L
C/’ (R, Y=Specialize(C,(R)), C/(R,), C\) 9]
sl g~

C/ (R ) =Concate(C,(R,)), Cz(Rz))/

(%% 5] &4 R1z R2o] =& A ZH= %
o dYgx APo] NE FUFAA A2B2F]
Az g Agols, F8E 27utels A &

Bx o] ol F o] BHHT FE AN 2
#HrE7 BHEE BA RF Re R R/ 2
AYel ®oh

R, =D, C/ : Card,, C; : Card,, A, M) : L
R, =(D, C/ : €ard,, C; : Card,, A, M) : L
C,’ =Concate(C,(R,), C/(R;))
C, =Concate(C,(R,), C:(R;))
L(R," )=UCGF(UCGF(C,/, C, ), R)
L(R, )=UCGF(UCGF(C,, C, ), R2)

[3% 6] B4 R3 R, g5& 22 9o
Ho2 YT AHE 3T Y, R EE
Axerazt R,2¥H 2AYe] #EY & A
9 R& R2 §4 588 + Utk o 3% §
ge AN FU2 Aols FYl Fstolor 3
W Bed 2vicle) BA AYe 5 U B
A 4P RY T h5sig o # R wuE
F& R Rl BASFE 380 Qoh

Concate(R,, Ry)

(3% 7] 34 R R9 &5 t2AT 9n|
Hog FAR AR E YT A1, R9 BE
Adagtx7t R,2HEH §F A 93 f=€
+ ¢ 9 R2 R2 =1 &5 ¥¥%E + 2
o Bge] e (RS 617 fArsAY E%
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