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Access Control Policy of Data Considering Varying Context
in Sensor Fusion Environment of Internet of Things

You-jin Song" - Aria Seo™ - Jaekyu Lee™ - Yei-chang Kim™""

ABSTRACT

In order to delivery of the correct information in IoT environment, it is important to deduce collected information according to a user’'s
situation and to create a new information. In this paper, we propose a control access scheme of information through context-aware to
protect sensitive information in IoT environment. It focuses on the access rights management to grant access in consideration of the
user’s situation, and constrains(access control policy) the access of the data stored in network of unauthorized users. To this end, after
analysis of the existing research 'CP-ABE-based on context information access control scheme’, then include dynamic conditions in the
range of status information, finally we propose a access control policy reflecting the extended multi-dimensional context attribute. Proposed
in this paper, access control policy considering the dynamic conditions is designed to suit for IoT sensor fusion environment. Therefore,
comparing the existing studies, there are advantages it make a possible to ensure the variety and accuracy of data, and to extend the
existing context properties.

Keywords : Internet of Things, Sensor Fusion, Context Awareness, Access Control Policy, Access Structure Tree
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Fig. 2. Context Classified in Two Perspectives[4]
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Fig. 7. Access Structure Tree Configured for Multi-Attribute Access Control Policy
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Table 1. Comparison with the Existing Studies
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129 A2S E8 A8x9 AA | g3 %4 (Location, Identity, AREEe] TR SR A,
AL} 42 A] i Vi AN A E = Lol A | ol 37)S g o 2 okl
gy agy |03 4] (who, when, where, Time, Activity)dlA ZAHE 93 |z 374)S wkgstogx thad
which) &4 £4& RSt 229 g SHow I
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@ dolge) wald W B Aol |doHE BH 43S w1 | 4FAAe A5 WIS B
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= T o - -
b Aadel f94e ¥Q & oy | ARE olgd WAl fA4e
s A Aol taf tFA | ule E=E
23 e
B E e 249 H49 4FE BB NAA %4, 94 54, 54
xJJz%iug ulZ Al A ok 3o h=h AIAAN] £ uATE o & | 20 U= ulE A Aol Fl=
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C= {{Doctor AND Daily AND Hospital AND PC} 2ZA A48 AR 719 A8 &84, J2AY o
AND Examination} AND Biolnfo A, 2 UAEE =9 4 AtK(Table 1).
CK= Key(MK, C)
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