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ABSTRACT

Safety critical systems require exhaustive verification of safety properties, because even a single corner-case fault can cause a

critical safety failure. However, existing verification approaches are too costly in terms of time and computational resource required,

making it hard to be applied in practice. In this paper, we implemented a tool for minimizing the size of the verification target w.r.t.

verification properties to check, based on program slicing technique[1]. The efficacy of program slicing using our tool is demonstrated

in a case study with a verification target Trampoline[3], which is an open source automotive operating system compliant with

OSEK/VDX[2]. Experiments have shown enhanced performance in verification, with a 71% reduction in the size of the code.
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1 void APII(){ 1 void API1(){

2 int p = g_cnt/10; 2 int p = g_cnt/10;

3 intq=0 7 assert(p > 0);

4 for(g=0; q<10; g++){ 8}

5 print(p); 17 myInt g_cnt = 0;

6 ) ) (b) Sliced code result on

; } assert(p > 0); usage scenario-APII, API2

9 void API2(){

10 int q = g_cnt;
11 for(g=0; q<10; g—){

12 print(q);
13}

14 g cnt—-;
15}

16 typedef int mylInt;
17 myInt g_cnt = 0;

1 void API10){

2 int p= g_cnt/10;
7 assert(p > 0);
8}

9 void API2(){

14 g_cnt—;

15}

17 myInt g_cnt = 0;

(a) Incomplete source code

Fig. 1. Different slicing result

(c) Sliced code result on
usage scenario-API2, APII

caused by usage scenario
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1 typedef int myInt;
2 typedef struct A{
3 myInt s;
4  myInt p;
5} ST;

6 myInt i = 0;
7

8

st.s = 0;
10 st.p = 1;
11 while (i <=n) {

Pl
void test(int n)/ @
ST st;
o ’ 17 >

12 st.s = st.s + i; L_Fcup «), (1}>\
13 st.p = cal(st.p, i); P
14 12441 6 myInt i = 0;
’ 7 void test(int n){

15 8 sTst;
16 print(st.s); st

: . 10 st.p =1;
17 print(st.p); . .
18 i-o: 11 while (i <= n) {

7 13 st.p = cal(st.p, i); [
19} 14 i=i+1
20 int cal(int k, int d){ - e - can. opl!

; . 15} Lo an, ep
21 int c = k/d; . ]J
17 print(st.p);
22 return c;
23} 19 }
. . 20 int cal(int k, int d){
24 VO}d set(int p){ 21 int c = k/d;
25 1i=p;
26 } 22 return c;
23 } 1
| Conn = <(22), 1k, d, cp>
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1 void clrCnt(int n){

2 int* cnt, ptr;

3 if(n>@) cnt = &cnt_1;
4 else cnt = &cnt_2;
5
6
7

ptr = cnt;
*ptr = 0;

}
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6 myInt i = 0;

7 void test(int n}f
8 ST st;

106 st.p =1;

11 while (i <=n) {

13 st.p = cal(st.p, i);
14 i=1+1;

15}
17 print(st.p);
i T T ey gi1s |

18 1=8; rcgloball = <(19), {i}»
19 }4—'1"___ ——
20 int cal(int k, int d){

21 int ¢ = k/d;

22 return c;

23 }
24 void set(int p){
25 i = p;
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Fig. 4. Appling global slicing to sliced code
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1 void GrapNodesForCompilableCode(){
2 set V, Ty;

3 foreach(CFGNode n in Sc) V =V U n.V;
4 foreach(Variable v in V){

5 Sc = Sc U decPoint(v);

6 Ty = Ty U {decType(v)};

7}

8  foreach(Type t in Ty){

9 while(t != nil){

10 Sc = Sc U tDef(t);

11 t = tRef(t);

12} )}
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1 typedef int myInt;
2 typedef struct A{

1 typedef int myInt;

3 myInt s; 2 typedef struct A{
4 myInt p; 3 myInt s;
5} ST; ) 4 myInt p;
6 myInt i = @; 5} ST;
7 void test(int n){ 6 myImJ; i=0;

- )
8 ST st; ) 7 void test(int n){
9 st.s = 0; 8 ST st;
10 st.p =1; 10  st.p = 1;
11 while (i <=n) { 11 while (i <= n) {
12 st.s = st.s + i 13 st.p = cal(st.p, i);
13 st.p = cal(st.p, 1); | |14 i=i+1;
14 i=1+1;

}
17 rint(st.p);
16  print(st.s); p (st.p);

18 i = 0;
17  print(st.p); 19 }
18 i =0; 20 int cal(int k, int d){
19 } ) . 21 int ¢ = k/d;
20 int cal(int k, int d){ 22 return c;
21 int ¢ = k/d; 23 } ’
22 return c; 24 void set(int p){
23 } . ) 25 i=p;
24 void set(int p){ 26 }
25 i =p;
26 }

Fig. 6. Extracting needed node for compiling
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Table 2. Loc of sliced code and original code

Criterion based | Lines of Lo o Efficier}cy of
on verification | executable code slicing”
total code

property code Executable | Total
tpl_h_prio 42279437 | 1024/3294 | 8268% | 6891%
tpl_fifo_rw.size | 438/2437 | 1041/3294 | 82.02% | 68.40%
tplkern.running |y o407 | 1005/3204 | 8268% | 63.88%

—>state

prio 437/2437 | 1044/3294 | 82.07% | 68.31%
tpl_ready_listsize | 427/2437 | 1030/3294 | 8248% | 68.73%
tpl_locking_depth | 8/2437 | 571/3204 | 9967% | 8267%
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Table 3. Verification result using model checker CBMC

No optimization Lite env and | Using sliced
) Model option using FNA[9] code
Unwing : : :
Time(s) | Mem(MB) | Time | Mem | Time | Mem
4 3,771 3,867 15 201 3 340
7 40,756 9,679 4100 | 1,289 9 639
10 >1D 10,775 | 42,241 | 1,943 | 14 | 1422
15 - - >6D | >7366| 17 |2176
20 - - - - 56 | 2,741
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