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A Study on Extraction of Defect Causal Variables for
Defect Management in Financial Information System

Tae-Hong Kang' - Sung-Yul Rhew™

ABSTRACT

Finance Information System is critical national infrastructure. Therefore it is important to select variables of defect causal factor for the
system defect management effectively. We research and analyze detected emrors in A Company’s Finance Information System for three
years. In the result of research and analysis, we have selected 9 variables of defect factor: the trading volume, the fluctuation of
KOSDAQ index, and the number of public announcements, etc. Then we have assumed that these varables affect real system errors and
analyzed correlation between the hypothesis and the detected system errors. After analyzing, we have extracted the trading volume, the
number of orders and fills, changing tasks, and the fluctuations of NASDAQ index as valid vaniables of defect factor. These vanables are
proposed for failure prediction model as the variables to manage defects in the finance information system afterward.
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Fig. 1. Traditional Approach of Defect Modeling
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Table 1. The Characteristics of Conceptual Failure Model in
the Development Phase and the Operation Phase

Phase Purpose Causal Variables Method
Reduce Defect
maintenance Size, Complexity,|extraction

Develo costs through |Process, modeling using

tp defect Discovered the |static measure

e extraction number of based on defect
before releasing |defects that occurs until
the product the testing phase

Discovered  the Failure
number of Seatn
defects, Aging .
. |Improvement ' |modeling for

Operation | iiability | ¢ 4e8T°€ a1 | ovention
frequency of
Ch P measure based on

AREEs . past failure

complexity
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Table 2. Failure Occurrence Status of Each Domain

Atibute |A|B|C|D|E|F|G| Tota Pe“(’g',‘?““
0
HwW 150|195 | 71 | 55|30 |134 536 67.1
Nw 12 113 7 23 29
SSw 171513 (11 12| & 49
Supplementary
Ft—— 2 4 1156 63 79
Data Errors 11| 1| 5 17 21
Shortage of =
Caiiaeily 67|58 18 23
Operational
Prics 121713 22 28
Development o, .
B 3924183 7 93
Unknown 3|2 1 6 08
Total 252|141/ 96 | 77| 30 |143| 58 | 797 100.0
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Table 3. Failure Occurrence Status on the Software
Development Life-Cycle

Classification Cases | Percentage }:gfg{]otfflf
Missing
Requi t £ = i o
uiremen
Definition Inaccurate = .
requirement 5 6.8%
definition
Inaccurate [F 0
Aséign 2 27%
Errors of
Desi IF/ Timing ! 12X 14.9%
¥ [Errors of defaul] o 6:8% '
setting values )
Errors in
variable types 2 Al%
Errors of logic E
implementation 4 324%
Errors of
variable values ! 14%
Errors of data
processing 1 149%
Implementation| Errors of data | ., 270 64.9%
initialization - '
Errors of
calculations 5 b
Errors of using
variables/functio] 5 6.8%
ns
Testing Em?an ;I; test 1 1.4% 1.4%
Errors of file
copy/move 2 ke
Operation Errors of 9.5%
application 4 54%
copy/move
Total 74 100.0% 100.0%
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Table 4, Hypothesis about Causal Factors of Defects

Causal Factor 1D Hypothesis
gi-1 | The increase of the trading volume has positive (+) effect on the frequency of failure of the
. financial information systemn.
The Trading Volume : - —
HI-2 The increase of the trading volume has positive (+) effect on the degree of failure of the
financial information system.
Ho-1 The fluctuations of stock prices have positive (+) effect on the frequency of failure of the
The Fluctuations of Stock financial information system.
Prices H2-2 The fluctuations of stock prices have positive (+) effect on the degree of failure of the
“ | financial information system.
H3-1 The number of public announcements has positive (+) effect on the frequency of failure of
The Number of Public the financial information system, )
Announcements H3-2 The number of public announcements has positive (+) effect on the degree of failure of the
' financial information system.
HA-1 The number of orders and conclusions has positive (+) effect on the frequency of failure of
The Number of Orders and the financial information system.
Conclusions H4-2 The number of orders and conclusions has positive (+) effect on the degree of failure of the
financial information system.
-1 The number of change orders has positive (+) effect on the frequency of failure of the
The Number of Change financial information system.
Orders H5-2 The number of change orders has positive (+) effect on the degree of failure of the financial
information system.
HE-1 The fluctuations of the Won-Dollar exchange rate have positive (+) effect on the frequency
The Fluctuations of the of failure of the financial information system.
Won-Dollar Exchange Rate o | The fluctuations of the Won-Dollar exchange rate have positive (+) effect on the degree of
“ | failure of the financial information system.
H7-1 The fluctuations of NASDAQ index have positive (+) effect on the frequency of failure of the
The Fluctuations of financial information system.
NASDAQ Index HT-9 The fluctuations of NASDAQ index have positive (+) effect on the degree of failure of the
financial information system.
HE-1 The fluctuations of oil prices have positive (+) effect on the frequency of failure of the
The Fluctuations of Oil financial information system.
Prices ygg | The fluctuations of il prices have positive (+) effect on the degree of failure of the financial
information system.
Ho-1 The number of MK news have positive (+) effect on the frequency of failure of the financial
T Ser-df K B ' information system.
Num| ews . .
3 € HO-2 The number of MK news have positive (+) effect on the degree of failure of the financial
information system.
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Table 5. The Weighted Value of Each Defect Grade using AHP

it i Weighted
Grade Criterion Value
1 Impact on market operation 57
9 Causing the loss of customers' images o
and costs
3 Interrupt or delay of customer service 11
Causing customer inconvenience or -
1 AR ; 5
dissatisfaction
Failure Occurrence
6 Problems Not
7 Operational Independent Failure included
(Holidays, Devices, etc.)
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Table 6. Correlation Analysis Result of 95% Significance Probability

The Frequency of Failure The Effect Degree of Failure
Classification Significance | Correlation Significance | Correlation
2 ; t value e . t value
Probability Coefficient Probability Coefficient
Futures Market 0.820 = = 0.19 - -
Securities Market | * 0172 = = 0089 0365 [ 214
The Trading Volume —— T
KOSDAQ Market 0,018 0398 0,001
Options Market 0.82 + 0.111 = =
Futures Market 0.242 - = 0.192 - -
The Fluctuations of Siv
Stock Prices Securities Market 0.744 - 0.773 =
KOSDAQ Market 0.959 - n 0.806 - =
The Number of Public Securities Market 0474 - = 0.265 = =
Announcements KOSDAQ Market 0518 - - 025 - -
Securities Market 0.488 > = 0.081 0.295 18
The Number of Orders . = —— S
and Conclusions KOSDAQ Market 0278 B - 00 0.580 m oL
Derivatives Market 0.873 = - 0.009 0.279 1.694
The Number of Change Orders 0.926 - - 0022 0380 | 235
The Fluctuations of the Won-Dollar ’ - . .
Exchange Rate 02% — ) -
The Fluctuations of NASDAQ Index 0009 043l | 25 | oo a .
The Fluctuations of Oil Prices 0.954 = - 0.309 = -
The Number of MK News 0.390 - = 0312 = =
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Table 7. Hypothesis Verification Results

D Hypothesis Acceptance

Hl-1 The increase of the trading volume has positive (+) effect on the frequency Partly Accepted
of failure of the financial information system.

H1-2 The increase of the trading volume has positive (+) effect on the degree of Partly Accepted
failure of the financial information system.

H4-1 The number of orders and conclusions has positive (+) effect on the Rejected
frequency of failure of the financial information system.

H4-2 The number of orders and conclusions has positive (+) effect on the degree Partly Accepted
of failure of the financial information system.

H5-1 The number of change orders has positive (+) effect on the frequency of Rejected
failure of the financial information system.

H5-2 The number of change orders has positive (+) effect on the degree of failure Accepted
of the financial information system.

H7-1 The fluctuations of NASDAQ index has positive (+) effect on the frequency Accepted(-)*
of failure of the financial information system.

H7-2 The fluctuations of NASDAQ index has positive (+) effect on the degree of Rejected
failure of the financial information system.

# © Accepted as the negative(-) of the correlation



AF, MAAT dge o9 NE Fu 9 A=} )
o Az, v A5 T Aoje] Nk 9
()8l ZBAAZ A&l W3HTE 222 o] AYUFE
e FEARA2YY FHHEdE A AEE 8
F Adrk EF 7|EY AP AFEL FRALHY FES
ofuf £ZEg oo AL FAFE WAH e FHE o
F3A Y Aol EES Eddtsie dTHod, & 47
e st=dlot AZEHOE EFE FEHRALHY
54289 ¥FE FE39 ool BHEF FuBAE £4
st Aste ZHEASE FEke ARt dEe 349
stdch 2 A A, ARFL Fole] e 9% A=
of 25 AuuAzt gle Aoz wEA, AfPol BT
Z Folg] 7Hs4ol F7He Zo] FRHUL, A, FE/
AZ AFs MAYT AFE B ¥ A= FadA
7 A&E FHAAL 53] dwtFes AR AAE
g8 FE/AZ 3571 QAT dFug 2 JudAdE
Hol=d] o] S§ARAILHS fPHAE fdo FE
AA A5 g U] oS vebdrh

FF AR FEARA 2 APAH ¥ E 2
g 9l dold 2AEd AA-ALR- A A Apd-ApaLe]
G| #F A7 o, olE 7| A# FE W
A3t FolalF Aot Zf3te] 3§ A7HHA FolelFEd
Bol oA wjwdE FH FEARALEY AAHY
g el A stedof ot

[1]1 National IT Industry Promotion Agency (NIPA), SW
Engineering White Book, NIPA, 2011, pp.5-6.

[2] S.K. Oh, Risk Management Theory, Kyungmoon Publishers,
1999.

[3] HS. Park, “Recent Domestic Bank's Risk Management and
Future Works”, The Bank of Korea, Finance Systems Review,
Vol.7, pp.85-95, 2002.

[4] TH. Kang, S.Y. Rhew, “A Proposal for Improvement and
Current Situation of Risk Management of Financial
Information System”, Information Systems Review, Vol.l4,
No.2, pp.103-115, 2012,

[5] Telecommunication Technology Association(TTA),
Information System Management Guides, TTA, 2007.

[6] IEEE, IEEE Std 1044-2009, Standard Classification for
Software Anomalies, IEEE, 2009.

[7] Todd L. Graves, Alan F. Karr, ].S. Marron, Harvey Siy,
“Predicting Fault Incidence Using Software Change History”,
IEEE Transactions on Software Engineering, Vol.26, No.7,
Tuly, 2000.

[8] Allen P. Nikora, John C. Munson, “Developing Fault Predictors

SEHEAAHO M E IS ZoHRAUBT FS0I S A5 376

for Evolving Software Systems”, Proceedings of the 9th
International Metrics Symposium(METRICS'03), IEEE, 2003.

[9] Martin Neil, Norman Fenton, “Improved Software Defect
Prediction”, Agena Ltd and Queen Mary, University of
London, 2004.

[10] Jean Jacques Gras, “End-to-End Defect Modeling”, IEEE
Software Published by the IEEE Computer Society, 2004

[11] A. Gunes Kore, Hongfang Lie, “Building Effective
Defect-Prediction Models in Practice”, University of
Maryland, Baltimore County, 2005.

[12] Yuming Zhou, “Empirical Analysis of Object-Oriented
Design Metrics for Predicting High and Low Severity
Faults”, IEEE Transactions on Software Engineering, Vol.32,
No.10, Oct., 2006.

[13] Pietro Abate, Roberto Di Cosmo, “Predicting Upgrade Failure
Using Dependency Analysis”, IEEE, 2011.

[14] Tracy Hall, Sarah Beecham, David Bowes, David Gray, Steve
Counsell, “Systematic Literature Review on Fault Prediction
Performance in Software Engineering”, IEEE Transactions
of Software Engineering, 2011.

[15] Gunther A. Hoffman, Felix Salfner, Miroslaw Malek,
“Advanced TFailure Prediction in Complex Software
Systemns”, Humbolt Univ, Berlin, Dep of Computer Science,
Computer Architecture and Communication Group, 10099
Berlin, Germany, April, 2004.

[16] Bibi S., Tsounakas G., Stamelos L, Vlahavas L, “Software
Defect Prediction Using Regression via Classification”, IEEE,
2006.

[17] Ahmed E. Hassan, “Predicting Faults Using the Complexity
of Code Changes”, Software Analysis and Intelligence Lab.
School of Computing, Queen's Univ, Canada. IEEE, 2009,

[18] Le Truong Giang, Dongwon Kang, Doo-Hwan Bae,
“Software Fault Prediction Models for Web Applications”,
KAIST, Daejeon, Korea, 2010 34th Annual IEEE Computer
Software and Applications Conference Workshops

ZEE
e-mail : thkang317@gmail.com
1984 S sk H4tap(gta})
1987 FAdighiL MAaka (A}
2011d AR A (gAeR)
TRk ARA LY 43 2 Ao B,
ARA2H A8 9 Fo B4,
wdg

KIPS Tr. Software and Data Eng.



376 FEXZSB=2A/AEZE/NH X CIOE B3 H2A M6Z(2013. 6)

L]

Fd g

e-mail : syrhew@ssu.ac.kr

d A sAYEE PFEGE ag
FEZAT +9993 9%
TEANANNE, /1A,
RAXAR s 949

1995 FA g FEAAA R

1998 George Mason University 2|9 <=

2001 d sAgE R 4B aehd gl g

20099 HRFANATHAZH oA}

ok AZEY o] 87T, AXLEY 0] fARF QEAL

ATES 0]






