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Counterfeit Money Detection Algorithm based on Morphological Features
of Color Printed Images and Supervised Learning Model Classifier

Qui-hee Woo" - Hae-Yeoun Lee™

ABSTRACT

Due to the popularization of high-performance capturing equipments and the emergence of powerful image-editing softwares, it is easy
to make high—-quality counterfeit money. However, the probability of detecting counterfeit money to the general public is extremely low
and the detection device is expensive. In this paper, a counterfeit money detection algorithm using a general purpose scanner and computer
system is proposed. First, the printing features of color printers are calculated using morphological operations and gray-level co—occurrence
matrix. Then, these features are used to train a support vector machine classifier. This trained classifier is applied for identifying either
original or counterfeit money. In the experiment, we measured the detection rate between the original and counterfeit money. Also, the
printing source was identified. The proposed algorithm was compared with the algorithm using wiener filter to identify color printing
source. The accuracy for identifying counterfeit money was 91.92%. The accuracy for identifying the printing source was over 94.5%. The
results support that the proposed algorithm performs better than previous researches.

Keywords : Counterfeit Money Detection, Morphological Feature, Gray Level Co-occurrence Matrix, Supervised Learning
Model Classifier
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Table 1. Counterfeit detection status depending on currency unit

2007 | 2008 | 2009 2010 2011 | 2012
wh0,000| - - 16 111 115 329
w10,000| 8,742 | 9,027 | 8553 5,759 4,232 | 3783
wW5,000 | 6,801 | 9835 | 8464 6,511 5573 | 4438
w1,000 | 609 372 170 60 87 76
Total | 15678 | 15448 | 12,252 9,298 10,007 | 8626

Table 2. Counterfeit detection status depending on finder

2007 | 2008 | 2009 | 2010 | 2011
Bank of Korea | 9009 | 8468 | 3957 | 2827 | 2,659
Public banks 6,200 | 6815 | 8220 | 6,389
Public citizens 469 165 16 82
Total 15678 | 15448 | 12,252 | 9,298 | 10,007
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Fig. 1. Noise example of money using wiener filter
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Fig. 2. Color laser printer detection using DWT of Choi et al.[5]
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Fig. 4. Proposed counterfeit money detection algorithm
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Table 5. Accuracy comparison of counterfeit money
detection (%)

Wiener filter Proposed algorithm
1 88.27% 89.85%
2 91.81% 93.37%
3 87.50% 87.91%
4 89.81% 93.36%
5 90.27% 90.64%
6 93.73% 94.53%
7 90.60% 92.59%
8 93.39% 94.53%
9 92.59% 89.83%
10 91.03% 92.58%
Average 90.90% 91.92%
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Fig. 15. Comparison of filtered images by wiener filter (a),
(c), (e), (8) and proposed algorithm (b), (d), (f), (h)
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Fig. 16. Original image and counterfeit money by each printer

Table 6. Printer identification accuracy using wiener filter(%)

Original Canon Epson Samsung

Original 92.18% 3.12% 3.12% 1.56%
Canon 9.37% 89.06% 1.56% 0%
Epson 3.12% 4.68% 92.18% 0%
Samsung 12.50% 0% 0% 87.50%

Table 7. Printer identification accuracy using our

algorithm(%)
Original Canon Epson Samsung
Original 95.40% 4.60% 0% 0%
Canon 4.70% 95.30% 0% 0%
Epson 1.60% 7.80% 90.60% 0%
Samsung 3.10% 0% 0% 96.90%
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Table 8. Accuracy comparison of device identification(%)

Wiener filter

Proposed algorithm

Average accuracy

90.23%

94.55%
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