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Counterfeit Money Detection Algorithm using Non-Local Mean Value
and Support Vector Machine Classifier

Sang-Keun Ji' - Hae-Yeoun Lee™

ABSTRACT

Due to the popularization of digital high-performance capturing equipments and the emergence of powerful image-editing softwares, it
is easy for anyone to make a high-quality counterfeit money. However, the probability of detecting a counterfeit money to the general
public is extremely low. In this paper, we propose a counterfeit money detection algorithm using a general purpose scanner. This
algorithm determines counterfeit money based on the different features in the printing process. After the non-local mean value is used to
analyze the noises from each money, we extract statistical features from these noises by calculating a gray level co-occurrence matrix.
Then, these features are applied to train and test the support vector machine classifier for identifying either original or counterfeit money.
In the experiment, we use total 324 images of oniginal money and counterfeit money. Also, we compare with noise features from previous
researches using wiener filter and discrete wavelet transform. The accuracy of the algorithm for identifving counterfeit money was over
94%. Also, the accuracy for identifving the printing source was over 93%. The presented algorithm performs better than previous
researches,

Keywords : Counterfeit Money Detection, Non-Local Mean Value, Gray Level Co-occurence Matrix. Support Vector Machine
Classifier
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Fig. 1. Counterfeit money crime statistics and detection rate
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Fig. 2. Noise extraction using Wiener filter
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Fig. 8. Counterfeit money detection algorithm
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Fig. 11. Noise images using non-local mean algorithm
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Table 1. Feature values from gray-level co-occurrence matrix

Feature Equation Deseription
. p(i,j) . .
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Contrast 2R PAL] It represents intensity difference between pixels
i
Sum ENETGY = L P\%) It represents the summation of pixel intensity values
5]
Correlation correlation = E (i _m)(‘i; U#J]P(h_.') It represents the correlation between pixels
i
(1, f) L ¥ ( (2.y)
Bl= = £ x A,
. i N:.,z;l @) o It represents how two pixels are correlated to change
e 1 & together
—— 3 ((May) - Mz.y)*)
1zy=1

238to fdel 7Wto 2 dtof Ao MY AY HUL
&= Zolth #Al SVM £7/71& AEARS #1314,
71914, 4F 2 EA A4 F ot FopillM AgHo
H &= 1 gl

SVM #%f7]:= Fig. 13b9 o] g€ 4 dojgE
A9 5 Fkel] Apalel, A2 g sz BF
A7lE 28E FolA o9e HdA e 4 29d
A Hd oy 2HPAE FE AL FHez #dg Huy o
W 2P 73 24§ FddolEE Support Vectorghi

F29, ol E§sHE W Alo)9| ojuigle] 52 B
F Aol Folar

SVM #f71= 28 247 di¢ 5348 £48 48 9
ko] Ago] 7hed g FAR WA 77w
FEHA $No] FYsich: FHo] Aok EF, HL %9
Eaey 51]0151‘3'255 7 A%l $438h SVM £H571=
GFORE Hasse 284 AF HagE ez 3§
= 71F d2d b3ty AAYGE ST er AR
H o] g diF AP SP=E Jisse 72F 9
d A3k el 71 zste] dwksl Aol 55 HAg
e A9 22 54T EREAE 2] sl s
Ade A Fec)

SVM &£+ 7]+= LIBSVM, SVM light, SVM Torch 5 ot
G 2ZEGojE0] FNHR ALE JH5dy tE 74
St WHERY ddHoz Algsr] 48 Aol
SVM #7718 AHEE gol= Z3o] 2= #Ada 10 o
2 74 ¥E sy o w3 28 s et
O Fd A40N 2dg FHog BAE F 9o

& =RdAE 919 SVM £57] FdA oF Zoa &
& A8 LIBSVME AHg8tdt [8 9. LIBSVMS
unbalanced &2l cis] H'9E] 7} 7]5L 7HA 2 9lo]
A, F FU2E A B587 A8 Agar 29

HE AAsted oM £F L7FE FH4dA2 + Ut

£ Aol q = Support Vector Machine ¥77]& o] 438
o FA FEF AH olv|A9 EHHL FE ¢ W do]
B2 o]gsle] 9- ¥z oY E mialoct

Madmum margin
1

Input Space Feature Space

(b)
Fig. 13. (a) Binary classification and (b) mapping example
using SVM classifier

KIPS Tran Softw Data Eng



62 HEMIFS=2A/LZE/AN X OIOIH S5 M2 HM1=(2013. 1)

4. gy

Aeter dxelFe] 4% H7HE #sk Table 291 et
W A#} o] 47) A FAHXerox, HP, Canon, Konica)olAl
AAEl F 8719 ZE (Xerox DCC 450, Xerox DCC 4300,
Xerox DCC 5540, Xerox DCC 6550, HP, Canon iRC2620,
Canon iRC3200N, Konica C250)2 A}&3le] 9z=¥& Az
sk A olv|x dHolHE 537 fsted f9 =™
Eoltt 3634 A 1997 Ax2AHYG 3689 17HdH
AR AFHE 2UE E3 205t F 3247(36%8+36)9
FadeleE FAstArt

Fig. 140l A@el AH8E 92 29 2 ¥z 59
d& B3z Yk FHE diolHE 7utez 3o 7|E
Aol ALEHE SUdEg olitslolERR G AN F=
g 2R3 Aotste HAGH PF guelFS T F2F
o]z EAL o]fdl HYE FAEA PHE A,
EAH EAZE AL Fo sg|et dolg E/F716
Qestel oWz S WEINAL.

Table 2. Manufacturer and model of each printing device

Model ID Manufacturer Model
X1 Xerox DCC 450
X2 Xerox DCC 4300
X3 Xerox DCC 5540
X4 Xerox DCC 6550
HS5 HP HP
C6 Canon iRC 2620
CT Canon iRC 3200N
K.8 Konica C250
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Fig. 14. Original money and counterfeit money examples
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Table 3. Accuracy of each counterfeit money detection algorithm

Wiener Discrete Wavelet

filter Transform Noarlocal mean
| 90.43 5.19 94.14
2 8135 8642 975
3 2.9 88.27 9383
4 90.74 8.3 MU
5 88.89 8827 92.90

6 86.73 83.80 %606 |
Average 89.50 87.40 94.24
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Table 4. Printing device identification accuracy using wiener
filter (%)

Xd | X2/ X3 | X4 | Ho | €6 | C7 | KB
X1 | 84.44| 1556 0 0 0 0 0 0
X2 | 21.11| 78.89 0 0 0 0 0 0
X3 0 0] 86.67| 1333 0 0 0 0
X4 0 0] 14.44| 8556 0 0 0 0
H5 0 0 0 0] 100 0 0 0
Cé 0 0 0 0 0] 98.33| 1667 0
C7 0 0 0 0 0 5 95 0
K38 0 0 0 0 0 0 0] 100

Table 5. Printing device identification accuracy using discrete
wavelet transform (%)

R | X2 || X3 X4 | HS"| €6 || C | KB
X1 | 58.89| 40.56 0 0] 056 0 0 0
X2 | 3111 68.33 0 0] 056 0 0 0
X3 0 0 80 20 0 0 0 0
X4 0 0| 22.22| 71.98 0 0 0 0
H5 0 0 0 0] 99.44 0 0] 056
Cé 0 0 0 0 0] 92.78) 722 0
Ci 0 0 0 0 0] 222 97.78 0
K8 0 0 0 0] 056 0 0] 99.44

Table 6. Printing device identification accuracy using non-local
mean algorithm (%)

X1 | X2 | X3 | X4 |Hs5| C6 | CT7 |.K8
X1 | 8556| 14.44 0 0 0 0 0 0
X2 11.11| 88.89 0 0 0 0 0 0
X3 0 0] 92.22) 778 0 0 0 0
X4 0 0] 14.44| 85.56 0 0 0 0
H5 0 0 0 0] 100 0 0 0
Cé 0 0 0 0 0f 100 0 0
C7 0 0 0 0 0] 2.22| 97.78 0
K8 0 0 0 0 0 0 0] 100

Table 7. Average printing device identification accuracy of
counterfeit money (%)

Discrete Wavelet
Transform

91.11 84.31 93.76

Wiener filter Non-local mean

Average
accuracy
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