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Study for Design of Defect Management to Improve
the Quality of IoT Products

Kim Jae Gyeong’ - Choi Yeong Sook' - Cho Kyeong Rok' - Lee Eun Ser''

ABSTRACT

Based on the Internet of Things, a web system that can check the condition around the fire extinguisher, whether a fire has occurred,
and an application that can receive fire notifications in real time is implemented. Minimize errors that occur during development
by using software engineering to clarify the goals of the system and define the structure in detail. In addition, for IoT-based fire
extinguishers, a method of reducing defects by finding product defects in the demand analysis, design, and implementation stages
and analyzing the cause thereof is proposed. Through the proposed research, it is possible to secure the reliability of defect management

for IoT-based smart fire extinguisher.
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Table 1. Requirements Definition

Type Detailed explanation | Importance | Difficulty
Measure the
temperature and Major Minor
humidity
0 .
utput a warining Major Minor
sound
Detect a fire Major Medium
Output LED lamp Major Minor
Function Measure the angle Medium Medium
Join Major Medium
Login Major Medium
Fire alarm Major Major
Check if there's a fire Major Major
Check the temperature
Maj Maj
and humidity value ajor ajor
Check the angle Minor Major
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Table 2. Requirements Specification

Display the temperature and

Requirements
quir humidity on web page

The temperature and humidity
values stored in the DB server are
transferred to the web server.

summery

Data is received from the DB
server in which the temperature
and humidity value measured by
the raspberry pie is stored. And
Display the temperature humidity
value on the web page.

Detail

Contents

Type Function

Importance | Major Difficulty Major

Table 3. Usecase Specification

Usecase name | Temperature and humidity value notification

Actor Web Server Manager

External DB server and web server can
communicate.

Precedenc
conditions

Temperature and humidity values stored
Precedenc input | in the external DB server are transmitted
to the web server.

1. The temperature and humidity values stored
in the external DB server are transmitted
to the web server.

2. Output the delivered temperature and
humidity values to the web server.

3. The administrator monitors the
temperature and humidity values through
a web server.

Event flow

Trailing conditions

The administrator monitors the
Trailing output | temperature and humidity values through
a web server.

Restrictions

X

DataBase Server

System Of Fire Extingujstér

Measure the temperature and humidity />

Raspbarrypi

e
I~ e
Qutput awaming sound

Ainclude»

e Server

Q c
hy cinciudes™..
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Fig. 2. Usecase Diagram
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Fig. 3. Class Diagram

l Raspberry Pi ‘ l DB Server ‘ | Web Server | | App Server ‘

LED&Speaker Sensor

1.: temperature&humidity measurement

[T 2: Read the value of

3: Save the value of temperature and humidity

4: Temperature and huniidity value transmitted

6 : LED&Speaker output

Fig. 4. Sequence Diagram
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Fig. 10. Fire Detection Alarm
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Table 4. Defect Analysis Table

Field

Defect
Factors

Defective items

1.
Requirements

1.1 Interface

1.1.1 Unable to check whether there is a fire on the web page.

1.1.2 Fire extinguisher position correction function exists on the web page.
1.1.3 Fire extinguisher position value unknown

1.1.4 Fire extinguisher angle change value is unknown.

1.1.5 No information on RaspberryPi module identification.

1.1.6 No input conditions when logging in.

1.1.7 No entry conditions when signing up for membership.

1.2 Internal
structure

1.2.1 Unable to specify who will be notified of the fire.

1.2.2 Determining whether a fire is detected is performed with a value of old data rather than recent data.

1.2.3 No output restrictions for warning sound and LED output scenario.

1.2.4 Application can't communicate with RaspberryPi.

1.2.5 None of the fire notification restrictions regarding multiple responses

1.2.6 Measurement of Temperature and Humidity, No matters regarding the measurement cycle in the fire
extinguisher angle measurement scenario.

2. Design

2.2 Internal
structure

2.2.1 No function for password encryption.

2.2.2 No function to calculate the fire extinguisher angle change value
2.2.3 No ID verification function when logging in.

2.2.4 No password verification function when logging in.

2.2.5 No ID verification function when registering as a member.

2.2.6 No password verification function when registering as a member.

2.3 Internal
Logic

2.3.1 Unable to select data according to module number in web page design.
2.3.2 Unable to select the latest data
2.3.3 A plurality of RaspberryPi detection values cannot be displayed on the web page.

2.4 Database

2.4.1 RaspberryPi detection value is stored in DB, and there is no RaspberryPi identifier.
2.4.2 No designator for when the RaspberryPi detection value was stored in the DB.

2.4.3 Limitation of expression according to data type.

2.4.4 Inapplication Design, Android Studio's own policy prevents direct access to external DB.
2.4.5 Primary Key Not Specified

3.
Implementa-
tion

3.1 Interface

3.1.1 Unable to check the fire extinguisher angle change value on the web.

3.1.2 Only one notification can be processed in the application.

3.1.3 In the event of a fire, it is impossible to notify which RaspberryPi detected it.
3.1.4 Only information about a single RaspberryPi can be displayed.

3.3
Internal
Logic

3.3.1 After measuring the fire extinguisher angle, the value of change should be shown. However, it shows
the current fire extinguisher angle.
3.3.2 Inappropriate cycle reading from the sensor
3.3.3 Fire detection algorithm inaccurate
3.3.4 Angle change determination algorithm inaccurate
3.3.5 No duplicate IDs when signing up for membership.
3.3.6 When logging in, you can log in with multiple passwords with the same ID.
3.3.7 When logging in, code injection is possible by inserting and executing a specific string into the ID field.
3.3.8 When logging in, code injection is possible by inserting a specific string into the password field and
executing it.
3.3.9 Code injection is possible by inserting and executing a specific string into the ID field when signing
up for membership.
3.3.10 Code injection is possible by inserting and executing a specific string into the password field when
signing up for membership.
3.3.11 When importing data from a database, only a single RaspberryPi measurement information can be
imported.
3.3.12 When the fire detection algorithm determines the current data value as a fire, it puts the LED
output and warning sound in an infinite loop to execute it indefinitely.
3.3.13 Data read from database is not the latest data.

3.3 Database

3.4.1 Bxternal DB Direct Access Inability in Application Implementation

3.4.2 DB Connector version does not fit mysql version.

3.4.3 Library is not exported when linking databases

3.4.4 No identifier column for RaspberryPi module in database table for RaspberryPi measurement values

3.4.5 No information column on when the measured value is stored in the database table for the
RaspberryPi measured value.

3.3.6 No identification key in the member database table

3.4 Hardware

3.5.1 The temperature is measured higher than the actual temperature due to the heat generation of
RaspberryPi.

3.5.2 Lack of GPIO to attach sanshat, LED, and buzzer.

3.5.3 No Switch
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Table 5. The Result of the Total Score of Defective Items

Field

Defect Factors

1. Requirements

1.1 Interface

The number of

The number of

Defect Score

Total Defect

Field Defect

defects associated (A) | related functions (B) © Score (D) Score (B)
L11: 3 L1 1 L1135
1.1.2: 2 1.1.2: 1 1.1.2: 2.5
1.1.3: 2 1.1.3: 1 1.1.3: 2.5
1.1 Interface 1.1.4: 2 1.1.4: 2 1.1.4: 3 25
1155 L15: 4 1.15: 7
1.2 1.1.6: 3 1.1.6: 2 1.1.6: 4
Internal 117 3 117 2 1.1.7: 4 405
structure 1.2.1: 3 1.2.1: 1 1.2.1: 35
1.2.2: 2 1.2.2: 3 1.2.2: 35
1.2 Interner 1.2.3: 1 1.2.3: 2 1.2.3: 2 20,5
structure 1.2.4: 3 1.2.4: 3 1.2.4: 45 :
1.2.5: 2 1.25:1 1.2.5: 2.5
1.2.6: 2 1.2.6: 3 1.2.6: 3.5
2.2.1: 0 2.2.1: 2 2.2.1: 1
2.2.2:0 22201 2.2.2: 0.5
2.2 Internal 2231 2.2.3: 2 2232 95
Structure 2.2.4: 1 2.2.4: 2 2.2.4: 2 ’
2251 2252 2.2.5:2
2.2.6: 1 2.2.6:2 2.2.6:2
2. 23.1:1 2.3.1: 4 2.3.1: 3 315
Design 2.3 Internal Logic 2.3.2: 2 23.2:3 2.3.2: 35 10.5 '
2331 2334 23.3:3
2.4.1: 2 2.4.1: 4 2.4.1: 4
2.4.2: 1 2.4.2: 3 2.4.2: 2.5
2.4 Database 2431 2433 2.4.3: 2.5 11.5
2.4.4: 0 2.4.4: 3 2.4.4: 1.5
2.45:0 2,452 2451
3.1.1: 2 3.1.1: 1 3.1.1: 2.5
3.1.2: 2 3.1.20 1 3.1.2: 2.5
3.1 Interface 313 2 313 1 313 25 11
3.1.4: 2 3.1.4: 3 3.1.4: 3.5
3.3.1: 2 33.1: 1 3.3.1: 2.5
3.3.2: 2 3321 3.3.2: 2.5
3331 3.3.3: 2 3332
3.3.4:2 3.34:1 3.3.4: 2.5
3352 3.3.5: 2 3.35:3
33 3.3.6: 2 3.3.6: 1 3.3.6: 2.5 25
Internal Logic 33.7:0 33.7: 1 3.3.7: 0.5
3 3.3.8: 0 3.3.8: 1 3.3.8: 0.5
Impleméntation 3.39: 0 3.39: 1 3.39: 05 >8
3.3.10:0 3.3.10:1 3.3.10:0.5
3.3.11:3 3.3.11:4 3.3.11:5
3.3.12:1 3.3.12:4 3.3.12:3
3.4.1: 0 3.4.1: 3 3.4.1: 1.5
3.4.2: 0 3.4.2: 4 3.4.2: 2
3430 3.4.3: 3 3.4.3: 1.5
3.3 Database 3443 344 4 3445 16
3.45:1 3.4.5: 4 3.4.5: 3
3.4.6: 2 3.4.6: 2 3.4.6: 3
3.5.1: 0 3.5.10 4 3.5.1: 2
3.4 Hardware 3.5.2:0 352 4 3.5.2:2 6
3.53: 1 3.5.3: 2 3.5.3: 2
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