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IoT Malware Detection and Family Classification Using
Entropy Time Series Data Extraction and Recurrent Neural Networks

T

Youngho Kim® + Hyunjong Lee -+ Doosung Hwang

ABSTRACT

IoT (Internet of Things) devices are being attacked by malware due to many security vulnerabilities, such as the use of weak
IDs/passwords and unauthenticated firmware updates. However, due to the diversity of CPU architectures, it is difficult to set up a malware
analysis environment and design features. In this paper, we design time series features using the byte sequence of executable files to
represent independent features of CPU architectures, and analyze them using recurrent neural networks. The proposed feature is a
fixed-length time series pattern extracted from the byte sequence by calculating partial entropy and applying linear interpolation.
Temporary changes in the extracted feature are analyzed by RNN and LSTM. In the experiment, the [oT malware detection showed high
performance, while low performance was analyzed in the malware family classification. When the entropy patterns for each malware
family were compared visually, the Tsunami and Gafgyt families showed similar patterns, resulting in low performance. LSTM is more
suitable than RNN for learning temporal changes in the proposed malware features.

Keywords : Internet of Things, Machine Learning, Malware Detection, Malware Family Classification
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Fig. 3. Performance of Malware Detection and Family Classification
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Table 3. Malware Detection Performance

. Model| " pan LSTM
Metric
Len. of Entropy Pattern (Z) 8 128
Accuracy 0.977 0.978
Precision 0.955 0.958
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Recall 0.934 0.933
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Precision 0.956 0.963
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Recall 0.928 0.928
Fl-score 0.941 0.945
Tunamil  18:6% 12.6% 6.4%

Gafgyt{ 06%

True label

Mirai 0.1%

Dofloo 0.0%

Tsunami Gafgyt Mirai Dofloo
Predicted label

Fig. 4. Confusion Matrix for Malware Family Classification
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Fig. 5. Visualization of Entropy Sequence for Malware Family
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