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Secure Scheme Between Nodes in Cloud Robotics Platform
Hyungjoo Kim'

ABSTRACT

The robot is developing into a software-oriented shape that recognizes the surrounding situation and is given a task. Cloud Robotics
Platform is a method to support Service Oriented Architecture shape for robots, and it is a cloud-based method to provide necessary
tasks and motion controllers depending on the situation. As it evolves into a humanoid robot, the robot will be used to help humans
in generalized daily life according to the three robot principles. Therefore, in addition to robots for specific individuals, robots as public
goods that can help all humans depending on the situation will be universal. Therefore, the importance of information security in the
Cloud Robotics Computing environment is analyzed to be composed of people, robots, service applications on the cloud that give
intelligence to robots, and a cloud bridge that connects robots and clouds. It will become an indispensable element for In this paper,
we propose a Security Scheme that can provide security for communication between people, robots, cloud bridges, and cloud systems
in the Cloud Robotics Computing environment for intelligent robots, enabling robot services that are safe from hacking and protect personal
information.
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Table 1. Experimental Results

A robot may not injure a human being or, through inaction, allow a human being to come to harm.

A robot must obey the orders given it by human beings except where such orders would conflict with

A robot must protect its own existence as long as such protection does not conflict with the First or

First Law
Second Law
the First Law.
Third Law
Second Law.
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Fig. 1. ROS Architecture
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Table 2. Symbols

Bridge Bridge between robot and SaaS
SaaS Robot control application
Node Robot control process
Ctrl. Control type and level info.
Pub Public Key
RN Random number
Pri Private Key
h Hash function
RK Robot control Key
K Key
Sign Sign value using RSA
Ktime_app Control Key for Node (in limit time)
Kctrl_type Control Key for Node (for type&level)
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Table 3. Security Analysis

BLK[7] LKHI8] CoGKTKI] SGaIe ?&‘iﬁiﬁ?

Distributed KS Not-Support Not-Support Support Support Support
Reliable Key Update Not-Support Not-Support Support Support Support
Forward Security Not-Support Not-Support Support Not-Support Support
Error detection Not-Support Not-Support Not-Support Not-Support Support
Autfllve[ E?ilca;tion Not-Support Not-Support Support Not-Support Support
Access Control Not-Support Not-Support Not-Support Not-Support Support
Replay Attack Not-Support Not-Support Secure Secure Secure
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