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ABSTRACT

Conventional automotive development has mainly focused on ensuring correctness and safety and security has been relatively neglected.
However, as the number of automotive hacking cases has increased due to the increased Internet connectivity of automobiles, international
organizations such as the United Nations Economic Commission for Europe(UNECE) are preparing cybersecurity regulations to ensure security
for automotive development. As with other IT products, automotive cybersecurity regulation also emphasize the concept of "Security by Design',
which considers security from the beginning of development. In particular, since automotive development has a long lifecycle and complex
supply chain, it is very difficult to change the architecture after development, and thus Security by Design is much more important than
existing IT products. The problem, however, is that no specific methodology for Security by Design has been proposed on automotive
development process. This paper, therefore, proposes a specific methodology for Security by Design on Automotive development. Through
this methodology, automotive manufacturers can simultaneously consider aspects of functional safety, and security in automotive development
process, and will also be able to respond to the upcoming certification of UNECE automotive cybersecurity regulations.
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Fig. 1. Automotive Security Development Studies
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Table 3. Evidences of Trustworthy Automotive SDLC

Phase Evidence

- Training plan

1 Trainin,
& |- List of attendance at training

- Project plan

2 Initiation . .
- Project goal verification report

- Impact assessment report
- Requirements definition report
- Project requirements verification report

Require-
ments

- Acquisition plan

4 | Acquisition e .
- Acquisition inspection report

- Design specification
- Architecture specification

5 Design . .
& - System Risk Analysis report
- Project design verification report
- System implementation report
Impleme- 4 . P P
6 : - User's manual or tool
ntation

- Project implementation verification report

- Test plan

- Test result report

- Vulnerability Analysis report
- Final review report

7 | Verification

. - Production plan
Production . o
8 - Production verification report
& Release .
- Accident response plan

- System monitoring report

9 | Operation .
P - Accident response report

- Guidelines for system transfer and

10 | Disposal disposal
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4.1 Secure SDLC E& 2 7|= Aol H|w

Trustworthy Automotive SDLCE 6709 Q7ARFS 7]
vRo.R AAE AR Hot tiAle} o, ol 9 ot
g Secure SDLC ¥ % 7|& AFtEch AR &a-S A5t
s} 7Rl Agkstet. Table 4= Trustworthy Automotive
SDLCO] Z+ 874130l tiell 712 Secure SDLC EE 9 7]
& a79 3= 24T Aolct. olu} o4t
Secure SDLC #F2 2+ Microsoft SDL, NIST SSDLC,

s AL

OWASP CLASP, SAE J30618 XA38t1, 7|& AF2e
218004 AF3 == F N Z2AA FAE gPeR

s o
o 23, 7]

T2 A43510TH18,19,22,29,40]. vl B4 53
A9} Secure SDLC E&EL A5x}o] Zgst

= HAE ﬁ#’\ie AbEofjof gttt =9AQI IF HAE 5 Hob At B EE AAIEe] Qlo] £ A+ AxH 2%
& Avto] A Fro] Fopg EHME B Ao st ¥ € o IRl 53] BE Hl o] 4. AHsAR el
Table 4. Limitations of Secure SDLC Standards and Existing Studies

Secure SDLC Standards Existing Studies st
Requirements - Automotive
Microsoft | NIST OWASP | SAE
SDL SSDLC | CLASP | J3061 [44] | [45] | [48] | [55] | [66] SDLC
1 Targets on system X 0 X 0 O|lO0O]O0O|0O0]|O 0
) Includes the procedure (?f.t'hird-party X o 0 o x| x| x| x| x o
components acquisition
3 Considers aspect of trustworthiness X X X ) O|lO] O] O] O )
4 Satlsﬁ?s the level of sgfety and security X X X X x| x| x| x 0
required by automotive development
5 Ensures traceability between phases o] 0 X 0 X | X|]O| X | X 0
6 Provides detailed activities for every phase X X X X x| x| x| x| x o
of the process
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Table 5. Mapping between UNECE Regulation Requirements and Trustworthy Automotive SDLC Activities

UNECE Regulation Requirements
(7.2. Requirements for the CSMS(Cyber Security Management System))

Trustworthy Automotive
SDLC Activities
(Activity Number)

1 The vehicle manufacturer shall have a CSMS in place and shall comply with this Total
Regulation. ot
) The vehicle manufacturer shall demonstrate that their CSMS applies to the development Total
phase. ota
3 CSMS shall include the processes used within the manufacturer’s organization to manage Total
cyber security. ot
4 | CSMS shall include the processes used for the identification of risks to vehicles. 3.1.1/3.1.2/5.2.1/ 5.2.3
CSMS shall include the processes used for the assessment, categorization and treatment of
5 . . of 5.2.2/5.2.3
the risks identified.
The vehicle manufacturer shall demonstrate how their CSMS will manage dependencies that
6 L . . . , o 4.1.1/4.1.2/4.2.1
may exist with contracted suppliers, service providers or manufacturer’s sub-organizations.
7 CSMS ensure security shall include the processes used for testing the cyber security of a 71.1/7.1.2/7.1.3/7.1.4
vehicle.
3 CSMS ensure‘: security shall include the processes in place to verify that the risks identified 72.1/9.1.1/9.1.2/93.1
are appropriately managed.
9 The vehicle manufacturer shall demonstrate that their CSMS applies to the production 8.1.1/8.1.2/8.1.3
phase.
The vehicle manufacturer shall demonstrate that the processes that include the capability
10 | to analyze and detect cyber threats, vulnerabilities and cyber-attacks from vehicle data and 9.1.1/9.1.2/9.2.1
vehicle logs.
11 | CSMS shall include the processes used for ensuring that the risk assessment is kept current. 9.2.4/9.3.1
12 CSMS shall include the processes used to monitor for, detect and respond to cyber-attacks, 9.1.1/9.1.2/9.2.1/9.2.2/9.2
cyber threats and vulnerabilities on vehicles. .3/9.2.4/9.3.1
CSMS shall include the processes used to assess whether the cyber security measures
13 | implemented are still effective in the light of new cyber threats and vulnerabilities that 7.2.1/9.2.3
have been identified.
The vehicle manufacturer shall demonstrate that the processes used within their CSMS will
14 | ensure that cyber threats and vulnerabilities which require a response from the vehicle 9.2.1/9.2.2/9.2.3/9.2.4
manufacturer shall be mitigated within a reasonable timeframe.
15 The vehicle manufacturer shall demonstrate that the processes that include vehicles after 9.1.1/9.1.2
first registration in the monitoring. B
8.1.1/8.1.2/8.1.3/8.2.1/8.3
16 The vehicle manufacturer shall demonstrate that their CSMS applies to the post-production .1/9.1.1/9.1.2/9.2.1/9.2.2/
phase. 9.2.3/9.2.4/9.3.1/10.1.1/1
0.2.1
MO ol obdA U HOM S2S 22Q wEsl Ea 42 UNECE AOJHEOH TR QR0 ChEt B
S gholgl 4= Tt ESE o]& 6. ZEAAL RE T Trustworthy Automotive SDLCE t7}Q+= UNECE A}
sl GAgtE €52 470l deiAx 7R S, 7] o|HEQF Ao thet H3E 7heStA FoEAN =gt

£ Secure SDLCOAE 29] DepthE 7HAE &5o]
3670 =EHAT & =8| ARFsk= Trustworthy Auto-
motive SDLCE 29] Depths 7HA]+ 50719 &502 +
A=) gt o=t 7|& EEEO| el Trustworthy
Automotive SDLCE] T4 &&2 &S A5} o]Fof

Aoy & 4 e

ofyzt ] At HHE Sk A Al RAM] AT 7
B Z2AAE AFEAT olE AFcH] Aol 2 =EolA=
UNECE Ato|HEQE Aol A 7 T2 A AL B0l Qe
% 16719 QAR ZF Trustworthy Automotive SDLC
9 &5 wiBste 1 FF oFEE melsiqitt. 1 43
Table 5914 & 4 9J%0] Trustworthy Automotive SDLC
£ &9l UNECE Alo|HERE FAA AAISHs 8 FAFE
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Table 6. Trustworthy Automotive SDLC Activities Fulfillment

Phase Number of Activities
(A/TA_SDLC)
1 Training 2/3
2 Initiation 8/9
3 Requirements 3/6
4 Acquisition 3/3
5 Design 5/6
6 Implementation 2/3
7 Verification 3/6
8 Production & Release 4/5
9 Operation 4/7
10 Disposal 0/2
Total 34/50
BE e 4 9lee Felstalnt Heby B w2o] AAa
= A5AF B YA SE B E0] UNECE Afo|H Bt Ao
s Qs 7t FEE 7T & & ok

5. Al ¢4

2 FoA= A TEF AFeAE Het YRS B ES] A
B Ao Sl =W AsA ARAR] AMRE Yo E
AH AFE AT A SRR ofu g} s A
B3R BHE St AsAF AlRACIH, £35] {1 Al digt
22 ol A UNECE Ato|HESE Ao gt g2
FH|SIIL Qlt}. 2 =7olA= AERe} AERARE 7|62
2 AN @A N Z2AA =5 S50 el ottt &,
g ZZA|AZF Trustworthy Automotive SDLCY] &5
< ol X WESI=AE £

AR A ZEAIAE 2 A4 ARz Trustworthy
Automotive SDLC(C]s} TA_ADLC)S] Z} ©HA] 9 =3 5]
ufjiggk A3}, Table 6oAet 2ol siF Z=AIA7F Trustworthy
Automotive SDLCOIA AAsk= 50709 &F 5 F 34709
kS S U2 RIS S AT wEpA] AR B
F WASEE 2795171 sl AAks 71& A m'A| A 167)
9] 55 FHH R £35fjof o] =E&E It
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