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ABSTRACT

With the spread of COVID-19 infections, the need for next-generation learning management system for undact education is rapidly
increasing, and the Ministry of Education is planning future education through the establishment of fourth-generation NEIS. If the
fourth-generation NEIS System is well utilized, there are advantages such as providing personalized education services and activating the
use of educational data, but a solution to the illegal access problem in an access control environment where strict authorization is difficult
due to various user rights. In this paper, we propose a blockchain-based access control audit system for next-generation learning management.
Sensitive personal information is encrypted and stored using the proposed system, and when the auditor performs an audit later, a secret
key for decryption is issued to ensure auditing. In addition, in order to prevent modification and deletion of stored log information, log
information was stored in the blockchain to ensure stability. In this paper, a hierarchical ID-based encryption and a private blockchain
are used so that higher-level institutions such as the Ministry of Education can hierarchically manage the access rights of each institution.
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