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An Input Domain-Based Software Reliability Growth Model In
Imperfect Debugging Environment

Joong-Yang Park'- Young-Soon Kim'' - Yang-Sook Hwang!'

ABSTRACT

Park, Seo and Kim [12] developed the input domain-based SRGM, which was able to quantitatively assess the reliability of a software system
during the testing and operational phases. They assumed perfect debugging during testing and debugging phase. To make this input domain-based
SRGM more realistic, this assumption should be relaxed. In this paper we generalize the input domain~based SRGM under imperfect debugging.
Then its statistical characteristics are investigated.

FIRE : Y¥HA(Input Domain), 2ZEK0 MEM ME RU(Software Reliability Growth Model), Wt Clt{ 2 (Imperfect Debug-
ging) C8 ®Z(Multinomial Distribution), LI $Z#(Maximum Likelihood Method), 818 #iHt(Mathematical Indunction)

1. Introductions

In order to evaluate a software system, there are many
attributes of software quality. Software reliability, however,
is generally accepted as the key factor in software quality
since it quantifies software failures. Software reliability has
been defined as the probability that no failure occurs in a
specified environment during a specified exposure period.
The time unit of exposure period depends on the type of
reliability model used. For the evaluation of the reliability
of a software system during the testing and operational
phases, many software reliability growth models (SRGMs)
have been proposed in the literature. See the review papers
such as Brown and Lipow [1], Duran and Ntafos [6], Goel{7],
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MacWilliams [9], Nelson {11}, Ramamoorthy and Bastani
[16] and Weiss and Weyuker [17], etc. The SRGMs are usu-
ally used to estimate the number of remaining faults, soft-
ware reliability and other software quality assessment mea-
sures. Park, Lee and Park [13, 14] recently suggested several
neural network models for predicting software reliability.
Most of software reliability growth models (SRGMs) have
been developed for evaluating software reliability growth
behavior by analyzing the failure data obtained during test-
ing software systems. Several researches [2, 4, 5, 8] indicate
drawbacks of SRGMs : The usual assumptions made for
SRGMs are still questionable ; SRGMs do not sufficiently
account for the characteristics of the software systems under
testing ; SRGMs do not work well for the software systems
which rarely fail during testing. This problem can be over-
come by considering the input domain-based models which
do not require assumptions on the software failure and cor-
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rection processes. The input domain-based models usually
classify into the class of reliability models for the validation
phase. However, the input domain-based models can also
be applied in the testing and debugging phase by treating
the software system after each fault correction as a new
software system.

Input domain-based models generally require large num-
ber of test inputs for obtaining accurate reliability estimates.
Several studies have been proposed a method of reduction
the number of required test inputs by taking advantage of
information obtained previously. For example, Podgurski and
Weyuker [15] and Dasu and Weyuker [3] proposed economi~
cal approaches for estimating reliabilities of successive soft-
ware versions resulting from the maintenance of software.
They proposed a heurtstic algorithm for updating the previ-
ous estimate of reliability. Providing the heuristic of Podgurski
and Weyuker [15] with statistical justification, Park, Seo and
Kim [12] suggested an input domain-based SRGM, which
did not require assumptions about software development and
usage environment. And it described the reliahility growth
behavior of a software system, is based on a multistage test-
ing procedure, in which fault corrections occur after each
stage and two software systems, the software system before
fault correction and the software system after fault correc-
tions, are tested at each stage. But Park, et al [12] developed
input domain-based SRGM under perfect debugging. It is
necessary to develop input domain-based SRGM which as-
sume imperfect debugging because the faults detected by
testing are not always corrected/removed. Section 2 presents
assumptions and testing procedure. The input domain-based
SRGM under perfect debugging is briefly described in Section
3. In Section 4, we generalize the input domain-based SRGM
underlying imperfect debugging and investigate its statistical
characteristics.

2. Assumptions and Testing Procedure

Park, Seo and Kim [12] developed the input domain based
SRGM under the following assumptions :

(1) Input domain of the software system is defined and
will not change.

(2) Test inputs are randomly selected from operational
profile, which will not change.

(3) Debugging is perfect.

(4) The cost of executing test inputs is small relative to

the cost of checking whether an execution conforms
to requirements.

(5) Reliability is a function of the number of remaining
faults.

We will adopt these assumptions except for assumption
(3) and change it into imperfect debugging. Next we consider
the testing procedure. A test run is an execution of the soft-
ware system by applying an input selected according to the
given testing profile. The term “test stage” refers to some
predetermined number of consecutive test runs. The testing
is performed stage by stage. If failures occur during a testing
stage, testing will not be interrupted for fault corrections.
Fault corrections occur at the end of each testing stage. We
denote by P;the software system after fault corrections of

(i—1) st testing stage (equivalently at the beginning of i th
testing stage). The failure probability of P; is denoted by
#;. Moreover we denote the number of test inputs for ith
testing stage by #,. The existing input domain-based relia-
bility models treat the software system after each test stage
as a new software system. Thus we estimate 6, from the
failure data obtained during :th testing stage. Two software
systems P;., and P; are identical except for the part
debugged after (i—1) st testing stage. The debugged part
is likely to be a small portion of the software system. This
implies that the failure data obtained before i th testing stage

contains information on the undebugged part of P,. It is thus
desirable to develop a testing procedure through which rela-
tionship among 6;’s can be derived. We thus propose the
testing procedure in which #; test inputs are applied to both
P,_, and P; for i=2. One exception is that only P, is
executed at 1st testing stage.

3. Review Of Input Domain-Based SRGM

By considering testing procedure suggested in Section 2,
Park, et al [12] proposed the following formulation of the
problem. Execution of each input in 1st testing stage results
in one of the two outcomes, success (S) and failure (F).
The number of failures occurred in 1st testing stage be de-
noted by x;~. In case of ¢th testing stage, both P,_; an

P, be exercised, for i = 2, each test run results in one of
the five outcomes, SS, SF, FS, FFD and FFS of which
brief descriptions are presented in <Table 1>.



{Table 1> Brief descriptions of outcomes of each test run

outcome description
SS both P._, and P; succeed

SF P;_; succeeds and P, fails
FS P,;_, fails and P; succeeds

FFD P,y and P; both fail and produce different outputs
FFS P,y and P; both fail and produce same outputs

They denoted the number of test runs and the occurrence
probability corresponding to each outcome by x;outcome and
b ioucome. Then x 1 follows a binomial distribution with pa-
rameters », and 6, and the joint distribution of x g5, %sr,
X ips, X and x ;pps for 2 2 be multinomial distribution.
But under the perfect debugging, only three outcomes, SS,
FS and FFS, can occur. Thus the joint distribution of zgs,
xws and xgps are given by
n; ) Fiss ptis g (1)

Vissbirs P iFrs,

F(xiss, X ips, X ipps) =
158 & iFS) TIFFS (x iSSs X iFSs X iFFS

where x;ss+xirstxirrs = #; and piss+Dips+ Pirrs= 1. In
order to represent Expression (1) in terms of 4,'s, Park, et
al [12] defined 6;’s to be

6.y = Pr(P;-, fails)
= Pr(P;., fails and P; succeeds)
+ Pr(P;_; and P; both fail)
= Pr(P;_, fails and P; succeeds)
+ Pr(P;-; and P; both fail and produce same outputs)
+ Pr(P;-;and P; both fail and produce different

outputs)
= pirst birrst Dirrp (2)
and
0,‘ = PT(P,' fa.llS)

Pr(P;_, succeeds and P; fails)
+ Pr(P;-; and P; both fail)
= Pr(P;-, succeeds and P; fails)
+ Pr(P;-, and P, both fail and produce same outputs)
+ Pr(P;-; and P; bloth fail and produce different
outputs)
= pirst Pirrst b irFp. (3

Since pisr = pirrp = 0 under the perfect debugging as-
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sumption, Expressions (2) and (3) are simplified to 6,_,=
Dirst pisps and ;= p.ers. The probabilities p,rs and
pirrs are then expressed as pips=6;.1— 0, and p,;pps=
1~ piss— 0;-, + 6;. Substituting these into Expression (1),
the joint distribution of x,s5, x;rs and x;ees can be re-

written as

F(xis5, X ips, % ipps) = ( i )p’;gg(ai—l —8:)""

X i8S+ X iFS» X iFFS

(1= piss— 81+ 6,)"".
(4)
By maximum likelihood method, 8, be x,+/n,, for i=1.
If i=2, then
o X iFS X\F

i
6, = 8~ = -
! ' n, n I§2

X kFS
Ny :

®

9 is an unbiased for 6; and the variance of this estimator

is given by :

(0icy— 01 —6;1+8))
n;
(6,'._1" 9,)(1 - 0_,'_1 + 0,)

n;

Vay ( /é,) = Var ( 3,‘-1)4‘

1
n)

01(1 - 01) + Z
=2

Thus 6; is a consistent estimator of 8; and it is clear
that failure probability after fault corrections has a larger
variance than previous estimator. In next section, we pro-

pose an estimator under imperfect debugging.

4. Generalization of Input Domain-Based SRGM

We propose a more realistic and general estimator for
8; within the same framework and constraints except for
the perfect debugging discussed in the previous section. The
detected faults by debugging are not always corrected/re-
moved. And once a failure occurs, the corresponding fault
corrections may introduce new faults. Thus we assume the
imperfect debugging. Under this assumption, the joint dis-
tribution of x.ss, %.sr, %irs, % and x ps is given by

the following multinomial distribution :

S(x ;53 % isF, % iFs, X ipFD, X i5ps)

= ( " ) ®

X i5S» X iSFy X iFSy X (FFD» X iFFS

X3S X iSF X iFs , XiFFD |, X (FFS
Disst sk iFsP iFFDD iFFS
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where

n;
(x iSS» X iSF» X iFSs X jFFDs» X iFFS)

n,'!

% iss 1% ss7 12 irs! % ipppl % ipps!

Xisst Xisp+ Xips+ e+ X iprs = n; and piss+Disrt
pirs+ P arrp+ birrs = 1. In expression (2) and (3), the prob-
abilities p;rs and p ;ers are then expressed as p;ps= 6,-,
Gi+pisr and piprs = 1—piss— Gi-1 + 0 — 20355 — D2rrp.
For representing Expression (6) in terms of 6;'s, substi~

tuting these into Expression (6). Then the joint distribution

of X iss, X isF, X iFS, X iFFD and X ;rrs Can be rewritten as

F(X iss, % isFo X iFS, X iFFDs % iFFS)

n;
( X i8Sy X iSFs X iFS» X iFFDs X (FFS )
X irg
!SSP;SF(gx 1 6+p1$F)

it (1 —piss— i1+ 6= 20 ;57— birwn )™

After completing : testing stage, we have to estimate par-
ameters 8;, piss, p;sr and pirrp for < i, among which the
most interesting parameter is ;. The maximum likelihood

estimates (MLEs) of the parameters will be derived in this
paper by maximizing the likelihood function L given as

(;’1) O (1—68) ™™™, for i=1
1

n P n —xF - nj
61" (1-6y) I
L=1{\%1 j=2 \ X j88» X jSFs X jESs X jEFDs X jFFS
X 4SF X jrs
}SSD l{SF ( 01 1 0i+ ? jSF) ’

it (L= pjss— 0,1+ 6;—2p jsp — Diprn )™,

MLEs are usually obtained by maximizing the log like-
lihood function In L with respect to 8;, pjss, p;sr and
p,rrp for j<i. For the case where i=1, it can be easily
shown that 8,=x;r/m. If i=2, we have to estimate 6,
biss, pisr and p;pmp for j< i Let us denote MLEs of ¢,
Diss, pise and p ;eep obtained after ith stage by 8,5 B sss.s

? isr.i and ? ierp. Accordingly 8,=x1r/n; obtained after
Ist stage is denoted by 8., . We will show by mathematical

induction that

~ ~

@)

pi= 8, (=1, Pissi= Dis-v Disri= P isrii-n
and p jerpi = P Fep-p for 7 (1),
-~ X1F X jSF X jFs ~ X ;ss
i = + A P i8s,i = ,
n) j=2 n; n; n;
~ X isF ~ XiFFD
P isF,i = and p rep,i = V)]
n; n;

When i= 2, the likelihood equations are obtained as

dinL Xir  MTER X3Fs
a6, & 1-6, 6, — 0y + Dosr
X2FFS
1 — poss— 61+ 8y — 2bose — Darrp

dinL . Jess
Ipass Dass

XoFFsS
1 — pass — 6y + 62 — 2pase — barwn

dlnL Xr + XoFs
dposr Dasr 0 — 6+ sk
2x20rs

1= pass — 01+ 02 — 2pase — borrp

dlnL Zwrrp
dparrn barrp

X2FFS
1 — pass — O + 63 — 2pase — barrp

dinL X2FS

38,  6,— O, + pos

XoFFS _
1 — pass — 01+ 0y — 2basr — barrp

8)

Substituting éinL/ 26, =0 into dlnL/384, = 0, the dinL/
38, = 0 becomes the same with dInL/d6,= 0 for 1 st stage.
Solving dInL/dpsss =0, dInL/0pssr =0, InL/3pgpmp =
0 and 3InL/36, =0 simultaneously with @, replaced by

791_1, we can verify that dlnL/dpss = 0 and dInL/ 26, =0
hold only when 8y = x,F/n; +x355/ no— xops/ 13, posp=

Xsr/ sk aNd Pass = X355/ my. Therefore

-~ -~ ~ XiF X2sF X oFs
Gr12= 611, Oa2= + - ,
ny "3 n
~ X288 ~ X 25F ~ X 2FFD
bass2= y DasF= and P yprp2=

Ry na

are the unigue solution of the likelihood equations (8), i.e.,
MLES of 51, 02, Pass, Dase and DarFp. This is the deSlred
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result. The likelihood equations for (7—1)st stage are given dlnL  X¢-nss
by 8P (i-nss PGi-nss
_ X (i—1)FFS _
dmL % mom Xors 1= pg-pss = OG-n+ 6-1—20(i-nsF — PGi—1)FFD
38, 6 1-6, 6, — Oy Dosr
X2FFs _ dinL _ _Xu-vsF X (i—FS
1= py55— 61+ 02— 2b3sr — boren 8P (i- sk Pi-nsr Ou-n— 8u-ptPu-vse
_ 2% (- 1FFs -0
dlnL Zass ZorFs 1=pG-nss— OG-0+ G-y~ 20 - nsF — Pli-vrrp
Aoss  Pass 1 —bass— 01+ Oa— 2pos— Do
dlnlL __XG-vFFD
JinL s Xaors ‘ 80 (i-Frp P(i-vFFD
Obosr Dase G~ Oyt basr _ X (i- )FFS _
Vtaprs 1= pa-nss— Oi-n+ 8i-1y—20¢-nsr — Pii-1rFp
1= poss— 01+ 63— 2bssk — Porrn
dinL - _ X (i-1)FS
dinL Xoprp XaFFs 0 301 O¢i-2— B-nt+Pu-nsr
Oaurrp  Parrp 1= bass— O+ 6= 2055~ Dorrp + X G- DFFS =0
1= pu-pss= O~ + 8-~ 20G-nsr — b—1y FFD
dlnL _ s 9
36, 8, — 6+ pasr . . _—
Xorrs Suppose that the unique solution for the above likelihood
1= poss— O, + O3— 2Dasr — Dorrp equations is given by
e . s L
27 05 Dssr Giti-v = Giu-m Piss-n = Djssi- Dispi-p =
X3FFS =0
1= tass = 02+ 63— 2b3sr — Darww Z}‘SF,(:’—Z) and 5 jerp,(i-1y= P jrrp.i-n for j< (i—2) and
. -~ X1F 2 oxer X jFs
j=2 @ (i-p.i-n = + Z( — ),
n =2\ mn; n;
~ X (i~1)S§  ~ X (i-1)SF
dinl, _ *u-ss b 0SS G- =TT T PGSR G- T T, and
b ¢i-vss P G-pss -1 i1
_ X (i~2) FFS - R % (i1 FED
1= pi-pss— O-nt+ 0—— 20 Gi-nsF — Di-2FED P G-nrepGi-y = T A
i
X (i~ X (i~ . . . . -
Il _ _Fu-asr + U DFS that is, Expression (7) holds. Next consider the likelihood
9D (i-nsk bi-osF Gy~ Oi-nt Di-nsr . ) . . S
2% (i s equations for 7th stage, which consist of the likelihood e-
T 1= Pi-nss— Ou-n OG-~ -5k — Du-nrrp quations for (i—1) st stage with one modification and the
following four additional equations.
olnL __Xu-2FFD
ETI T bu-
D (i-2FFD bi-2FFD . dnL s  ieps
(i~ 2)FFS = - =
- = ap iss Piss 1=piss~ 8-+ 60— 2pir —Dirrp
1=p-nss— Oi-nt+ OG-~ 20 (i-nsF — Pi-nFFD ' ' !
adlnlL _ Xisk X iFs
dinL _ XG-oFs 3p isr piss  Ou-n—8it+pisr
36—y OG-n— 8-t bii-nsr 2% irrs
X G- FFS 1~piss— 8i—y+ 02D isp — D irrp h
1= pG-nss— OG-+ 8- 2b(i-nsF — Dli~2FFD
X (i~ 1)FS dmL  XirFp
G-y = 8-yt Pli-nysr 0P irrp birFp
X (i~ 1)FFS X iFFS

1= pG—nss— Bci-n + 81— 2b-vsk — Pa-vErp 1=biss— G-+ 6= 20isr — b irrp
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dinL _ X iFs
30, Bu-p—06i+disr
X iFFS _
1=piss— Oi-n+ 8 =20 is,—Pirrp

8{0)]
One modification is that dInL/ 38;-; = 0 for (i—1) st
stage is changed to

dinL _ (x¢i-nrs)
98-y 8-~ 8-t Dii-nsr

+ X (i~ 1)FFS

1=p-nss— 8-+ 0u-0—20-nsF = pi-vrrp
X iFS

+ ——

O0i-n—8;+bisr
X iFFS

1= piss— 0i-nt+6;—2bisr —Pirrp -
However, if we substitute dlnL/66, =0 into élnL/
98;-, =0, dlnL/a8;-, = 0 for ith stage becomes identical
to 8lnL/36,_; =0 for (i—1)st stage. Therefore the like-
lihood equations for ith stage are composed of the likelihood

equations for (i—1)st stage and four additional equations

~

given by Equations (10). Letting 8,;,= 8,¢_1, Piss:=

~

Pissivy Diseri= 0se(i—1and Dep;= 9 Frp.G-n
for j<(i—1) and substituting them into Equations (10}, it
is easily shown that Equations (10) are satisfied only when

Diss = Xiss/ni, Pisr=Xsr/ni, pirrp= %,prp/n; and 6;=
(nyp/np)+ Zz(x;sp/n;——x;rs/ni). Therefore, the esti~
-

mates given in Expression (7) are the unique solution of the
likelihood equations for ith stage. Now proof is completed.

One noteworthy point is that the estimates obtained in the
previous stages do not change as the testing proceeds. Thus
we can simply rename 8;;, $ ;ss.i, B jsr.iand b e ; S

~

8;, Djss, pisrand pepp Where 8, = xyp /0y, 6; =
j e ———
nipf nyt gz(xleSF/”b—thS/”k)y Diss = njss/ ni, Pisp =

niSF/ n; and DiFFp = n,»ppD/n,-. We can further derive a

useful relationship

X isF X iFS
n; 7%

for i=2, (11

which enables us to obtain the new estimate of the failure
probability by updating the estimate obtained in the previous

testing stage. In order to characterize MLEs statistically, we

compute the expected value and variance of 8, Since

- Lo X x
E(3) =E( i+ 2 ( e ))
i=2 ”; n;
1 L1 1
= -—n—l~n191+ ;2( n)t’]SF'—_—;nipiFs)

!
=

X1F )+ 2(3( foF)_E( X jFs )) 12
”ny i=2 n; ”;

6+ EZ(P,‘SF"MFS)

]

= @+ ZZ(DjSF‘(o‘—1”¢9;+ﬂ;SF))
&
= 0,’.

4, is an unbiased estimator for 8;. And the variance of

this estimate is given by

Var( /6\,')
=V( B+ Z( XisF x:’FS))
j=2 n; n;
=V(8)+ Z 'iz_ V{x jsr—%rs)
7=2 n;
~Laa-m+ T (e
ny =2 n
+ V(xjrs ) =2COV (xsp, X jrs)) (13)
1 L1
=——0(1-0)+ 2 —5(np,er(1=15r)
ny =2 n

+ 20 (L= Dirs ) +2n; P isr b jrs)

It

L 2pirt(0;-1—0,X1—6,_,+6;
___1_01(1_01)_{_ Z b jsr ( i—1 ;)( i—1 /)

n i=2 n;

s

and

207t (60— 0)(1—6,-1+ 6))

Var( 3,-)= Var 3,-_1)+

n;
Thus
o — X
N ~ iSF
Var( 8,)= Var( 0:'1)+2T (14)

(%i5r — X ips ) (M; — X ;57 + % ips)

n}

An estimate of Var( 8,) is obtained by substituting 8,s
in Expression (13) with 8, Thus 8; is a consistent esti~

mator of 8; as »; tend to infinity. Similarly we can show
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that 7 iss, §isrand p ;ep are also unbiased for pss, s
and p ,p and those variances are piss(1—2s) [ #:, D isr

(1=pise)/n; and P ipep (1 — P ipep) [ 1, TESPEctively.

5. Conclusion

Debugging actions in real testing and operation environ-
ments are not always performed perfectly. For that reason,
we have extended an input domain-based SRGM under im-
perfect debugging. We can construct an consistent and unbi-
ased estimator that can usefully apply to real software test-
ing. However, its practicability should be validated and ex-
amined through applying to real software testing. Further-
more, since the multi-stage testing procedure requires more
testing time, the trade-off between testing time and number
of required inputs should be investigated in order to deter-
mine the time to stop testing.
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