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Design and Implementation of Voice One-Time Password(V-OTP) based
User Authentication Mechanism on Smart Phone

Sik-Wan Cho' - Hyung-Woo Lee"

ABSTRACT

It is necessary for us to enhance the security service on smart phone by using voice data on authentication procedure. In this study, a
voice data based one-time password generation mechanism is designed and implemented for enhancing user authentication on smart phone.
After receiving a PIN value from the server, a user inputs his/her own voice biometric data using mike device on smart phone. And then
this captured a voice biometric data will be used to generate one-time token on server side after verification procedures. Based on those
mutual authentication steps, a voice data based one-time password(V-OTP) will be generated by client module after receiving the
one-time token from the server finally. Using proposed voice one-time password mechanism, it is possible for us to provide more secure

user authentication service on smart phone.

Keywords : Voice, OTP, Authentication, Data Security
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et £ AT E A0EE ARl g Z3td 2l
Z #4E& AFsr) f& 434 A=Y= ) A5 94
oA AHEA} &4 FH(voice data)ZHE HFEHoE QTP
s AAste] AntEE ALSA} QFo] FE3hs WA A
Algtazl @k o] A 7)€L AntEE 74k |0
G B AMEAbe] of% <F $3 ¥4 EAE #2
& 4 glon, AnEES o]&3 tF UZF(Multifactor
Authentication) 71%5& AT F vk A3l g

2. 71 OTP ¥ 324 7| 215

2.1 ADIEE AIEX} 215 U

2 2uEE FE ML og BASR lo) A
34 FAZ dFHn god 53 g A%E NAA
B 5ol gRE {EHE T9 AU wAsan g 2~
BtEEZS o] 88 ¢ dAHIE Fo o 4FA, B4
523 33 % AAEE Hul2: #3E Hd5/E 59 E471
HAE 4 gk E=9 (Y D3 o] AvfEE dAH
T AZEYo7} HElg27 HA0R FEHE AN
NAABEI} FEHE EA7E 2SS oo g d$ 7|
£o] AAEHojo} g},
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o] HAT F glon, FFF L AEPofre] Mot
AP o2E Wi-Fi 715k $4A APl dis 34/87 2
2 A% dolg A/zE % fF FHo Y F gt
agn AvEES FF AUY AFSA] Bt FgHom
= 2nEEY P IE F& FF DoS/DDoS ¥4 % <l
Z YA/AAR 23 9 B FHgHe wAst o

webx olg} e FAE A7 fHME 2vEE
AMg-Abol Higt Q1F& Zsiste Wge] AlAH ook ot
ZutEE YR Ado] i3 HA2ARE FAHLR v 3
stel Q15 WAYUS] D3

22 OTP 2|& 24

7]13&¢ OTP(One-Time Password)[4] 71&& U354 o
2928 AAse 71&olt. OTP 44718 2A H%F
718 WA 3} F713 gae i F Qi

[ | 9x 2N
#BIH — 5 EL [38713]
1 >
OO0 7
: © 2203y ¥
@ 28 2 blwsiol
MNETHAE 24

(3 2) ] 3713t OTP &4

HlE718 OTP #4451 (2¥ 24 Zo] Challenge
Response W4 o2 ZFals Aoz AF AMn =& &
glAlo] Aol oo wrghs AASA AbEAR Al By
(Challenge), AH8-ZH= o] dgts 9434 HA29= A4
EZ EE AZE{ Y1, 4714 vt 9@t
S 438 A9 =2 Y3 (Response) AHEAL 5o
Pt o HAL Avge] FrIs7t ol WA
Agk AbgAFe] 1ol Hade] YEYHI }PeE fust
71% o}

. S Kt (38713
ozmRy |
::’”‘“‘*"’“’;
eFIuEE _'ogmmm) & e
B T osguuat
| NSRS &

(33 3) S713t 01 A4

€713t OTP #4561 (¥ 33 o] A F713 %
A, oHE F713t ¥4, oHE-AR F7|3 Aoz Y
5 AU

AA AZE F718 o]FAA & F A%el A F718
AL AE 434 vEgAEe Qg AHgH F
713k Aol A QAT Aujzt HuFd 284 A9 A3 9
o] Ab&A7E U3 & HUUEE A4 PINAHEA vEw
3, uE)F A AF Auvld dgsE, Mve PINg
QY22 3to] 33 H|YIE 22, A4 438§ 29
E7b A% A% A AE A

NZE F718 BAL AT AH AL B 22 A
€ Y438 HEHEe PHFLR Yolof 37| wFEd
T AMuisk AHER EZ Alolo] AlZho] AXFHA fow A
7 A5 A F gl gloh LG HYAz ¢
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Yghe AW ERE wA G F4-e] e ¥ ABg A
£ E29 ARE AN A s dHE 2 gl A
£ 71 B A% o8 e A FAll YAAF)7
YE7] wEo] A 24 7HeAol Sk wekA, BE #
T Al ox W E AN 1 ¥e gl UFl
AEESE F4sta gloh ®£3 dAR 18 28 dg=g
A3 E A2 =7t A7 diEo AF A Al 9
T ANEE A8 7o st ERFH 44 AL F9¢
AHstA Fatd Fhel s29=7) viHle] A ek
e d 5 gdHow #3x ot

oM E F7|3} WAL A7 FrI8 Aol ztm Qe g
e SET Yoz AFMWe AHEA EE Jh] A
ARE dAANZ Fa7t QoEME # 4B 43 ¢9n
ZFe AHEE7] o] QhaAel E& Waon At AR
o] AFMHe AF B4 (Counter) 718E FHaii
A%F 4§ U3E 29 YA ez g4

At §718F B4o] AF Aut OTP EZ Alolo] Al
& GAANA st AAY, oWE F7)3 M
FHEHE Q% Aujgl OTP EE Alold] YA A Ak A4
Hom QFo| +3dr} oHE Fr|8 WM A ¢

AL AR A Be 37140 93] U3 &
HAHEgE Y4 AF Avle F1&E 9 OTP E2Y 7
LE7E %A gE Afed 24" £ Q. o] A Aol=
1= OTP= A% MMM 7HEE 9 24 HAGHEH 7}
8 +16 98 durHal o3 MY 4FHE A ¥
o el E01& Aol AHEA AFE & Y 2
A HHAE dlojd 2% d4E 299 U3 E HUHss}
SulE gog BuE 2% AR AFE FEse B4y
22 FAFE F532 o

vAleto 2 oWE-AIZE F7]8 WAL ol A F
718t W3 olHE F7]8F Wae @HE nedy] 93
T E718 BAE Afstd Agse HAeg g9 =
§ol & 4 Utk

23 24 dolg J|ut ol

AT 24 AR 438 d29= 44 A FEsa
A 3k A77F AYE AT SAT FAHA W
Tl ofd wEHAE o4& Auo|ch ofo] £ AFfME
A2 FUYgHoR o7t Hi e AvfEES o|§%
AAFE Mol 2o M 9] B E Zststa AL AF #
GHE MAsz] A8 2 slQle] TfEA 2fdtn e
54 AR 1&g ARFE Mul2dA ALgHE OTP
71€g J5% V-OTP WAUSZE A&z g}

B ATolA Agkele F2E (29 4)9 Zo| 2vjEE
ALgate] Q1% HokH e nostn ¥AAS 73] 4
IDgt 2= e AHRSE 7)E AF B F7HH
o8 AHEAY 4 ARE o|8dd UL HAY:=E
AYstn ol Fall 2AvEE AMgAe AFE A=
HAYE dall A ¢ FdstnA do

| V-OTP Step }

€ e g

(33 4) 3¢ Z=2E 0|28 OTP 44
3. Hegtst= V-OTP 714t 213

3.1 V-OTP 7|t At8%} 215 7=

AAFE MHlE o] &A] Al Al i@ AF
AL TH5}7] A8 20EE Fo Q= vio]2E o] &3l
M 258 Hed =40 dis) 4o dF =4 JuE
A Foll PHE &4 FRE o83t OTPE AN
$4E FY3A €. FHH2Z V-OTP AFE S
AHEAR 24 AR 99 2 OTP A4 Ad: de3d 2.

MelE d4ole] v =dgE AAHste FeloldEd A
A& SUCAEE A9 AntEE GAH e
vhola BEE o 83te] EAF Aue] dis] A viol2
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M SY0UERYEH F£48 FLE o & Zilo
AE ddo did AT AAL Fdstn AuolA 44
Geghe olgste ZEolAEA AEd) vixger
STOJAEE AMERE AF T2 Fuo A ¥ 3

< FIF Fo Alo] AT FHARG ¥R
AFEL =4 @ §& ol83e V-OTPE A4stx o|&
oAl MEE dAEsn Mue o8 FFEe AFHom
FeoAE U AF AAE F48A Ak

32 V-OTP MM chA|

V-OTP 7]ute] AL&-aF Q15& 9% A% dAE oot
2ok 19, (29 59} Zo] FeoldEE AN ID A
B [Dust Eo|dEZ A& AHF d4g ReE A
of AF3A =, Aule =49 DBl U= FHE 9
dtof TEE AMEAQAA lse AL FYPF vk
TEE AT} ofd Aol OTP A4 4L 83
A f 22n 9d EGoJERREH FAE [Dwt F
29 D A B3 RsE AAsa Zeo|dER
FH FA% Rest @7 oldl £4 ()% Zeol =
(Challenge)ell #1338t Chal= H( Rc & Rs )& A3k
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IDu == IDu*
Chal = H( Rc & Rs ) (1)

o AEHE Cul % 24 EE FAZ THE o2
2ejoldlEe) AcleE wue] EAUY. ZolAEs) Aust
Qejz MesA i Warat Rest Rs @& V-OTP 7)%
87 %S A% dvkch oy Tk deske golth

2etA], 2eodEE MHEREH AFWL Chal @l
gt bl disl 2nEE g Qe vo]aE F
AA AF HES Sz e A4E FYSA 94
o] w] W% Chal &2 9ze] £AZ FAH der &
R o2 1024g] LA 7|Eske] AREA7d AE/ A A
5% ¢t AHgA7}F wlolaz &4 HolHE YYSES
a3 Ai g2 A4sHA st o F 4 )8 2ol A
227 A4 498 4 AR Al #F A8A9 Dy, 3
295 AW PWu g 2 Seo|JAEZ Yoz A9e
% RcE ol&8A 4 AF Au= H(( Ai | IDu
& PWu @ Rc )& AAES 91, AMZEEH FA
Chal 32 o438t F4 (3)3 2ol $Ha(Response)el
Gs= Cu= H(Ai | Chal | Au ) && AAsHe] AHER
7t 483 &4 dold # Aigt A MBE A$HEE
stk

Al = voice data
Au = H(( Ai | IDu & PWu & Rc ) (2)
Cu = H(Ai | Chal | Au ) (3)

3a7, oA Mul= Eo|AERFEH FAU% Cu R Ai
gol W8 dFste #4E 4% £4 @ 2o &
Ale] DBol A& AHgAtud] ID, A= gt Sefoldd
ERYEH £ 453% Re, 4 dolH AiE o439
Aux = H(( Aix | IDux & PWux & Rc)) & A48,
F4 (5)s el Mwzt AR Chal 3ol N3 Cux = H(
Aix | Chal | Aux ) 3+ B43e] SYOIAERRH
Ag Cu b Hlaste FFoAE-ME FIAT

(Mutual Authentication) #38& F33# €t 0 ¥5
% Azt YaFchd oAl V-OTPE A4~ A% 3

2 Fy3d F4 0 #o] A Aol AT ¢
T3 RsE o839 V-OTP AL 1% 4384 EZ
(One-time Token) Ts= Cu* @ Rs & H( Rc | Aux )&
BAete] Zelo|AdEA HAFF 9 GAE FHoE
st oS53 2ok

Aix = Ai
Aux = H(( Aix | IDux & PWux & Rc)) (4)
Cux = H( Aix | Chal | Aux ) (5)
Cux == Cu
Ts = Cu+ @ Rs @ H( Rc | Awx ) (6)

S ABE o] 4% 9F ¢ UL BEFE B T+
Ze (29 6)3 2.

(28 6) B FHE 7|¢h 43 95 & £ 4d

497, Felo|dEE My 2R £2% Ts gollA 424
(Mx} o] Muj7} Jeojz Mg 43k Rsx = Ts & Cu
@ H( Re | Au ) #2 IS8 A4& 38t 28z
F2 (8)3 o] 2vtAlel A MW EEE £ Chal @3t
H( Rc @ Rs+ ) #°] 59% #AANE Fste My A
o1z WAL Fysich aa 4 (9)9 #o] &4 dHol
7 XgE0 e Au @& o838l U3§ 9=
VOTPu= H( Au @ H( Ts | Rs* | Chal )) & AA3%
o o] thA] Mujol A$sEA €

Rsx =Ts & Cu & H( Rc | Au ) (7)
Chal == H( Rc & Rs* ) (8)
VOTPu=H Au @ H( Ts | Rs* | Gl ) 9)

vpx gt sgAA AEE 4 (103 Zo] Fo|AE
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BE A9 S4 4358 A2NE VOTPudl dig &<l
/A% A& TP A0EE AR dF AF HA
& "Rt €. See|dERYH HYSHE VOTPu
@oll= AH8AZE A vio]aE Fal UHFE A dlolE
Aigt AH&2E ud] ID, 2= 2 Ut Re2HEH A4
Au 33t AW 2R #0089 Chal 3 2 43U9F 44
A AMESEE FAF Ts 3 Rex & ol&ste] AAE
43§ A= Hror,

VOTPux = H( Aux & H( Ts | Rs | Chal )
VOTPu* == VOTPu (10)

A5 £ 47NN AN 718 g o8 AF 71EY &
FFEE @73dA 2Ase AHEA AF EAE A4 &
A WHol v ARgAe] &4 dlolH & o3t
gEel MITM &2 o AT 54L& Bolx AAF F
Ag e PHVIE s dEdHor dAF HHAY
Fo drE4r] 2 XOR #43E o 83to AF A4 &
FYIJ}ER FA

(3 7) v-0TP ¥ & 2 e

33 4 2|4 OTP 4M tAHYE

ofel 2Nt o] AgAE 7IES] HAFTE Aua
ol gAlgt FABA AL Awe] Ao IDst 29 o
e 5 H4E FYsA €k oA AHgAe IDPW
AR Ao AZs ] ks Mt & dtold A
AR TEE T A AAAHY AR AF AAA
YEHAE T3 AHdd 558 A9 s29= HuE
AESHA R Fo|AE GTI My Y Ro Mgt ALEE
UME V-OTP ¥4& F8 AH&Ael did AF A&
HAsHA FAs= P4 ot

R TRRTNIG Y|
Mo
e S R T
(0% 8) 34 HE 7|4t V-0TP 9IF ¢12|E PAE
4. 78 #3
41 78 o

2 Aol A Age vlAYF] el iPhone i0S428
olgate] 78 ANE HXAE th Appledl M AFae=
Xcode 325 N $#74& o] 83 oy V-OTP Ay &
€ MySQLE 7]ute 2 Feqch a3} o] Sgoldd
Eo]X = i0S 7|4 AvfEEO|M vlola HEEYH LES
o|-§3te] AMujolA AAste] A$E Chal gtol disf 5%
F AR E2lo] AH Ao AL B dF A
JUE vlo]2E F3 YEF U o]F AnEE gt
o PHEE Fd ZeloldEY AMpl= AE <E
H4& FYFES AL, MHE A ARZREH A4
H Y38 ES g& vA AnEZoz Agsld HEH
SR T4 AREZHE Y54 H2=gE AALEE 9
ot & A7A V-OTP W4 djal 78 23 43
& g (1Y 99 2ok

(33 9) v-0TP =7| ME3EH
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(24 9%k o] £ d7oM 78F V-OTP 2 ZE4]
ofol sl dPste AAA 71E WAF FAsA A
o $5€ ID % A= FRE AYs doh o A}
27 Y@ HAYE YR A0EE g RN
AHEEE AHoln YESIE F3 M¥E AEHA e
Btk A&7 4 ID ol dial SeteldE v
AN BHE Gk Rest @A M¥E dE3d dAHo
2 A4 DBel A€ ID 5534 #Usto wY FE5HA
%& DY Ao olF AL FEIFL oo g [
¥ 913} o] 2vlEE dde] EAFEE 3ot AHER
Do g & A Foll A¥jE Chal %S AAste o]
& 2AvEE dgd] AfsA |t ok (29 10) 233}
A BF AERFEH ZAG 058711980 A€ A
g 7 glen, AgAE oA AntEEY WP viela
BAE ol 83td Y 22 ARE MR A g I
A& FYsHA €.

£ d7dAAE o9& Aol A A8 A A 52 B¢
9 AZrE Fo] $4 HEE YYIEF Ak d¥E
AR dME GA FellH AAF F4 §& ol g3t
Cu @& A3 o8 AH2 A$3}Eeg gk

4

jaiwlefeiv]vlu]ilofe)
alalolefalnlalele
BOEOOOO e

T———

(38 10) V-01P 34 FE 7|t 215 oSN

42 V-OTP A8 Hxtgt gl & S

2 AFoM FEF V-OTP HAolA 4 AUE o] &
gte] AntEE 9ud MueA Ztzt AAHE A3ge
otefe]l I #oh, WA (29 1)& BEY AnEE
A AHEAF ID ‘aaa’dl oidl WgH(Re) 168070] A3 = of
MU 2 AgEHAern, Aurt AAdstd A4 Chal &
206871198 FAIHA Hi}, o)A FaoldEE AR}
AT 54 ARE vH oA g9 Au, Cu §& A
3 o]& Mulo] A43A €l

oHA] Eee]JE BEEoA = AH7t Adste Byl o
34 EE Ts ¢& ol§8o Rs @& 584 "2 ¢
oM AF BHo2 FIF Chal dhol Yot AL 2els}
g}, oAl HAFHoz SA ARE o83y FFPodE
oA ¢ V-OTP @& A4t o]& Muo A4aA €}

AolAe] A8 F Axghe (1Y 12)9 2l Felo)
AJEZHEH AMEA ID @ Wdegte FAs2 A g4
T 879160508 AT A& #HAF 4 Ao 2 o

[Session started at 2011-82-23 15:10:51 +090. )

011-02-23 15:10:06.002 otp[BE50:207] Stream Open
W1-02-1 W04 otp[9650:207] Conmacted. ..
nwi-u-n
wi-n-1

965 otp[9650:207] Text : ase 16047
380 otp[9658:207] Server Login: 205871190ad 207]Hi

2011-42-23 15:11:06.349 otp[9658:207) bytestend : §

20011-02-23 15:11:96.330 otp[9658:207) recvmsy : 205071158
2011-02-23 15:11:96.393 otp[9650:207) Pin Musber BUF : 205871198
end record

end record

ond record
20110223 15:11:12, 841 otp(9658:207) L1AZ309106696162512071402191706017525118
2011-42-23 15:11:12, 842 otp(9658:207)

BUF_Snd Data : 20327196781133518515851954866446210250

Au : 11023091066961625 12072482151 706017525000

2011-42-23 15:11:12.853 otp(9638:207] Sarvar Login: 2773<35100s
2011-02-23 15:11:12.854 otp[9658:207] bytesead ;: §

0110223 15:11:12.854 otp(9658:207] recvasq : 21733517
2001-02-2) 15:11:12,855 otp(3658:207] conmact!!!

2011-42-23 15:11:12.856 otp(9658:207) TS : 2173=3517, Te Lea : §
2011-82-23 15:10:12.856 otp(9650:207) Ts Good!!

20110223 15:11:12.857 otp[9658:207)

Au ¢ 1182309186696162512071402191786017525118
Ts ¢ 277338517

Rs : BTOLG05HN

Chal : 205871198

Sndbata : 2773=3517879160508205871198

DS : TAS119261252953215116613502150143177242154
VOTP © 2495480235222022790005123309121000389 !
VOTP Len : 37 0

(28 11) V-0TP S240|HE M8 & H3}

e o83l Chal @ol #9238l PIN & ‘2058711982
QA o] & FeloldE dig A4 gtk

oAl Qe FEo|dEZRH £49 3 Cudl g &
/ZF H3E FH3 L TsE A48t o]& tA] AvlE
Eol AHA$grh niAgoz ZelolJdERRE Fad
V-OTP gtoll i@ #0/14F #4& 34351 JF3o=
ZutEE §7olA AHEAY &4 AFHE ol &% U3IE
H2E 7|9 AF #4 & S53A "o

10.0.18.502 E&5H3&UCt.

1D, Client Rand : aaa 16807

select id,pwd from user info where id = 'aaa'

ID : aag -

Rand:16807

Pin Create.

Server Rand : 879160508

Pin :205871198

1. Info : 6QMPBCEENARaBIBE2gQIBQOF6QTCBLAENGROBEAE+
ANYA4BCBAFIACER1gBAOV/bP85/2H/hvdb/yr/DE/R/r3+5v4ak/37/0£8L
2. Info : 20927186781133518515851054866446210250
Au : 11B2309186696162512071482191786017525118
Server Cu : 20927196781133518515851054866446210250
Password :bbb

Server® Client. Cu ¢ HLE..

cu 20l ¥XEULCH

T5 : 2723=3512

TS Len : §

Au : 1182309186696162512071482191786017525118

Ts : 27?3=3517, Rs : 879160508 Challenge : 205871198
MD : 745119261252953215116613512158143177242154
Server VOTP : 2495489235222322793115123389121080389
Client VOTP : 2495489235222322793115123389121080389
Server VOTP Len : 37

Client VOTP Len : 37

VOTP Success!!

(28 12) V-0TP MH Mg & 21}
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5. otHY U 45 24

51 28 Y 24

2 Aol A AAG AntEENHY 4 HBE o435
A3 g HAY=(V-0TP) WAYUSTES 2nEEY vfo]a
FAE olfste] A T4 ARE AHHEF Aok
o|F A9 IDust HANE PWu % A% 2AA oy
g2A HdEs 453 Reg o839 Au=H(( Ai |
IDu @ PWu @ Rc ))& AA3ES 39t Au e
@58 ID/PW AR Eo7te Ao ol d4-g Reg
33 a7 fio] MEYAE FI AédHE AR
Aue A% 9ol detd dale s2E g
& Uohl7lE offrh E=F AudlM AHgEsE SA AR
Aie AHEA7E 5 B AE® AR FolH dF Huw
& AHRSIES d7] Wi AFAEF (Dictionary attack)
o g A== fF& HeHE 2E F UEF 3o
ety AzEg  AMul2dAM  MITM  (Man-In-The-
Middle) 34 & AMgdictn #$AzE Fejo|dEd A
$5%E Au A8 Ul Rerl §E 0 9l7] wEd AALE
o] 715 Heete A& ¢ F ok

EF Au fole FeoldET AME A4 Re @l
sl M7t B Rs @S ol&ste] e @S
Chal §t22 tA] PIN @& FA389 $4 ARE Y4
Aolng FElo|dEd g AF &9 2 FABY 75
SEE AR F e W4l g

U3 g A2 A4 FAHY DAL Zsisr] 96
Au & vi2 M¥E dFste A diale] ZeolE:
MU ZRE FA% Chal & Au 2 4 AR A% 4
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