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1.

ABSTRACT

Digital Printers that are mainly used in enterprises and public institutions are compound machinery and tools which are combined into
various functions such as printing, copying, scanning, and fax so on. Digital Printers has security functionality for protecting the important
data related with confidential industry technology from leaking. According to the trends, CC(Common Criteria) evaluation and assurance
about digital printer is on progress in Japan and USA. Domestically CC evaluation and assurance is started recently. However, the
know-how about the digital printer evaluation is not enough and the developers and the evaluators have difficulty in CC evaluation of
digital printer products in the country. Therefore, the testing method of digital printer security functionality and evaluation technology is
essentially needed for increasing demand for the evaluation afterwards. In this study, we analyze the security functionality and developing
trends of digital printer products from internal and external major digital printer companies. Moreover, we research the characters of each
security functions and propose guideline for digital printer security functionality evaluation and vulnerability testing methods.

Keywords : Digital Printer, Common Criteria(CC), Security Function Testing/Evaluation
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- B : Fuji Xerox Co., Ltd

- C ¢ Hewlett-Packard Development Company, L.P.

- D ! Konica Minolta Business Technologies, Inc

CIRIE ZRIE{Q Ro7|s AIE/EH7ILHE HE 463

0

s.' 7 ' Il'
18.80s8.88. .
A B8 C D E F G H I I X 1L M

(28 2) OXIE =2 2o|s Hotelg| x| g

- E : KYOCERA MITA Corporation
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- G : Oki Data Corporation

- H : Panasonic Communications Co., Ltd.
- 1 : RICOH COMPANY, LTD.

- ] : SEIKO EPSON CORPORATION

- K : Sharp Corporation

- L : TOSHIBA TEC CORPORATION

- M : Xerox Corporation
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