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The Privacy Protection Mechanism Applicable
to Private Zone of Mobile RFID Systems

Dong-Chul Kim' - Ji-Young Chun"" - Eun-Young Choi"™ - Dong-Hoon Lee™™

ABSTRACT

Mobile RFID system is a next generation technology which combines the existing RFID systems with mobile systems. It is newly
expected to provide additional services and will be broadly used in evervday life; however, it sometimes causes the privacy  or secunity
problems generated by existing RFID systems and the additional privacy or security problems. Moreover, even if many methods have been
proposed to solve those problems, it is still difficult to adapt to reality or to guarantee the security perfectly. Therefore, in this paper, we
propose the secure and practicable privacy protection mechanism suitable to mobile RFID systems. proposing mechanism is applicable the
mechanism to Private Zone of mobile RFID systems which require to protect the privacy. This mechanism suggests that own
tagging-products needed to protect privacy using mobile reader of personal don't provide any information to other readers except their
own reader. In addition to, proposing mechanism is the efficient mechanism which largely reduces the process to maintain the
synchronization when happen to the DoS attack or system error.
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