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Energy Efficient Distributed Intrusion Detection Architecture
using mHEED on Sensor Networks

Mihui Kim" - Jisun Kim"™ - Kijoon Chae™"

ABSTRACT

The importance of sensor networks as a base of ubiquitous computing realization is being highlighted, and espicially the security is
recognized as an important research isuue, because of their characteristics.Several efforts are underway to provide security services in
sensor networks, but most of them are preventive approaches based on cryptography. However, sensor nodes are extremely vulnerable to
capture or kev compromise. To ensure the security of the network. it is cntical to develop security Intrusion Detection Svstem (IDS) that
can survive malicious attacks from “insiders” who have access to keving materials or the full control of some nodes, taking their
charateristics into consideration. In this perper, we design a distributed and adaptive 1IDS architecture on sensor networks, respecting both
of energy efficiency and DS efficiency. Utilizing a modified HEED algorithm, a clustering algorithm, distributed IDS nodes (dIDS) are
selected according to node’s residual energy and degree, Then the monitoring results of dIDSswith detection codes are transferred to
dIDSs in next round, in order to perform consecutive and integrated IDS process and urgent report are sent through high prionity
messages. With the simulation we show that the superiorities of our architecture in the the efficiency, overhead, and detection capability
view, in comparison with a recent existent research, adaptive DS,

Keywords : Sensor Network. Distributed Intrusion Detection Architecture, Energy Efficiency
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Jamming Attack [14]
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-Mobile Agent& 0|27t IDS [9]

LB 16 7190] WA HEHTE 2T DS [4]
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+Detection Strategy i
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~ +Evasion Defense stiategy
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| *Competition strategy

— Denial of Sleep Atttack [15] ‘
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Denial of Service Attack [16]
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i Distributed & Cooperative

| - Decentralized IDS [7]

«Adaptive IDS[10]
\

™
d Other Attacks ‘

+Sybil attack [17]
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2 Mobile Agent(MA)E ©|&% DIDMAS AgHgich MAE
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® Distributed & Cooperative IDS

Decentralized IDS: AP. Silva” $& 44 dES A
7N E A $AEE T sty B4 X E RUEH RS
M og A SGAE F33e IDS FERE Aosict B
AH0 2 U YAAAN F2F FRE AFsE dlo|
By oA, A4 dolHo 738 H4s: #5484
g A, 24" Ade 7t 435 E 4 oldold A"
A2 sddle ZARE e AASAREY A7 230
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e oz dA vES A AfsAS 94 1A 7
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Adaptive IDS: P. Techateerawat9} A. Jennings'’: o]
£ 25 Fof] 7)ukg £Ee} 7 =9 N2 OE YAgE
7|gto 2 7zt gEEol =9 DS F3 R E AAs} =
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A @3 2= vin Fol7bHA IDS 9#2 = Adaptive
IDSE Altstglct. 4 el g¥=o IDS7F HH UAgk
< ZF7H A gg g IDS7F HeE 82 Folx, o)
ool IDS7H A @ow AR BAAA de e
So] IDS7} S 855 Fole Waolth o] WA B =
wolA et 2ol HHFH(Flat) AA VEHZ +=E 7S
3, IDS 98 MA AL Ao wWolo]d B =8 AT
H7b Al v =EoE AHEEch 48 A 7 = ot
o 2783 DS 48 YYD, §F A, =59 G
AyAE z2dstA] ¥7] ol gEert 18 H-E oy
A 27 12X R3e] v ELHRA A AEe @S
et #d Ants 4% oA 243 7] &g

Ag7A] 4HE DS +Z Foll A Agolets 54E
112{3lH Hierarchical IDS$ Distributed & Cooperative IDS
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e WYEYY a2=f e go] #HE dAM YEYZ ¥
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31, o]F olo]HEE #Este] o) geEvire] A ZiE
A8 4 = Distributed & Cooperative IDSE A9kt 122t
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AR Z Urel Ak FxAZEL B9 A7, e
A4 e, A7 A4S 7wter F4L gxeEs Hojm,
ooz AP Ade #@AS F& Channel
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32 UESIE £ FAAZRE dutsts whEl
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Ql Zrle FAe] o LAF wo]ZHT} 2L AFE
FatAl st el g™ AN YEAGHE Yz
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o7k R3HA &t WE oUx nd g of7|Al7E £¥A
T 40 APAA FH9 g tFEn Y, ol B
de tig 71g0] A7sn A g2 vEYAY o
MR AgE M gEte 2E AN =M x 7 glold
d AEAAR FHY shsAo] EAEER oo i g
71&Ee drsn Yot

3 0459 ojolgE £8d FE/W 399 AU
ojuf ot Ao} wAYFZol Fdstd Hol& FAAI} ds)
= W&oz " tA s Sybil T4, Q) Zglolu|A] AR
7t T8 A HEYA 8o ol digh Ha ¥4 5,
AN YELZ 579 FFd dig g 71& £33 &g
C’f‘_'?‘ﬂjl ﬂq[l?-ml.
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A “Hede 2elex F="""(Adaptive_dIDSE 2 &)
v & =23 7HgEta e AA HES A F271 713 4
et HA AF A Fo sholcth

Adadptive_dIDS®| §3& ojd x=71 DS 715& 3
@A degreedt F ol% xEFo 7|yste FE(voting) &
stn FHe] AFE 4 =7t delste 2709 A% 9
wste] Apsle] IDS 7|15& FHEA|Y off-& AAs L ¢
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(E 1) Adaptive__dIDS Xz| 2t

Adaptive_dIDS #+4

Ael 34

% 7| #HInitialization) 1. Supe —

{v: v lies within the specified hop count)
2. Compute degree (degree is the number of one-hop neighbor) and broadcast it to nodes in Sy

T #e 1

(Main Processing) 2. While{Not_Timeout)

3 If(Recevied_voting_msg())
4. vote_numl++

5. Iftvote_numl >thresholdl)

5]
7

While(Not_Timeout)

17. Reduce thresholdl&threshold2
18. Completed voting

. Send_voting_msg(NodelD, Node_WithHighestDegree)

Send_challenge_msg(NodelD, Nodes in Sp)

3 IftRecevied_challenge_msg())}

9. vote_num2++

10. If(vote_num2<threshold2)

11. Active intrusion detection

12 Increase thresholdl&threshold2
13. Else

14, Reduce thresholdl&threshold2
15. Completed voting

16. Else

?l § & o]f xE F£E AEY o]% kE B2EQ =
cEoA B4 F A BPo2A (1) 4 k=& A
9 o]% k& FolAM 7HF 2 degreedt & R AE =EE
IDSZ AZstes duloy F ==oA 4F fAAE A
#(Send_voting_msg) &t &4 ==& o9 A F¢ 71
Z|HA ztdlo] A& ¥ v|A|2]E 7} ¥ FrHvote_numl).
(5) A& we F71 24le 3 WA AR thresholdl 2
0 A9 ol% =& Fo] Bo] HEWE k& FE Golr7]
A8 t}A o]% =597 challenge WAIAE W&ol
(10) #4% challenge WAIA e =7} zHale]l F din) <A
219l threshold22.t} 2o F Fio o|=FHE H& ¥
eE7h Hed ztdo] IDS7 Ha, Ao F JAA &
F7HA g g aale] IDS7 HE 7He4dE ol
I F AY#HPL vpHd (13) 22y FHoE Bo] AFE
we wevh BAY, (16) ofd Aol HE e 7t
thresholdl 2.t} 2tchd o} & 2t =oA zp4lo] IDS7E H&

54 FAAA0) A AANE BN, F Hels
3¢ whch

3. OLiXl EEHQ B HYUSK FX

31 b8 UM UESD

2 egold Adshs B4 AARA FRANE 24 £
A we NNE 9 aaz 4% % 299 F A 7
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o4 AFE AAY mHEE D ¢ Ee A7 S7)8fe) 4
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o 7ol MW 4% Qo w3 Aotals B4 Aw

TFZ& A8 AA YEHIIME g3 2 T =
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& 7 xeol B4 GAE A8 dEsHE dAA 55 R
TE5E BAL =43 ¢ Aoz 2H = CH%
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« cIDS(Centralized Intrusion Detection System): Y E ]
e s EAskE FY IDS A2ges 27] 4Ed
dIDSENA “EA & AT oo]dEMA)" #d H&3
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Ao g #ES Yele A2g

dIDS(Distributed  Intrusion  Detection  System):
mHEED¢l| ¢j3} d&¥ HAGA ALPEZ DS Z&
ol dIDSEEFE IHAY MAE F33d 53 71Ts
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e A% U7 2L wARAE A4S DS
A A3 A4 dIDS 73 717l $855W mHEED
o ola) HEg o] t}F dIDSelAl ARale] BYE
g ZAzte] goft MAE 7 gt

MA(Monitoring Agent): HA& 2% oo]HE Zz21
goz A 9AAE dIDSEAA Fd€ct 28EAE
A3l olm] wHE Aol P EdL ¥Fstm 3o
o, o4 BAE AT Y EdY A"H F4E& s
ARE FR %

+SINK: gt 44 BRE &
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Aot} Belshs Azge
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