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Efficient Source Authentication Protocol for IPTV
Based on Hash Tree Scheme

Ki-Eun Shin" - Hyoung-Kee Choi'

ABSTRACT

Presently, the demand for [PTV, to satisfy a variety of goals, is exploding. IPTV is coming into the spotlight as a killer application in
upcoming 1P convergence networks such as triple play which is the delivery of voice, internet, and video service to a subscriber. IPTV
utilizes CAS, which controls the subscriber access to content for a profit. Although the current CAS scheme provides access control via
subscriber authentication, there is no authentication scheme for the content transmitted from service providers, Thus, there is a
vulnerability of security, through which an adversary can forge content between the service provider and subscribers and distribute
malicious content to subscribers. In this paper, based on a hash tree scheme, we proposed efficient and strong source authentication
protocols which remove the vulnerability of the current IPTV system. We also evaluate our protocol from a view of [PTV requirements.
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M) A~ 332 MPEG-2 TS(Transport Stream) EFS €]
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| Eneryption key - AK :I Signature check |
I 1 AK |
| :l |
Encrypted AK lSignamr? |—|-H EMM Authentication }—O' Decrvpt :
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| Encryption key : MPK W Swnanre check MPK )

—— -

Set-top bex : key manager (Smart card)
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TS, : MPEG2 ransport stream
Hiroot) W, : Setof TS,'s siblings
Signature : Signature of ECM
Payload and H{root)

o e e
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2 £ gt F MTY RFEE MYgozs 7+ TSE MY
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Fo x=2RE MTY #E A271X 9] 84 =258 4
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CE 1) SR Fol|lMe] At 5ot XA Al

Stream (1 akégi?es) (S?Bair;s) Concatenation  Delay (ms)
SMbps 256 255 255 0.55
10Mbps 512 511 511 1.1121
20Mbps 1024 1023 1023 2.2217

(& 2) AR FolM2| bt 3]0t X|2H AlZH

Hash Hash

SUeaM  (iognies)  (3oByeg)  COTCAleMAlion  Delay (us)
SMbps 1 8 8 5.696
10Mbps 1 g9 g 6.548
20Mbps 1 10 10 6.599

5. H¢t 3 45 B4

5.1 21& X|odA|ZHAuthentication latency)

dutr oz FAzL FoM MY AF 3FE Fo]7)
T EF 7N A2 QUF WAL AF Z2AHA2 Ao B
& Popof 7] wiEel, AF AAAE Ak =
SAIDA [5]% € (m, n) 2% ZREZL #7l9 4~
AF37] fhA nAf olde] HzlE FRsforrt o

ATE B =EoA Aol TREZLS o s
2 34 e B8 A4e FES Mula FFab] 93
A AEE ECM W9 FES vlawslrz] g ¢9F A4
Zto] #ch #A CAS9 7|2 gl ECMS AMHéts T4
2E o] &8l7] die, AN Sl Fr1H9 Ay HF
H}Ao] Wtz Yt} = ECM3} MTe FEE 3§ A9
3tl7] wEol Aula FF2 FellME F7HHA A9aA
o] a3l ¢on FAAE FEES HAPAHTGoEN 2E
4e A58 7 Aok weA, A2 281 #4 da
e o] &3l HElvtle] 2EYS AEFT F rh

Fe= IPTV 22 15E & IPTV Al2"d HE389e
A5 Mulz FEAS} A4 SHAA wAsE 7149
AAdE 27 fst AlEHeld e s AlEgolA
E2aL CYolz FESULH, 16 GHz HMEY FH 30
22 PCoA FE5%lon, ¢33 golBya 2 XySSL
09 (917} AHE-=191ch MD5-1280] 3]4] §Hr2 o] g5 9lom,
AZA Y WA o2 104U ES] 718 o|4§ RSAE AME3H9
th <E 1>& HEdoEe w2 NHA e e AA
(5, MT AA)et7] 918t Mgk A4l 359 AAA 7o)
B, <q 2>+ HE#Ed & Az FolA MTE A
Adated dag A4 e A Ao}, A ErES
= AEHolA Ao A & %o, FAA Z9 AA
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CAS AH9] A4t T8 AFurae A4 S8ug Hoju}
7] el $412 o] Az gEg 5 9l

ITU-Tell A Aok Y.15403}F Y.1541 [10]2 [PTD (IP
Packet Transfer Delay), IPDV (IP Packet Delay
Variation), IPLR (IP Packet Loss Ratio), IPER (IP Packet
Error Ratio)?} #& QoS 249 57k49] QoS Zd 25 4

g+l E2l 7/8te] g 880l PTV &4 218 ZREE 25

T8t Y154l ©2F [PTV AulaE 284 49 £
o & =EolA AQte T2EFE WA [PTDOR 4%&
v A7) wj&ol, 92 ITU-TY #&3} dlaste] T2EZ

€ g Eg2 49 IPTDE 1209, At
ZREZY 42 AFZ MUY AT F7HHA AN
< IPTD9] g3t vlastod vjojstr] gfEe] IPTVE QoSe
F7HQ] QT AQA FFe WA P

52 3! &40 ZteHResilience to packet loss)

BE5719ke] 22 AFoly d4] A 7|uke] 4x QFE
Z} #Z1ke] FRAAE e e g E4e] 9
< AS, BEES s unlA gzleo| sl AHle] o
F& et a2 =R Aghe Z2EEL g7l
e AARAE AASEed, A PA == BJES
A Hdozi izl Edok &8 ECM W] AlE
A e FE 3 vngezs uyox #ze NHAE
AZE 4 g}l Aok Z2ERo] o]ydt HFAE B
st gheF ECMo| £A4H0E 344 9 EgE FAs:
)7l & HES 4 glth 8 CASeA ECMeo] &A= 7
T TAAE CWE 8§58 - glenz HEn|te] 2EY
S d2aygiEdd 5+ ¢d g, £ =EdAMEs ECM
& fate] neElA g

5.3 DoS &40 Z&HDoS resilience)

# IPTV A&glold 32z Hzd 2EY(EE 99
Hog MY 2ER)E FAANA A4 § glen o
2 Qlste] FalAe Muls FgAelA A 2EY
Zol BalE ¢g F don, FrHHe A4 eHI=E F
< F 9tk

34 AMAL o] 8 22 AF Z2EFY AF%E FEA
7t 25 A9 glo] x4 H7lE A4 A7 Alojo] HE £
Aow, FAE E5 MEE g w7iA] dE g g3l
o] W# o] Basly] gife 2uEI297 LA £ 9k

A ZREFE MTE o] §38t9 A4 e w79 A
#}4E AFsH, 3447 dxAor Wzxed A5 o
7o disted ECMUe]l 34 = FE @i} dugter
® Feyd 5 gk

54 F2l 4X|(Non-repudiation)
AUl Faabs AAMES et Halol AHL 87
woll FA Ao A A& sjFle] chate] Falel] hEk 2l

o
Aol AT 7, B HA Huae AEF AR g}
o A ZAE AME £ Yo

55 ¢ttt 23| =(Computation overhead)

AN eHEEE $42 H(AMua FFAHI FAz =

o] F FHoz UE F gk $#44E= MTS 4437 9
o
2]
=

2

8te] O(nlogn) a4 ko]l Aedy ZFE gk g
3 F7HAQ ZeAAE BestA] gt 4 CAS AlAH
< ECME& MYty Aetst ZR2EZS ECM3} MTe &
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EPES s s e d¥u =t dele Al L A

&t 8l
. Hash output Hash output Hash output
Opeation (8bit) (16bit) (32bit)
Number of
Oberation 256 65536 4294967296
Time (s) 0.00067 0.17391 3.16595

EE M M9sr] ol iy oz Hulx FHEA
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