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Implementation of Analysis System for H.323 Traffic
Sunhun Lee" - Kwangsue Chung”

ABSTRACT

Recently, multimedia communication services, such as video conferencing and voice over IP, have been rapidly spread. H.323 is an
international standard that specifies the components, protocols and procedures that provide multimedia communication services of rcal-time
audio, video, and data communications over packet networks, including IP based networks. H.323 is applied to many commercial services
because it supports various network environments and has a good performance. But communication services based on H.323 may have
some problem because of current network trouble or mis-implementation of H.323. The understanding of this problem is a critical issue
because it improves the quality of service and is easy to service maintenance. In this paper, we implement the analysis system for H.323
protocol which includes H.245, H225.0, RTP, RTCP, and so on. This system is able to capture, parse, and present the H.323 protocol in
real-time. Through the operation test and performance evaluation, we prove that our system is a useful to analyze and understand the
problems for communication services hased on H.323.

Key Words : H.323, Video Conference, VolP, Protocol Analyzer
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Num Source Address Dest Address Summary H323 Host Call
1 cham-4-65-225kwan..  cocel2 TCP: 1485 > 1720 [SYN] SequB44399633 Ack=0 Win=16384 Lan=0 M
2 cocel2 cham-d-65-225kwan.  TCP: 1720 > 1405 [SYN, ACK] Seqv899572188 Ack=344299634 Wins
3 cham-d-63-225kwan..  cocolZ TCP: 1485 > 1720 [ACK] 549844299634 Ack=358572189 Win=175..] Setup
4 cham-d-63-225kwan...  cocol?2 H.225.0: Fragmentad or during d -
s cham-d-63-225kvan..  cocol2 TCP: 1485 > 1720 [ACK] Seq=844401094 Ack=2 89 Win=1752
3 cocel2 cham-¢-65-225kwan..  TCP: 1720 > 1485 [ACK] Sequ@585T2189 Acks844402354 Winsg42
7 cham-4-63-225kvan..  cocol2 TCP: 1485 > 1720 [PSH. ACK] SequB44402554 Ack=338572189 Win Call Proceeding
] cocel2 cham-4-63-225.kvan.. H CallProces
9 cham-4-65-225 kvan.. cocel2 T T2306 Win=1T74, Abrtirg
10 cocel2 cham-d-65-228 kwan...
1 cham-4-63-228kvan..  cocel2 H.225.0: Call Signak PASH
12 cocel2 cham-d-63-225kwan..  H.225.0: Call Signal: PASH Facility
13 cham-4-65-225.kwan...  cocol2 H.225.0: Call Signal: PASN_Object
14 cocol2 cham-d-65-225.kwan... TCP: 1720 > 1489 [ACK] Seq=858573234 Ack=844402894 Winug39..
54 cocol2 cham-4-65-225.... Connect
35 cecol2 cham-4-65-225..
56 cocel2 cham-4-63-225.... H.225.0: CS: Connact-UUIE
Audledeo Data over RTP

. cocol? 2 P Complete-UULE
408 cham-d-65-225.... cocel2 1 message - Complete
409 cham-d-65-22%.... cocel2 T d typa=IT 3 4
410 cham-4-65-22%.... cocol2 H.229.0: CS: RelesseaComplate-UULE
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