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ABSTRACT

Broadband Convergence Network(BeN) is a critical infrastructure to provide wired-and-wireless high-quality multimedia services by
converging communication and broadcasting systems. However, there exist possible danger to spread the damage of an intrusion incident
within an individual network to the whole network due to the convergence and newly generated threats according to the advent of various
services roaming vertically and horizontally. In order to cope with these new threats, we need to analyze the vulnerabilities of BeN in a
system architecture aspect and classify them in a syvstematic wav and to make the results to be utilized in preparing proper
countermeasures. In this paper, we propose a new classification of vulnerabilities which has been extended from the [TU-T
recommendation X.800, which defines the security related architectural elements. This new classification includes system elements to be
protected for each service, possible atlack strategies, resulling damage and its criticalness, and effective countermeasures. The new
classification method is compared with the existing methods of CVE(Common Vulnerabilities and Exposures) and CERT/CC(Computer
Emergency Response Team/Coordination Center), and the result of an application to one of typical services, VolP(Voice over IP) and the
development of vulnerability database and its management software ool are presented in the paper. The consequence of the research
presented in the paper is expected to contribute to the integration of security knowledge and to the identification of newly required
security techniques.

Key Words : Vulnerability, Broadband Convergence Network, Security Framework
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