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Supporting SAML (Security Assertion Markup Language)
for Grid and Web Services Security
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ABSTRACT

In recent years, the Grid development focus is transitioning from resources to services, A Grid Service is defined as a Web Service
that provides a set of well-defined interfaces and follows specific conventions. SAML as a standard for Web Services which enables
exchange of authentication, authorization, and profile information between different entities provides interoperability among different security
services in distributed environments. In this paper, we implemented SAML APL By offering interoperability for non XML-based
authentication technologies using SAML specification offering a method to integrate the existing Single Sign-On technologies, the API
provides convenience for accessing different services in Grid architecture.
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<glement name="Assertion” type="saml: Assertion Type”/>
<complexType name="AssertionType”>
<sequence>
<element ref="sami:Condition” minOccurs="0"/>
<element ref="saml:Advice” minOccurs="0"/>
<cholcc max()ccurs"‘uuboundcd"b
< ref=" ">
\ ref="sami-Subjects e
<element ref="saml: AuthenticationStatement™/>
<element ref="saml: AuthorizationDecisionStatement”/>

<element refs"samt:AttributeStatement”>

<fchoice>

<element ref="ds:Signature” minOccurs="0"/>
</sequence>
<attribute name="MajorVersion” type="integer” use="required"/>
<attribute name="MinorVersion” type="integer” use="ruquired”/>
<attribute name="Assertion]D” type="saml:IDType” use="required”>
<attribute name="Issuer™ type="string” use="required”/>
<gttribute name="Issuelnstant™ type="dateTime” use="required”/>
</complexType>

<saml: Assertion Assertion]D="00cda300-0d5de-8521-83¢5-c2d916847b91"
Issuelnstant=" 2003-03-23T14:37: 562"
Issuer="verisign,Inc.” MajorVersion="1" MinorVerslon—- o>
<saml:Conditions NotBefore="2003-03-23T14:37:56Z"
NotOnOrAf="2003-03-23T18:37:56Z" />
<saml‘Advice/>
I: AuthenticationStat
AutbenucalionMethod" password”
AuthenticationInstant="2003-03-23T14:37:56Z"
<saml:Subject>
<sami:Nameldentifier NameQualifier="sejong.ac.kr”>
jijeong
</saml:Nameldentifier>
</samb:Subject>
<saml:AuthenticationStatement>
</saml: Assertion>
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GeneratorFaciory | MessageGenrator
extends extends
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7 creates P .
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A C12818%, B : Class A generates an Instance 8

ac.sejong.saml.messaging.GeneratorFactory

(33 8) ac.sejong.saml.messaging W7 |x|2| 7=

<samip:R 1 I ="'2002-08-08T07:58:32.338Z"
MajorVersion="1"MinorVersion="0"
RequestiD="a207b-a0-aaa4-11d6-9e6d-7520121d3688"
xmins:samlp="urn:oasis:names:tc:SAML:1.0:protocol">

<samlp:AttributeQuery>
<saml:Subject xmins:saml=""urn:oasis:names:tc:SAML:1.0:assertion">
<saml:ConfirmationMethod>
te:SAMIL:1.0 d

urn:oasis
</sami:ConfirmationMethod>
<saml:SubjectConfirmationData>
.j&SD#Siks233$...
</saml:SubjectConfirmationData>
</saml:Subject>
<samhAttributeDesignaor attributeName="//sejong.ac.kriemail"
attributeNamespace="sejong.ac.kr/ams/namespace/common”
xmins:sami="urn:oasis:names:tc:SAML:1.0:assertion” />
</samlp:AttributeQuery>
</samip:Request>

(22! 9) SAML Request Message2| A4

<samlp:Request - >
<ds:Signature xmlns:http://www.w3.0rg/2000/09/xmidigi>
<ds:signedInfo>
<ds:CanonicalizationMethod Algorithm=""--"></ds:CanonicalizationMehtod>
<ds:SignatureMethod Algorithm=""--"></ds:SignaturcMethod>
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm=""--
</ds:Transforms>
<ds:DigestMethod Algorithm="---"></ds:DigestMethod>
<ds:DigestV alue>xFXrugYsqtRgnk9wXr7znAenuew=</ds: DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>-2QdWDKC---</ds:SignatureValue>
<ds:Keylnfo>
<ds:KeyValue>
<ds:RSAKeyValue>
<ds:Modulus>+*gd ADMHy{="+-</ds:Modulus>
<ds:Exponent>AQAB</ds:Exponent>
</ds:RSAKeyValue>
<Jds:KeyValue>
<ds:X509Data>
<ds:X5091ssuerSerial>
<ds:X5091ssuerName>'*-</ds:X509issuerName>
<ds:X5091ssuerNumber>1045440891</ds:X509SerialNumber>
</ds:X5091ssuerSeriab>
<ds:X509SubjectName> - </ds: X509subjectName>
<ds:XS09Certificate> Xs+69s=+--</ds: X509Certificate>
</ds: X509Data>
</ds:Keylnfo>
<saml -AttribuleQuery>

"></ds:Transform>

</samlp AttributeQuery>
</samlp:Request>
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InResponseTo="a207b-al-anud-11d6-9e6d-75a01ad3688"
Issurlnstant=""2003-03-24T14:36:56Z"
MajorVersion="1" MinorVersion="0"
ResponselD="00cda300-0d5¢-8521-83c5-c2d916847h91"
xm! ml="ur i te:SAML:1.0:assertion”
te:SAML:1.0:protocol™>

<samip:r

s (o] 1
X ur

<saml:Status>
<samip:StatusCode Value="saml:Success"/>
<samip:StatusM thisis a about status</samip:StatusMessage>
<samlp:StatusDetail>--- - </samp:StatusDetail>
</saml:Status>
<saml: Assertion AssertionID="00cda300-0d5¢-8521-83¢5-c2d916847h91"
Issuelnstant="2003-03-24T14:36:562"
MajorVersion="1" MinorVersion="0">
<saml:AutherticationStatement AuthenticationMethod=""password"
AuthenticationInstant="2003-03-24T14:36:56Z>

<saml:Subject>
<saml:Nameldentifier>jeongjongil </samh:Nameldentifier>
</samE:Subject>
</saml: AuthenticationStatement>
</samk: Assertion>
</samip:Response>
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