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Improvement of WEP Key transmission between APs
during STA Movement in Wireless Environment

1I-Gyu Song'- Choong-Seon Hong''- Dae Young Lee'!

ABSTRACT

Wireless LAN(wireless Local Area Network) is constructed network environment by radio in indoors or outdoors environment and that to
use electric wave or light instead of wire to client such as PC{Personal Computer), notebook, PDA in hub(Hub) in technological side. Now, among
IEEE 802.11 WG(Working Group), there is TGf(Task Group F) that develop standard protocol between AP's(Access Point). In this group,
proposed TAPP(Inter Access Point Protocol) to secure interoperability between AP producing in different manufacturer, this offers seamless
connectivity between STA by sharing Security Context information or Layer 2 forwarding information between AP without passing through
re-authentication process when STAs(Station) move by protocol to secure mobility between AP that differ in equal serve network. In this paper,
I wish to suggest method that change avenue of communication of message to block information leakage that can occur at security message
or WEP Key transmission between above AP, and uses public key to offer wireless area security little more.

FIHE : FM LAN(Wireless LAN), |IAPP, 2 (Roaming), 21&(Authentication), HIENA E2H(Network Security)
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des UEd F 3, a4 2N APIA FEel
He AL €4 € F Ak

o2 AAAtEE st Z)Ee] Ao HojW HANA
BEYE= 7T 8¥le] A=o] Atd WA F4 (2¥
12), (29 13)& AYsto Fo3tA

Version Command Identifier Length Data

Octet : 1 1 2 2 0-n

(322! 11) IAPP Packet Format

Address Reasned MAC Sequence Length of Context
Langth Address Number Context Block Block
Octet : 1 1 n = Address 2 2 m = Length of
' Length Context Block

(2! 12) Key-transport Request

Address Status MAC Sequence Length of Context

Length Address Number  |Context Block Block

Octet : 1 1 n = Address 2 2 m = Length of
Length Context Block

(222! 13) Key-transport Response

4 B3PY=EE 40714 HoHA AR, draft 5000
A5E 58 6¥le] A=2o] HosoAHch uyux THRH
25W7HA = dofdg ez =ojgint oo THel= key-trans-
port 23 vAAE A<, 8ol key-transport S E Al
AE Aot =F RADIUS Access-Accept WA=l Key-
transport €S 271 A& AEAES H& dfAAFS
RADIUS Access-Accept Attribute®] 1928 ~2238 FollA] 192
Hol (1Y 16)3} o] Key-transport SHWAIAE &%
st

Value Command

(=]

ADD-motify
Move-notity
Move-response

Send-Security-Block

ACK-Security-Block

CACHE-nolify

CACHE-response

Key-transport-request

O IN|[DD || WIN -

Key-transport-response

9 =285 Reserved

(2! 14) Command field value
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Octet : 1 1 2 3 n

(alue 192~133 are reserved for esperimental ) 7
(& 16) RADIUS Access-Accept Attribute

42 £1 &t

o] =89 53& WEPFl 59 ngtdo] aT7HE w4
o] AFAZE $38td H2@o2 WAA FEE T
2 e wEolnz AAY JeHtE FAs e ¢HA=
2 %3 3 ol FAH delay FAHL 3], AHEET
4 A4%& Hrlstaz g

Agdeldg A% 87444 ¢ Zds B4 oS 2
ot AFEH #7242 Pentiumll 800 CPUE ©AF Win-
dows2000 &G H A F5FE oA OPNET80 A E# el &
o] &3t AlBHo]AE At

WA g E ALEE A2E % Utilizationd AAH A
s37He 1% End-to-End A< (Delay)S A3t 1
Ao obd ¥ o

(E 1) Al23ojH &#Z4H

Network Bandwidth Delay FAEE
LAN 10Mbps 5ms 9600bps
Wireless 1Mbps 20ms 9600bps

AlBgold 54 AAE RY, £ =24 AL ¥y
< Move-23 HAAE A$37] A8 AEA YwAIA
€ E¥F X9 Move-83 WAAY 2 715E H=
Key-transport 8% wjA|A& Byo2y & v waA WEP
Key® W F Atk 34T 919 AL 71&9 IAPP
WA u $4495%7ks 28 9o|Zth End-to-End Delay
%749 7% vl msec B i 003914 Hd 0079] A A&
Holx gE ¢ F 3ot ol FY] Aoz A% =
ZEZ Ave ewH=a EAE AT F AP Aol
Aol HAA dE T A2 F dE AAEA A7 A
A AALE A& + doH, STAH AP FATFE Aol
dXe] 7] AEA FAFIE ol &3t BME A=
ol gt

(222! 18) Utilization EE(H|2h
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EndDelay (sec) e =101 x|
e average of Tralfic Sink End-to-End Delay
04
03
02
01 ,
0o S e ]
AR T s e T T D e |
Om 1m 2m 3n 4m Sm Bm..
(38! 19) End-to-End Delay ZH(7|1E)
snspont, End-to-End Delay (sec) s =10] x|

average of Traffic Sink End-to-End Delay

as

) W

#

03 i
02 ey |
?
01 !
il s - i [ i {
Om 1m 2m 3m 4m 5m Bm
(3! 20) End-to-End Delay ZHE(H|2H)
(& 2> 7|= |APPL2} H|QH7Z=2S| S4H|W
7]& IAPP Al ot
AP Aclolde) |5 AP aololde | | AR LIS 999
oAl 2] Mg ole] ol FF QaE A2z o5Y
gz} 7)Y ESP A& 7 AHE
' Re-association®ll & | Re-association®l] o &
7] 843 §9 | §HE ¢ F ¢UF7] | $HE T HA AF
a3 7 23
583 B

=EoME, AP1%E AP2 AtoldlA Fa ¥= WEP

7] R Betge] 87 HE ARES FE& WA} A9
A, vAA] B2E olv] AFHo AHEH] A3 Sle R
2 ook B FA7e] 7] dFA] Hod HgE 9
3 FA7IE ol & WHE AL o]F FIH oFH

THE 220 g% F AP WINA FEo dig FA7}
Zldgct. =% AdY 237 FA9 Key-transport 23
HAAE RPeEd F o wE d3PL ATE F A&
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