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Implementing an Intrusion Detection Message Exchange Library for

Realtime Interaction between SDMS-RTIR and Heterogeneous Systems

Il Sun Yun'- Dong Ryun Lee™ - Eun-Sook Oh''

ABSTRACT

This paper implements an intrusion detection message exchange protocol library (IDMEPL) for SDMS-RTIR, which Korea Information
Security Agency (KISA) has developed to hierarchically detect and respond to network vulnerability scan attacks. The IDMEPL, based on the
IDMEF and the TAP of the IDWG, enables SDMS-RTIR to interact with other intrusion detection systems (IDS) in realtime, and supports the
TLS protocol to prevent security threats in exchanging messages between its server and its agents. Especially, with the protocol selection stage,
the IDMEPL can support various protocols such as the IDXP besides the IAP. Furthermore, it can allow for agents to choose an appropriate
security protocol for their own network, achieving security stronger than mutual authentication. With the IDMEPL, SDMS RTIR can receive
massive intrusion detection messages from heterogeneous IDSes in large-scale networks and analyze them.
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JI version : cefault 1; /g
int ver : # define roleSender 0

/I socket handle # define roleReceiver 1
int sock :

i & 0 secder, 1 : receiver jZ2EZ 3o
int role : # define 1AP0S 0

| ZE2EE 22 # define IDXP1 1

int protlist [IMAX, PHOTOCOL] :
I E2EE 25 37
int protnum ;

_HANDLE selpinitlint socket, int role, int+ protlist, int protnum) :

void selpRelease( HANDLE h) ;

int selpSendReaMsgl_HANDLE h, const char+ strDestAddr, int port) ;
int selpReceiveReghsgl_ HANDLE h) :
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Int ver:
SOCKET  sock:

IAFProtosel secureProt:
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chars  sIcAGdr
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char  dstAddr
Int dstPort;
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_HANDLE hSecureCts.
int {siapAsadMsa)(_HANDLE hSecursCtx, BYTE+ pbContents, int coContents),
int {slapWriteMsg){_HANOLE hSecureCts. BYTE+ pbCentents, Int chCantents),
int {+iapf eeCtxl_HANDLE hSecureCtx)]:

T BH0IA secure chnneldl REET 2ETH?
HEon B TSER 0124 AY

/1 tor Sendar
int HANDLE hCt, IMessage, BYTE« pbContent, Int chContent): // T2E@ WA s

int iapSandConnectReaMso_HANDLE hCt]:

int lapSendUparadefeaMsal_HANDLE hCt):

int lapSendChannelSetupReghsal HANDLE hotxl:

int iapSandContontAeaMsgl_HANDLE hCtx, BYTE+ pbContent, int cbContent]:
int [apRecvResMsal_HANDLE hCu):

1f 1or Receivar

int [BpRecvMsg( HANDLE nCtx, chars sRequsgl:

int apRecvCannecifeqksal HANDLE hCtu:

int lapRecvlipgredeReql_HANDLE hCix):

it lapRecvChannelSetupReal_HANDLE hChx);

int ispRecvCentent( HANDLE hCw, BYTEss obContent, Ints cbCantent):
int lapSendResMsg(_HANDLE hCtx, Int sts):

(38 12) libiap 28
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IDMEPL®2] #A]#] w3 T2 T5 libiapt 3
=% IAPE 7|wrow SFE el

liblapt= (23 12)9} o] [APCx +EASF I =39
N B 25 Foff 7 & 5 UdE APl FrEE 749, §
3] IAPCtx %A 9 hSecureCtx, iapReadMsg, iapWriteMsg,
iapFreeCtx2 %8 passOnly/1.0¥7} passTLS/1.0, TLS/1.0
7 Ze jtest F4 el A4E F UEE

(19 1332 libiap API®] A& 45 HojEy,

el A

iZy BN

| h = iaplnitialize(_iapSender); l

Iy &
| iapSendReqMsg(h, _iapUpgradeReq); I——'

] ipnecyupnasmeay, |
[2eesccacoss) | [ (nessccsvoun |

iapRecvChannelSetupReq(h);

While(1)
{
----- EE——
iapSendReqMsg(h, _iapContentReq, ..);
Dwhile(y T
o
‘ ............

‘;pRechontent(h. pbContent, cbContent);

passTLS/1.07} TLS/1.0, pass
Only/1.0& 7113}71 ?1 3l (Zrg 1204 A TLS ghelX
Belg], passOnly ghelHuiuls +9
shait o] : il]'ol. dgle] 7 g4 iapSetSecureConfig
g5 T8 [IAPClx 73429 japReadMsg, iapWriteMsg,

iapFreeCtxell A =]o]A o] Feof AP &

Hrl, #ag= 7]k
1.07} passOnly/1.02

431014 Aletd <l

Fo 93 23
= passTLS/

ZeEgL |

A QS =

ot‘s o ¥
o
N
=

vrog (1] 149} o] FEEAY

// ter Sender

int passAuthReq(_HANDLE iapctx, chars strSenderlD, char« strSenderPasswd);

// for Receiver

int passAuthGetAegMsg(_HANDLE iapctx, chars pbMsg, int* cbMsg, chars strSenderlD):
int passAuthRep(_HANDLE iapctx, char= pbMsg, int cbMsg,

chars strSenderlD,

int (*getUserPasswd)(chars sUserlD. chars pbPasswd, int* cbPasswd)):

HolEE

ret = passAuthReqliapctx. strSenderlD, strSenderPasswd);

: While(1)
¢

+iftiret) continue:

(22! 14) A= J[He] ARZA}

IAPClx %9 3=

lapetx

t = passAuthGetReqMsg(iapctx, pbMsg, &cbMsg, strSenderlD):

: ret = passAuthRepliapctx, pbMsg, cbMsg, strSenderlD. pfnGetPasswd):

2lE EHE API

73] passAuthReq®} passAuthRep 3H5E+=

X8 R goly AgA

S 93 wEEYE ZREZ WAAE passTLS thel Bl

1} Z& passOnly 2ol

MsgCB 3% i A4

B e] s WriteMsgCB/*#+Read

=3heh B3 passAuthRep @0

gt getUserPasswdS 152 wlo} rjekgl ALE

e PO R

Int portiist]) = {IAPOS}:
sd = socket();
hselp = selpinitisd roleSender,protlist, 1);

== Listan();

A9E & ok,

IFTLS canfiguring
SSL_load_error_stringsi);
SSLeay_add_ssl_algorithmsi};
meth = SSLV23_server_metnodi);
ctx = §5L_CTX_new [meth);
SSL_CTX_use_ceruficate_flie(ctx, CERTF, SSL_FILETYPE_PEM):
S5L_CTX_use_PrivateKey_file(cts. KEYF, SSL_FILETYPE_PEM);
SSL_CTX_check_private_key(cts));
1 Socket init
In#Socket():

o Listen
while(lsNatStop)
{

nProt = seipSendReaMsghsels. ..
selpRelease(hseip);

if{nProt = IAPOS) goto err: .
h = iapinitialize(sd, iapPassTLS, lspéenu:f\;
iapSendReqMsg(h, _iapConnectReq); ‘.‘
iapSendReqMsg(h, _iapUpgradeReq); &
H
' Seoure Charinal Al
S5L_load_error_strings();
55Leay_add_ssl_a |g"“ o3

th S5Lv23_server_methodi);
DD SSL CTX o it

351= S5L_new (cta): CHH_NULL{ssl);

SSL_set_fd (ssl, sd);
err = $SL_connect (ss1); CHK_SSL(err).

v

= Acceptl);
ThreadForki};

Server::Main
SUCME Ry
S HBE=
By Lyc AF

s Int pertiistf] = {1APUS, IDXP1};
|, hselp = selpinitisd coleReceiver protlist, 2).

* nProt = selpRecelveRegMag(nselp)
selpReleasa(hselp):

iH(nProt = LAPOSH
h = iaplnitialize(sd. _iapPassTLS, _iapRECEIVEr, iy vty -k

AuthReqth a8

ApSSscunConnul(HANILE e, passTLSReaaMsgCa,
LSWriteMsgCB. passTLSFraeGixCE);

iapRecvCannactReaMsgih):
iapRecvUipgradeReq(n);

8812 SSL_new (cta); CHK_NULL(ssI);

iapSendReqMsg(h, _iapChSetupReal;
iapSendReaMsglh, _iapContentReq

inpRelease(h):
S5L_CTH_free fctxy:

SSL_set_fd (ssl, sa);
err = SSL_connect {331); CHK_SSLierr);

OLEjss, passiL 8.
N passTLSWriteMsgCB, pass TLSFresCtxCB):

pbMsg. ScbMsg,

poMsg, coMsg,
pigetUserPasswd);

Agent::Main

(23

\\ fapRecvChannelSetupReq(h);

B preceCantentin, pacontant, cocontent);

lapReleaseih);

WorkerThread ::OnProcessReq

15) IDMEPL HE of
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