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A Study on Generalization of Security Policies for
Enterprise Security Management System

Hyun H. Choi'- Tai M. Chung'

ABSTRACT

Enterprise security management system proposed to properly manage heterogeneous security products is the security management infra-
structure designed to avoid needless duplications of management tasks and inter-operate those security products effectively. In this paper, we
propose the model of generalized security policies. It is designed to help security management build invulnerable security policies that can unify
various existing management infrastructures of security policies. Its goal ‘is not only to improve security strength and increase the management
efficiency and convenience but also to make it possible to include different security management infrastructures while building security policies.
In the generalization process of security policies, we first diagnose the gecurity status of monitored networks by analyzing security goals, require-
ments, and security-related information that security agents collect. Next, we decide the security mechanisms and objects for security policies,
and then evaluate the properness of them on the basis of security goals, requirements and a policy list. With the generalization process, it is
possible to integrate heterogeneous security policies and guarantee the integrity of them by avoiding conflicts or duplications among security
policies. And further, it prov.ides convenience to manage many security products existing in large networks.

FIE : R M(security policy), H#&2|(policy management), BEIEOIE2| (enterprise security management)
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