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RBR Based Network Configuration Fault Management Algorithms
using Agent Collaboration

Kwang Jong Cho'- Seong Jin Ahn''- Jin Wook Chung''!

ABSTRACT

This paper proposes fault diagnosis and correction algorithms using agent collaboration, and a management model for managing network
configuration faults. This management model is composed of three processes-fault detection, fault diagnosis and fault correction, Each process,
based on RBR, operates on using rules which are consisted in Rule-based Knowledge Database. Proposed algorithm solves the complex fault
problem that a system could not work out by itself, using agent collaboration. And the algorithm does efficiently diagnose and correct network
configuration faults in abnormal network states.

FIHE : A|AH HEHT T4 FO§(Network configuration fault of system), MOIHE (agent), RBR, Z0§ @ {Fault detection), Tol
TIEHFault diagnosis), Z0i WP(Fault correction), XlA[714 B3| (Knowledge-based management), OOIHE 7io| M&
(agent collaboration)
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Handler_main
If { Network Configuration fault detected ) then
{

T-Agent request N-Agent's NCI ;
If ( N-Agent's response non-exist) then
T-Agent's interior network is down State ;
Else {
T-Agent get N-Agent’s NCI ;
If (N-Agent's Collision rate is high ) then
{
T-Agent request Other N-Agent's Collision rate ;
If { Other N-Agent’s Collision rate is high ) then
Inform network manager that this network is saturation
state ;
}
}

T-Agent execute D-PING Test ;
If ( T-Agent’s State == T-Sy ) then

I{and]er_T_Sno )

Else if (T-Agent’s State == T-S,) then
Handler_T-S, ;
Else if ( T-Agent’s State == T-Sq) then
Handler T-Sq ;

T-Agent execute I-PING Test ;
If (T-Agent's State == T-S;) then
Inform network manager that DG's routing Error ;

}

NCI : Network Configuration Information( Subnet Mask, Broadcast
Address, Default Gateway( DG ), DNS Address, etc )

Collision rate = collision/opkts

D-PING Test : PING Test to Default gateway

I-PING Test : PING Test to specific systemn connected Internet
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T-Agent requests N-Agent D-PING Test ;
If (N-Agent's State == N - S.) then
{
If (T-Agent's DGA '= N - Agent's DGA ) then
T-Agent's DGA = N-Agent's DGA ;
T-Agent executes D-PING Test ;
If (T-Agent's State == T-Sq or T-S;) then
Fault was corrected .
}

Else if (N-Agent's State = N~ Sy} then
{

T-Agent requests R-Agent D-PING Test ;
If (R-Agent's State == R-S,, R-Sa) then
T-Agent's DGA = R - Agent’s DGA ;
T-Agent execute D-PING Test ;
If (T-Agent's State == T -Ss, T -Sq) then
Fault was corrected ;
Else ( T-Agent's State == T - Sio )
Interfaces from DG to T-Agent interior network have
fault ;
If (R-Agent’s State == R - Sy ) then
T-Agent request R-Agent T-PING Test ;
If (R-Agent’s State == R - Sy ) then
T-Agent or R-Agent interior network was down ;
Else if (R-Agent's State == R- S, R-Sy)
DG Error
}
Else if (N-Agent's State = N - Sy)
T-Agent interior network was down ;

DGA : Default Gateway Address
T-PING Test : PING Test to T-Agent

(2% 9) "No answer” 2|B 9|8t ¥ Yne|E

Handler_T-S,

T-Agent requests N-Agent D-PING Test ;
If (N-Agent's State == N-S;) then
{
If ( T-Agent's DNSA != N-Agent's DNSA ) then
T-Agent's DNSA = N-Agent's DNSA ;
T-Agent executes D-PING Test :
If (T-Agent's State == T-Sq or T-S) then
Fault was corrected ;
)

Else if (N-Agent's State = N-S,) then
{

T-Agent requests R-Agent D-PING Test ;

If (R-Agent’s State == R-S., R-Sa) then
T-Agent’'s DNSA = R-Agent's DNSA ;
T-Agent execute D-PING Test |
If (T-Agent's State == T-S,, T-Sq) then

Fault was corrected ;

Else if (R-Agent's State == R-S,) then

DNS Error
}

DNSA : DNS Address

(222 10) ‘Unknown host” 2|8 918+ #2{ 2|3

Handler_T-S.

T-Agent requests N~Agent D-PING Test ;

If (N-Agent's State == N-Sy) then

{
Inform network manager that this network is saturation state ;
This network was needed to divide into sub-networks :

}

(33 1) "Big TIL" M2|8 218 8™ ¥12E
4 Y ¥ 1%

41 8 &4

2 =FdAA AAEL de Aage] YEYZ 74 Fo
BHE NG cloldER d98 §F o #e] duF
o B134de A7kl s diddistad vEYHAE @
7l mrdes sto HYE st UFE AolEdo]g}
T-Agent, N-Agent, R-Agent7} A2 2zt Ajxdlgd @3t
e <G 3 Zrh A7|dAM AR ], AA-R2 Ay
3 22 W MENALANY A28 deoln Aad 4=
Y] mviddel the HEYSAd A=l e Alxgot)

(B & A8 e

A~ 9 P F2 LA | (8 3]
YEE AolEdo] | 203252531 | Xylan omni Switch ROM
AL (T Agent) | 203.253.5341 | Ultra SPARC 60 Solaris 2.7
AL 6 2N -Agent) | 203.25253.45 PC PI933 wowlinux 7.1
Al 2481 3IN-Agent) | 203.252.5342 Ultra SPARC 1 Solaris 2.6
A2’ 4R-Agent) [ 203.252.45.161 |  Ultra SPARC 2 Solaris 2.6

42 wof AldzI0] e MY BT
shale] Wl b Auelet dodEY gL F@
ol BelE HAES] A8 Avel oot

(D AYEe 1: A2 19 MEYA 74 32 F UE
E Aoledo] ARE AAEATE 2 F AlAg (oA o
OJHEE e HHE T Aol B <uHF L HEd
At olw AlxE 2 AlAY3 A2 4 AHen Fa
B e Aol ol <E 5>& Aude 1d B
HYE B¢ Fo o2 dngFE HEUE w9 7 oo
A dHe F2 #4E veda Ao



GiloI&

(B 5 AUzl 12| Foj ZEk % =7 2o

EE 7to] @ EY RBR 7IEQ WEXA Fo F0Y el ¥DeiE 503

(E 8 AlLz|2 42| Fofj Zich 3 27 #3

v v | & | aael
. PING | &
@A A’E;';“ A‘f;";q Aﬁ;‘gq TEST(or | 2% s

Broadcast)
A T-Agent get
1 - - - Broadcast Main. N-Agent's
Handler NCT |
. Main,
2 - - . _ . _
2 T-Sn D-PING Handler
T-Agent's

Handler DNSA =

3| TSw | NS | = | DPING | Tia | xoAsents
DNSA
- .~ | Handler | Fault was
4| TS| N5 D-FING _T-Sw | corrected ;
@ AdEe 2: A2d1, A292 A2d30] AFE LAN

HEo HYL A FHoEN WY UEHIE b2
a3 T-Agentdl X dojHES AL FF Fof H
drgdEFE HE&sg

(E o) AlU2|2 29| =of Zich ¥ 29 3

L L RS a4 +9

@ A |Agent9]|Agent®] | Agent) r F°E ]
TEST(or | ®&

Gk i i Broadcast)

T-Agent's
Main_ interior

Handler| network is
down State ;

Broadcast

) Ao 3 5Y LAN HIEY A &5 A9
I8 *l*a“? AN2¢ 3¢ DNS F4 43¢ BF AA3t4)
R-Agent7} A Ho] = Al2d4e AAHo g2 F3hsla
A Aot

CE ) AUl 39| Zof Zt % 27 8

T | N | R | T3
@ A | Agents]| Agents] | Agents]| [ OC 44 v 3 #
B | yd | gw [T

. T-Agent get
1 - - Broadcast Q:ﬁg;gr N-Agent's
NCI;
Inform
network
9 - _ - Main_ | manager that
- Handler | this network

is saturation
state ;

T N- R~ Sk ki3
PING
& A |Agent? | Agent2l | Agent9] T8 R§ 4 3
el Al e TEST{or
Broadcast)
T‘
B B - Main_ | Agent get
1 Broadcast Handler | N-Agent's
NCIL;
. . Main,_.
) _ - - - -
2 T-Su D-PING Hand
- - B _pIN Handler ~
3 | TS | N-S, D-PING | S
4 | Ts | N8 | RS | D-pg | Hander -
_T-8
- ~ . B [ Handler | Fault was
3 T-S. N-Sy R-8. D-PING T8, | corrected :

AUEle 4:A2F ], A2F2, A2 30] dFEd
Wi UEHZ UDP EHF 247|& o] &3t HEHA
EFRE AL AN

Aluziegel o meh & 27 243 Hal

ol oA E doldEDY L B¢ UES
4 ol #ElE Hd %’a’ !H H2E g} ¥ 7}
Ao Al g F AL 13 AvEe 38 Aad &
22 g 3 B77 A4¥ R SRHAN Avge 2%
Auele 4 Alad 222 Age ANYes AEHY
ou, 2 A Yge] Alxdo] ofd Alxdoe] &3
HEHZ dx Jeiel dfg Rolng Aag £ 4
EfadA Ay We-g Rt 9ok

a9
8

(B 9 Aluzlegel Fof e o 57 @ot
Avele 2 Wg a4 &+ 334
AUl e 1 N2ge ) EE AolEg o) o Mg P BF g

HH A
BAAAgA A HE
5E

A e 2 W LAN MEHZY T

Auele ) ERLAN Iood Ay |39 1e 2 %3 g2
Auele | Uy LAN viERas sea| FHHM A2 U8
B oY FRLL I FHE o8 Fds
Astn B8 & Qlvh AvEL 29 Zo] uiF HEY
a7t g8 e JEYZ Aok, HE F2 294X
Ze vEYZ B A E H2E Eﬂi"i“] Zelg &

A, ol& HTE £ ok 2z uF EYaY
a2 Add Auge 48 uiE JEHIE F 2 A
o Aoz gaAd W5 JEHIY dE=H s
N2ge F8 23t AT g E7E F AW &
g AeEle 49 A4 WR dENIRY dFE Axd9
4 38 ZRAL AN EdYY ¥E HAHE
o224 ol HEE £= Atk

59 &

B =@dME A2 MENT T4 Folg doldE
g 7Y YL FEo N, HEtse dnHEE AAsE
Arh Aol HEELS YEHIAA ] HA wet T-Agent,
N-Agent, R-AgentZ TE51 Holst §¢e Hez 4



504 EXcIEEl=EX C H9-CH H4%(2002.8)

g3t 44E B3t Al2”dA HAs= VEHR T4
A e Agksln EFgo, =3 RBR 7|dke] YEA
A Follol Wid #e] mdg AAEct ol d B Bd
& Folo P&, A, B9 A A AN mdE FEE
W Aga BT Ao felA dd# delHEE o] ¥
He 3¢ Ad 2 BT fAY EFFHoR o]Foz 1 gl
th. g1 oo]HES o] Y& FF Fof #2] AA
oj& dAg Fol= MEHZ B oAzt obd z
FHoE Ad 2 EF7L o5
=AM AAMR e qHES FF A2 YE

943 74 Fol we GnFE A2de YEHI A
Fojg 71&9 Al2d AAAM 1 99L& #HE F fle
FAES F9 Alz=dae] YL EE VESNZ 8oy
Agtat ARAA ST Foj g AdEn Hss dag
& AASL gt HolM & oujg Fo & + 34
E3 RBR 7]ute] 58 Folg dd ¢ 57 AL 7
Z7)ke] A4 dolejHlo] 2E o]&ated FE 7EE AL
dta] FolE pElFomM UESAY FHo| WsAY
YEYI g Q2§ ZZES T2 7|40 HEHAS
Y sEHoE AT & Qo

a3 7|Ee] Al2g B yEYA B 50 A
= £5H " WA glolu Alxd] AA2 AlAde]
grolu Y ES A 9] A48S PINGT 22 #8] B7& AHE
ato] BeEjgtorn A28 A 9 B4E & F s W oo}
Yzl RMON, SNMP 5¢] #7132l Al~d E2 Z2EZS
gaw 3 ¥t TEHY de PHe AAEL gl

#1Ed

[1] Toshiharu Sugawara, A Cooperative LAN Diagnostic and
Observation Expert System, Computers and Communica-
tions, Conference Proceeding of the 9th Annual Interna-
tional Phoenix Conference, pp.667-674, 1990.

[2] Tae In Hwang, Seongjin Ahn, Jin Wook Chung, A Study
on the Rules and Algorithm for the Diagnosis and Recovery
of Routing Configuration, SCI 2000, World Multiconference
on Systemics, Cybernetics and Informatics, Vol.4, pp.137-
141, 2000.

[3] Roy Sterritt, Discovering Rules for Fault Management, En-
gineering of Computer Based System, Proceedings. Eighth
Annual IEEE International Conference an Workshop, pp.
190-196, 2001.

[4] Wesley W. Chu, System Management Research via Beha-
vior Characterization, Proceedings of the IEEE First Inter-
national Workshop on, pp.1-6, 1993.

[5] Denise W.Gurer, Irfan Khan, Richard Ogier, Renee Keffer,
An Artificial Intelligence Approach to Network Fault Ma-
nagement, SRI International, Menlo Park, California, USA.

[6] Kohei OHTA, Takumi MORI, Nei KATO, Hideaki SONE,
Glenn MANSFIELD, Yoshiaki NEMOTO, Divide and Con—

guer Technique for Network Fault Management, Procee-
dings of ISINM97, 1997.

[7] Ewerton L. Madruga, Lianc M. R. Tarouco, Fault Manage-
ment Tools for a Cooperative and Decentralized Network
Operations Environment, [EEE Journal on selected areas in
communications, Vol.12, No.6, 1994.

[8] =79, ¢t4dR, 42, RBRE o] 4% A4 Foff 2F &
ekt Fofl #gk A, A 3], AT HBE,
pp.2620-2630, 2000.

[9] 2%%, ¢t4 A, ARS8 LAN 42 Fofl & € 914 &
A% 73 7w ol At o] HE A2 AW A2 83 =
4, A78 ATE, pp.2169-2178, 2000.

[10] &73w), ohAdz, A7, INBANCAZ| Y& o] &8 ¢ Ay
Aol g 2 BE7yY, ARH g =g, A7 A8E,
pp.2497-2504, 2000.

[11] Craig Hunt, TCP/IP Network Administration, O'Relly &
Associates, 1998.

[12] Stevens, TCP/IP lllustrated, Vol.1, pp.66-96, 1998.

7=
=& 3

e-mail : kjcho@songgang.skku.ackr
2000 Adardiga A7) Ha 9 A4H
FE &9 (8Ah
20003 ~ @A A Adadista A7 HA4R7
Fe T g A
DA Fof: UES A #a], A28 Fof #
g, 21545, GRID

ot o &

e-mail : sjahn@comedu.skku.ac kr
19883 Awtoista AR Feta &4

(gtAh)
1990 A vt vk ghar ohehel A w-E sy
Z (44

1990 ~1995d SxAAEANATY AT
A Ad A7

19969 AREA 71EA A4 H5

19984 AFToea et A Esta A

1999 ~# 2] AgaAoista FHFe &y 2

ARl vEHD #), EAF 4, Unix WEHD

3=

il : jwchung@songgang skku.ac kr

Ay st A7) sk Al

Agtistn skl AAE et

A A}

Agoieta oishl A)3E A gt

ghA}

19824 ~1985d @ atdty|e dA A%

19813 ~1982d Racal Milgo Co. 1 +4¢

1985~ A Aaadigtn A7l dALHFE T e

A Bol: AFE YEYZ, MEYZ #e], EYA HeH



