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Improving Compiler to Prevent Buffer Overflow Attack
JongEwi Kim'- Seong-Uck Lee' - ManPyo Hong!'!

ABSTRACT

Recently, the number of hacking, that use buffer overflow vulnerabilities, are increasing. Although the buffer overflow problem has been known
for a long time, for the following reasons, it continues to present a serious security threat. There are three defense method of buffer overflow
attack. First, allow overwrite but do not allow unauthorized change of control flow. Second, do not allow overwriting at all. Third, allow change
of control flow, but prevents execution of injected code. This paper is for allowing overwrites but do not allow unauthorized change of control
flow which is the solution of extending compiler. The previous defense method has two defects. First, a program company with overhead because
it do much thing before than applying for the method in execution of process. Second, each time function returns, it store return address in
reserved memory created by compiler. This cause waste of memory too much. The new proposed method is to extend compiler, by processing
after compiling and linking time. To complement these defects, we can reduce things to do in execution time. By processing additional steps
after compile/linking time and before execution time. We can reduce overhead.

IINE : RROH(Information Security), i & (butfer overflow), @2 M array bounds)
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sub3() sub 3()

Execution file

(3 2)

Function_epilogue_pseudo_code
{

if ((return address-start address of code segment) < size of
code segent)

then normal function return

else
Buffer Overflow Attack Detected!!!
Process Terminate

(Jg 3)

4.2 Pre-execution Time
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4.3 Execution Time
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static int func (void *, void *) ;
void a(); void b () ;
ntc();

{

a();a();b0);b0);
result = vsearch (&key, numbers, NUM,
sizeof(numbers{0]), (void * Yfunc) ;

)

static int func (void * a, void * b)

{
printf (“%d%d \n", * (int * )a, * (int * )b) ;
if (% (int *)a == * (int * )b} retarn(0) ;
if (*(int *)a < *{int *)b) return(-1) ;
return 1,

}

void a () { printf (“This is dummy functionf\n") ; }

void b ()

{ int dummy ;
printf (“This is dummy functionin”) ;
dummy = ¢ (),

}
int ¢() { printf (*This is dummy function!/n”) ; return 0 ; }
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static int func (void *, void *) ;
void a () ; void b() ;

intc();

main( )

{

a();a();b();b();
result = bsearch (&key, numbers, NUM,
sizeof(numbers[0]), (void * )func) ;

}

static int func (void * a, void *b)

{int callback = 1;
printf(“%d 9%d \n", * (int *)a, * (int * )b) ;
if (*(int *)a == *(int *)b ) retun(0) ;
if (*(int *x)a < *(int *)b ) retun(-1) ;
void a( int callback = 0 ;

.

void b ( {int callback = 0 ;

e}

void ¢ ( Mint callback = 0 ;

.

(3 9

Function_Epilgue Pseudo_Code
{ if (callback == 0)
{ /* function is not callback function */
if ((return address - start address of code segment) < size
of code segment)
then normal return
else
{
Buffer Overflow Detected ;
Process Terminate ;
}
} /* end of it */
else { /* function is callback function */
normal return
}

(3 10)
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a function’s additional performance
cost associated with Defense Method

weight = the function's original performance overhead W
E 1)
B9 Adegl| 22Ad A 3% ANE ] ewgxz
Void inc() 12,814,378 30,897,126 141
Void inc(int *) 17,334,197 36,418,721 1.043
Int inc(int) 18,089,581 36,924,768 1.041
€ )
el Hdeg] | e2xd AR | A2 AQE WY | ewds
Void inc() 211,400 223,200 0.056
Void inclint *) 261,000 273,000 0.046
Int inc(int) 296,700 301,400 0.016
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