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A Role-Based Access Control Mechanism
using Z language in Distributed System

Eun-Bok Choi' - Bong-Nam Noh'!

ABSTRACT

The objectives of access control are to protect computing and communication resources from illegal use, alteration, disclosure and destruction
by unauthorized users. Although Biba security model is well suited for protecting the integrity of information, it is considered too restrictive
to be an access control model for commercial environments. And, Role-Based Access Control (RBAC) model, a flexible and policy-neutral
security model that is being widely accepted in commercial areas, has a possibility for compromising integrity of information. In this paper, we
present the interworking Biba and RBAC model to protect the user from modifying the information in an unauthorized way while providing the
flexible permission management facility. And internetworking access control model with constraints help both the policy designer and
programmers to understand and implement programs. It may also save the cost and time for network managed systems. Also, the proposed
model is demonstrated on real network management systems. From this demonstration, the preservation of information integrity are confirmed.
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BLPE Y& AFE A g AldaldA Hrst 87}
' AL dusls udAd JitE F 2dor) o] Zd2
AR HUARLE BAHAT FEol FE& FAI FFo|
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E 230 ol G L ngdy] 3 A AAY B
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Hl(dominate) $ct 312, HFFe] Ly 2 Lyt Ly =2 119
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Aol 2= 7] Bt BAFAA FUE AHERTH2]

o2 Aol AMEEHE B7Hd dig AEe g 2.

o L(s): FA9 A7Ms+H
« Lio): AAY HAFH
« JZ EE :Read, Write

2.1.1 FA9 24 34

o FA9 <rtsFol AAY HFFE AWjdtd F
e AA 7] A& £ 5 gt
= L(s) = L(o) = Write :

o FAE ojd AAd Az ¢l7] e FPT
At
= whatever object = Read
<@, L(s) = LUB[L(s), L(0)], LUB(Least Upper Bound
D AT

2.1.2 AA9] HAstE A

o FAE oW MAFHEE /I AMeter &7 A
g FEE 5 Qo
> whatever object = Write
<@, L(o) = GLB[L(s), L(0)], GLB(Greatest Lower
Bound : # o} 3}3)>

2.1.3 A 34
o FAE oW HAFFE ZE AAHRE 7] AL
F3% F 3o
=> whatever object = Write
@, FA7 ARG g2 AAG vla Brsd S5 A
Aol s 2718 +YPY wol= ZAE 2l 7S5

30,

+
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o] AW FA 9} A9 BeFFo] nPH glon

o FA 9 QA7tsFol AA Y HAFFE AwPcdE F
Ae AA 27] d4E £33 5 o
= L(s) = L(o) = Write

o FAE o9 AF daANE 7] 4L FPh
= whatever object = Read
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o Simple integrity : 9] A7}5Fo| AA9 RAFFH
o Aujdctd FAE AA] 97 g FYE &
Aok
= L(s) < L(o) = Read

o Integrity *-property : F49 Q7}5Fo] HAe Bt
TE€ At FAe QA 27 d4E 53
&+ Sl
= L(s) = L{o)} = Write

22 HE7|8 M2Ho 2

G878t HZA o] Ed(Role-Based Access Control :
RBAC)E dlojg] & AX& B /9 HFE Y¥gled,
oy g AgAE d8olgtn e FYHAER 1F3H
ottt A% od zHAY AEAEY] JFE o A
o 9oz BEd ¥& ACTZA ¥ o] WF H
28 F e ddoz FAHY QY 8L 2AA A
AHEzLY 85 fxo wet 2R G AgA 83
3 A&e] Aol diF AFFAY F GAZ Ho A
F oernz AR FEo AEH F, ALY o
g WA e I ¥AE A9 desE AL F 4
ok £F e EWAYAE o J¥o] £EsA 435
= e 4FEE AL 5T ARy FEYE whd
& U9l

2.2.1 71¥ 29 - RBAC,
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(a9 2= ZAA AIZAojd 9874 FZAE HEd
53714 RBAC E499] #e|A4s 45#AE ez ok

(0% 2) S27I4t RBAC 2H9| 2| WA ASHA

32 9&# g4

#EAdR 2l #ydats 2 ]
o #H&=HE A4 £ HeHe ddes
och, AubAel B QA HELFHE e B
A2EAE AASIT AAIEE create, delete 94 JE A
Q BHANY aTFZEAE Beshe action FAte] gtk 2
fn A4z HEsHE Al £4%E dE get A,
S 2E replace G, 2T Bl AR BYA] 375
oglE jroz AAeEte 2 replace with default @4t
5ol ok ¢ =g £4 BYdS AY3] HF Aos
9% dolg el AHEY HEA /S F71 AHAs
¥ addMember$} removeMember 5ol UTH17]. £ =&
AME AAFoe FYARH|2Y £A%E FHFL ¢

replace, replace with default
addMember, removeMember

MI|HE A#

get, filter

718 A@

817127 H@

(38 3) A& 29

Aog F2AE 9% #d

T B s HA (:1%] 3 o] g7 89, 2
7189 a2l3 ol F dihE EFsle ¢r12r] 9
&z AEstgth

33 Hkx=A

AteFe e YA 9899 S3Hie WA=
A& wet A ddts £ ¢ en, dHA
Aol Hbewol Foixo] Pue FAYE HPES I
olg¥ #ARES T3] AT Y AT old HE
€ AgzAe 2E7] AT 29 e 939 A

o X7 A9

o S:FH

- R: 9%

s siFHY AR S € 5

cr: g8 I} RET

« Re: 97144 9%

¢ Ry: 27|38 4%

R : §71227] 9%

¢ MS): FA Y AVMFF

+ RoleAssign[S,R] : 4] S2] 9& Rell tigt sjA g

« Dominate(ab) :a>bora=2b (&, ab € 57)

« Equal(a,b) : Dominate(a,b) AND Dominate(b,a)

« r-scope(R) : 8171 HIEE=E Z& EE Ao A
A%

o w-scope(R) : 7] AEREE ZE= 2E A9 AT
Ay

« r-level(R) : r-scope(R)&NA HAio HASTH

« w-level(R) : w-scope(R)Z9 A Hje] Bt

o 7|EEIS1Y A9

[SUBJECT, OBJECT, ROLE, SEC_LEVEL, ACCESS_

MODE]

o SUBJECT : A9 A%

< OBJECT : AA|g g

- ROLE: 94&9 A%

< SEC_LEVEL == (TS, S, C, U}
(TS : Top Secret, S : Secret, C : Confidential, U:
Unclassified)

« ACCESS_MODE == {read, write}

—— READ_PRIV_SET

object : P OBJECT
access_mode : ACCESS_MODE

access_mode = read

(87| A HED



— WRITE_PRIV_SET

object : P OBJECT
access_mode : ACCESS_MODE

access_mode = write

(447] Mt HEh

— ROLE
r-level : SEC_LEVEL

r-scope : READ_PRIV_SET
w-level : SEC_LEVEL
w-scope : WRITE_PRIV_SET

o &

— LEVEL_TO_INT

level_to_level : SEC_LEVEL — N

s ! SEC_LEVEL, 1 : N -
s=U=1=1) U
(s=C=>1=2) U
(s=S=1=3) U
(s=TS=1=4)

(24 g+

— INT_TO_LEVEL

int_to_level : N — SEC_LEVEL

s SEC_LEVEL, 1:N -
(1=1=s=0U) U

(1=2=s=C) U
(I=3=2s=% U
(1=4=s=TS)

(Yo S28)

— INIT_R_LEVEL

rlevel : SEC_LEVEL

r-scope ' P READ_PRIV_SET
r-temp: N

level_to_int : SEC_LEVEL — N
int_to level : N — SEC_LEVEL

Vobj € r-scope.object
r-temp = min[level_to_int(obj)]
r-level = int_to_level(r -temp)

(87| & Z7I3H
— INIT_W_LEVEL

w-level ¢ SEC_LEVEL

w-scope : P WRITE_PRIV_SET
w-temp ' N

level_to int : SEC_LEVEL — N
int to level : N — SEC LEVEL

Vobj & w-scope.object
w-temp = max[level_to_int(obj)]
w-level = int_to_level(w-temp)
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= VS€Es, VRrEr

RoleAssign(S, Rr) = A(S) < r-level(R,)

—— READ_ONLY_ROLE_ASSIGN E—
s : SEC_LEVEL

level_to_int : SEC_LEVEL — N

r-level : SEC_LEVEL

level_to_int(s) <level_to_int(r-level)
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5 — (O, Geo U

]‘—’ r-level
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(Oc, Replace) C
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o VS Es VRy Er

RoleAssign(S, Rw) = MS) > w-level(Ry)

—— WRITE_ONLY_ROLE_ASSIGN
s : SEC_LEVEL
level_to_int : SEC_LEVEL — N
w-level : SEC_LEVEL

level_to_int(s) 2 level_to_int(w-level)
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(Os, Filter)
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(Oc, Replace) c
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D VS Es, VRw E1

RoleAssign(S, Rn) = r-level(Ry) = w-level(Rw) AND

MS) < r-level(R,) AND MS) = w-level(Ry)

~—— READ_WRITE_ROLE_ASSIGN
s : SEC_LEVEL

level_to_int : SEC_LEVEL — N
r-level, w-level : SEC_LEVEL

level_to_int(r-level) > level_to_int(w-level)
n

level_to_int(r-level) = level_to_int(s)
2 level_to_int(w-level)
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