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Integrity Authentication Algorithm of JPEG Compressed Images
through Reversible Watermarking
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ABSTRACT

Multimedia contents can be copied and manipulated without quality degradation. Therefore, they are vulnerable to digital forgery and
illegal distribution. In these days, with increasing the importance of multimedia security, various multimedia security techniques are
studied. In this paper, we propose a content authentication algorithm based on reversible watermarking which supports JPEG compression
commonly used for multimedia contents. After splitting image blocks, a specific authentication code for each block is extracted and
embedded into the quantized coefficients on JPEG compression which are preserved against lossy processing. At a decoding process, the
watermarked JPEG image is authenticated by extracting the embedded code and restored to have the original image quality. To evaluate
the performance of the proposed algorithm, we analyzed image quality and compression ratio on various test images. The average PSNR
value and compression ratio of the watermarked JPEG image were 33.13dB and 90.65%, respectively, whose difference with the standard
JPEG compression were 2.44dB and 1.63%.
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ifi=0
if ZQDCT;) <0
if ZQDCT; >0 1

ZQDCT{:‘) +wmy;), if ZQDCT“) =0
for 0 < j < (sizeof (watermark)— 1), i = index of Zig— zag reordering.

skip, ifi=0

WM = {z@pcmw, if ZQDCTw < {0,1} @)
for 0 < j < (sizeof (watermark)— 1), i = index of zig— zag reordering.
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ZQDC—T’H-’[”\ ifi=0

ZQDCT‘(!J = ZQDCJ}U"[H‘ If ZQDCTH-‘[“ <0 (3)
ZQDCTw,)~ 1. if ZQDCTw, >0

for i=index of Zig— zag reordering.

USC-SIPI(University of Southern California-Signal &
Image Processing Institute) @4+ dlo]Ejwo] ~2] gu|E #
¢ 512x512 Ate]= Y4 8/E A& om JPEG XL
Z oEd d44e (ay 80 Jehisdz, ez A
JPEG 943 vlAte] JPEG 9739 #43E (29 9o Y
Ehfodch. 5% 943 ddEvka A 949 FAe +4
@z 42 5)& E3 ALte PSNR(AB)E &35

iy

S|
MSE= 7~ {NE

i=lj=

N

(Pu,ﬁ "‘P’:..J;)z (4)
1

. e | 2 _
PSNR,, = lﬂlng“,(—fﬁ (5)
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Airplane
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Pepper
Sailboat
Splash
Tiffany

3433
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31.82
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3368

Splash Tiffany
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335

1.33
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