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Generation and Protection of Efficient Watermark Signals and
Image Quality Preservation in Transmission Channel Using Turbo Coding

Dong Uk Cho'- Younglae Bae'!

ABSTRACT

In this paper, an implementation method of the efficient image transmission stage using watermarking and channel coding is proposed.
Usually, image communication system consists of both a transmitter part and a receiver part. The transmitter part takes charge of copyright
protection of the generated image data, and image coding and compression that can deal with channel noises when transmitting. In the trans-
mitter part, we propose a channel coding method which protects both the watermark signal and the original signal for protecting the copyright
of image data and solving channel noises when transmitting. Firstly, copyright protection of image data is conducted. For this, image structure
analysis is performed, and both the improvement of image quality and the generation of the watermark signal are made. Then, the histogram
is constructed and the watermark signals are selected from this. At this stage, by embedding of the coefficients of curve fittness into the lower
4 bits of the image data pixels, image quality degradation due to the embedding of watermark signals are prevented. Finally, turbo coding, which
has the most efficient error correction capability in error correction codes, has been conducted to protect signals of watermark and preserved
original image quality against noises on the transmission channel. Particularly, a new interleaving method named “semi random interleaver” has

been proposed.

3= : HEj0l3 (watermark), &3 E (channel coding)

1. Introduction In the near future, image transmission services among

the multimedia services are expected to be the main part,

Multimedia services such as Internet and IMT-2000 have whereas voice and data services are reduced to supple-

been integrated the voice, video and data on a single com- mentary parts. This shows that the importance of image
munication media. But video or image service is more im- transmission has been thus grown.

portant than voice and data services. However, the generation of an image requires more

expenses and efforts than that for voice and data. Also an

t 3384 Z5sd8 AR FAAety wg image is a visual information. Image quality is therefore
b E ﬂdﬂ R AREAATY
=T

12001 29 209, AARghE 2001 119 109 very important at the transmission stage.
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For this, we propose a new watermarking method for
copyright protection of image data. Also we suggest a new
methodology which actively copes with noise problems pos-
sibly occurring on transmission channels so that the wa-
termark signal is protected and the original image quality
is preserved.

The existing watermark methods are divided into two
major approaches, i.e., one is a spatial domain approaches
[1-3] and the other is a transformation approaches [4-10].
But different watermark signals generation for individual
multimedia contents such as session keys in key manage-
ment systems is important aspect. Also protection of wa-
termark signals and preservation of original image quality
are significant topics in multimedia transmission systems.
Therefore, we propose new method cope with two existing
problem such as different generation of watermark signals
for individual images and removal of noises in transmis-
sion channels.

For this, in this paper, the image quality is improved
through image structure understanding, and the histogram
analysis of the improved image provides the watermark
signals which uses the coefficients of curve fitting. This
method not only automatically provides each different wa-
termark signals but also improves the image quality. Also,
by using the coefficients of curve fitting, it prevents image
quality degradation due to the embedding of watermark
signals. Finally, turbo encoding is performed to prevent
watermark signal losses due to the noises on channels
when transmitting.

The final aim of this study is the construction of a whole
system incorporating transmission and receiver ends for
the multimedia data. In the system, this paper proposes a
new methodology for the transmission stage, which effec-
tively copes with channel noises possibly occurring when

generating and embedding the watermark signal, and trans-
mitting channels so that both the watermark signal and
the original image are protected.

Finally the effectiveness of the proposal is verified through

various experiments.

2. System Configuration

The overall block diagram of the whole multimedia trans-
mission system to be constructed is like (Fig. 1). From the
(Fig. 1), the upper part represents transmission stage and
the lower part shows the receiver stage. This paper deals
with the generation and protection of watermark signals
and Turbo encoding in transmission stage.

For this, we presents three parts as the followings.

Firstly, generation of each different watermark signals
for individual images and the proposal of embedding me-
thod.

l Image | ———“'——"']\/l
G Watermark
Pre-processing by Generation
Image Structure
Understanding O
{} Embedding of
Watermark
Extraction of Signals
Histogram {}
@ Turbo Encoding
Historam
Analysis

!—L____

(Fig. 2) The overall Block Diagram of the Proposed Module

Multimedia Contents ) C> .

+ Watermark Signal C> Compression Turbo-Encoder ':> Modulation
Channel

Multimedia Contents <j ) '

+ Watermark Signal Decompression < : Turbo-Decoder <j Demodulation

(Fig. 1) Muttimedia Communications System Configuration
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Secondly, generation of watermark signals while im-
proving image qualities.

Thirdly, Turbo encoding for the protection of watermark
signals and preservation of image qualities when trans-
mitting and the proposal of new interleaver method named
“semi-random interleaver.”

The overall block diagram of the proposed module is like
(Fig. 2)

3. Generation and Embedding of Watermark Signals

3.1 Generation of Watermark Signals

Different watermark signals for individual images such
as session keys in key management system is important.
For this, we propose the method which is to generate the
different watermark signals for individual images. To gen-
erate the different watermark signals, we produce the his-
togram by the analysis of image structures distribution.
And then curve fitting is done from the histogram. Also
the coefficients of the curve fitting as the watermark sig-
nals to preserve the image are embedded to the original
images.

The image structure is defined as follows.

Firstly, we calculate the image structures from the given

image.
L{L|L S{S|L S|L|L L{L|S S|S|S
LIC|L S|{C|L S|C|L LIC|S SIC|S
LiL|L S|S|L S|1SS S|S}|S L|LIL
S|L|S S|S|S LIL{S LiL|L LIL|L
S{C{S LIC{S LIC|S L|C|S S|{C

S{S|S S{S|{L S{S|L LILIL LIS|S
S|Ci{L S|C[L S|C[L S|CIL LIC|S
LIL|L S|LJL LILJL S|S|L LIL|S

L|S|S LIL|L SISIS
L|C|S L|C|S S|C|S
LIL|S L|{S|S S|S|S

(Fig. 3) The set of image structures

The functions of ‘S’ and ‘L’ are defined as equation (1)
and (2) respectively.

S Large(x) = 55 n

where X = |C—L |

—X + 255

S smanixy = T 2

where X = | C—S |

The calculation of ‘S’ and ‘L’ is accomplished from the
above formula (1) and (2). For example, is the value of X
is a 205 then the value of formula (1) is a ‘1’ and the value
of formula (2) is a ‘0.

Therefore, the above formula (1) and (2) means the gray
level difference value.

In this case, if the bright difference X, is between 0.5
and 0.6, the reduction of image entropy is operated. Finally,
image quality degradation is checked after applying tem-
plate matching to decide to which structure of (Fig. 3) the
image belongs. ’

If any degradation is found, average values are applied
to restore the original image, i.e, added noises on images
when acquiring and pre-processing of the images are re-
moved. The histogram of the resulted image is used to
provide watermark signals. To use a histogram for water-
mark signals, the analysis of the histogram is performed.

Firstly, region segmentation is done. For this, the eval-
uation function is defined as the ratio of between-variance
(Vb) to total-class variance(V:).

Secondly, features of segmented histogram are analyzed
and are selected as watermark signals. This is peformed
applying curve fitting of n™ order on each segmented re-

gion. e,
M
E= g;)(y,- — P(Xi))? 3)
where Py(X) = :20 axt

Partial derivatives is applied for finding the coefficients
of curve fitting.

oE
aﬂj

M ) i Mo
=(2gwxi)r2ZaZxit-0 @

At this stage, we obtain the normal equation as fol-
lowing.

M=

M
@ 2 X1 = 2y X] ®)

k=0 =0

[

In this paper, parabola curve fitting is adopted.

3.2 Embedding of Watermark Signals
Two pairs of three coefficients of parabola curve fitting
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are embedded into the original image as watermark sig-
nals. At this stage, as all 18 signals are embedded into the
lower 4 bits of image data, as integer values between 0
to 9, there does not occur any image quality degradation.
Also the positions of watermark signals are selected using
equation (6).

X,‘+1 == (CZX,"" C) mod m (6)

where 1 =0,1,---,35

4. Noise Removal of Channel in Transmission

To provide a highly efficient multimedia communication
service, the channel coding technique capable of effective
error correction has been required. For protection of wa-
termark signals in transmitting, we applied Turbo coding
technique in the several channel coder such as BCH, RS.
[11-15]. We adopted the Turbo coder which has the most
efficient error correction capability in the several channel
coder. Turbo coding is divided into 3 stages like inter-
leaving, turbo encoder and turbo decoder. We propose a

new interleaver method called semi-random interleaver.

4.1 Semi-Random Interleaver

In this paper, a new interleaving method, the semi-ran-
dom interleaver, is proposed. Let the number of input bits
be N, then the size of interleaver is N/2. The data are
sequentially written in the memory in columns.

(Table 1> Data Input Processing in Interieaver

1 2 3 4
5 6 7

When all the data are stored in the memory, the data
are read using random number generation such as <Table
2>. Since the number of input bits is a N, the number of
parenthesis in the <Table 2> is the number of random
number generation. Finally, the (N/2 + 1)™ one is put at
the last position.

(Table 2> Writing Procedure in Interleaver

1(13) 2(10) 3(15) 4(14)
5(9) 6(12) 7(11) 8(16)

4.2 Turbo Encoder
Turbo coder consists of two RSC (Recursive Systematic

Convolutional Code) and an interleaver.

Information data dx

> Xy
RSC code C,
L & Y
Interleaving
et Y 2%
[————‘ RSC code C:
Xl’\

(Fig. 4) Typical Turbo Encoder

In the above figure, let the code rate be 1/2, the length
of constrained length be K, and the k-th coder input of
convolutional coder be dk bit. Then the output (Xy, yx) can
be given as :

Xk = go gide1 di=0,1 (7)
Yi= gogﬁdkvl dz=0,1 8)

Here, Gi : {gu), G2 : {gx} are the generation sequence,
which are presented in octal digits. The constituent code
of turbo coder is selected considering the transmission rate
and error correction capability.

Two RSC codes are regarded as a feedback form from
the feedback of convolutional code system : (Fig.5) is a
practical example and other various forms can also be con-
figured. The structure of RSC code has an irﬁportant role
affecting the overall performance of turbo code coder, and

so do the various constituent codes.

Feedback

gi[1011]

gol1111]

Y«
(Fig. 5) RSC Coder

The encoding process is like follows :
Kth information bit dx is directly transmitted to the out-
put via the channel, and simultaneously is put into the first
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RSC coder, which produces the output Yi.

And the output is interleaved by the interleaver between
two RSC coders, which is fed into the second RSC coder
producing the output Y=, which is transmitted to the next

communication block.

4.3 Turbo Decoder

To decode the output code from two RSC codes, the
decoder in the decoder part consists of two serially con-
nected decoders, DEC1 and DEC2.

DECI1 decodes the information bit dx and the first RSC
coder’s output, Yik. The decoded signal by DECI is put
through the interleaver, and, with the second RSC’s output
Yo, is fed into DEC2. The decoded signal by DEC2 is put
through the inverse interleaver, and is feedbacked to DECI,
and performs the recursive decoding to improve the per-
formance.

The algorithm used in DEC]1 and DEC2 is briefly de-
scribed as follows :

The information bit is transmitted via the channel as
frames of size N. Decoding is performed using MAP al-
gorithm : MAP is an algorithm which observes the all re-
ceived signal frames and choose the value which has the
bigger probability, to be either 0 or 1, at any visual point.

feedback foop
N A A J
deinter~
Xk J- feaving
Decoder Inter Decoder
. DEC1 leaving DEC2
= -I_ deinter-
leaving
Y1k
Y 9 Yax
_T_ decoding :F
= output
DEMUX/ A
INSERTION d

(Fig. 6) Turbo Decoder

i.e,, LLR (Logarithm of Likelihood Ratio) is calculated as
follows :

Pr {dy= 1| observation}
Pr {d,= 0| observation}

A(d,) = log

Decoding is performed :

A(dy) 20019 d, =1
A(dy) <0°1"8 d, =0

LLR can be defined using state metrics a(m) and 8,(m)

as follows :

2a }e(m)ﬂ}e(m)

A(d,) = log 0 0
2a,(m)B, (m)
Here, condition metrics a(m) and B.(m) is calculated

recursively :
1 .
ax(m) = &;(Re.m) 2 (S (m)

Where 6;(Ry,m) = Pr(R, | dy=:,S,=m)/2 is branch
metric, which is affected from the situation of transmission
channel. And it is calculated from the transmission rates
of both the coder and the channel. The branch metric
under AWGN channel is :

2 .
8,‘ (R/,, m) = exp(—;?(xki-i- Vi Y; (m)))

Here S 2 (m) is the reverse state induced to the state m
when the input bit is i
Yi(m) is a output when Sgm)d,=i (Fig.7) presents

the matrix diagram

(Fig. 7) Lattice of Forward State Metric

Secondly, 8(m) is the following
S o i (i i
Brm) = 28,7 (S5(m)o;(Ruv, S b(m)

Where S;:(m) is the forward state when the input bit

is L
(Fig. 8) is the lattice of this
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8 1Ryt 51/("1))
50(Rk+1 , S}(M))

8 Ry, SW(m))

So(Resr, SH(m)

t=k t=k+1 t=k+2

(Fig. 8) Lattice of Reverse State Metric

5. Experiments and Observations

The experiments in this paper have been performed on
a Pentium CPU based PC using Visual Basic. (Fig. 9), (Fig.
10) and (Fig. 11) show the original image, quality improved
image and the histogram respectively. Finally, watermark
embedded image is shown in (Fig. 12). Also (Fig. 13), (Fig.
14) and (Fig. 15) show the original image, quality improved
image and the histogram. (Fig. 16) is the watermark em-
bedded image. Also semi-random interleaver for Turbo
coding is experimented and the performance test results
are given in <Table 3>. As shown in the experimental re-
sults, each different watermark signal is generated for in—
dividual images, which is then embedded into the original
images without image quality degradation. Also semi-ran-
dom interleaver has been proved to be applicable to real

time image communication.

(Fig. 9) Original Image

(Fig. 10) Quality Improved Image

(Fig. 11) Histogram

(Fig. 12) Watermark Embedded Image
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(Fig. 13) Original Image

(Fig. 14) Quality Improved Image

0 50 100 150 200 250

(Fig. 15) Histogram

(Fig. 16) Watermark Embedded Image

(Table 3) Performance Evaluation Analysis of Interleaver

Methods

Length of No. of BER Interleaver Eb/No
Interleaver Repetation Methods [dB]
Random 0.96

. Diagonal 1.81

65536 6 10

Block 192

Semi-Random 245

6. Conclusions

This paper proposes on the method of efficient trans-
mission part in the whole image communication systems.
For this, generation and embedding of watermark signals
for copyrights and Turbo encoding for the protection of
watermark signals and the preservation of original image
qualities are proposed. In particular, this proposed digital
watermarking method automatically provides each different
watermark signals for individual images, which is not pos-
sible in the existing watermark techniques. Additionally it
improves the image quality.

Future work will seek to address the issues, such as to
apply turbo encoding on watermark embedded images.
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