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ABSTRACT

Most of software developers use the GNU Debugger (GDB) in order to debug code execution. The GDB supports a remote debugging
environment through serial communication. However, in embedded systems, the speed is limited in the serial communication. Due to this
reason, the serial communication is rarely used for the debugging purpose. To solve this problem, many embedded systems adapt the
JTAG and the USB interface. This paper proposes debugging environment via USB-]JTAG interface to debug the EISC processor, and

introduces how the USB interface works on the GDB and how the JTAG module handles debugging packets.
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2. Debugging Framework
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A& AdHoln, WHo] MY =W 1 F¥E 3k TDI
e 8 ¥ e Hers A3 A%E TDO(Test Data
Output) A o2 FAsle JTAGS 58 JTAG RE=2 A
4383, JTAG RE& A3} dHolHE GDB7} #4 7159
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2, GDBE #HA ¥4 F ALgA7t il gl dig A3
g 3yes 9§

2

(=]

3. USB-JTAG Interface

o] Zo]XE GDBolA USB tlulo|~E AL&317] )3l
g USB Qe #ol2ae F83} EISC Z2A4AM 9 JTAG
TDI/TDOHA S A%sti, GDB H#el @& JTAG ZE°)
TDI #7 +4& A& & HAolth

3.1 USB Interface [5]

AHEEZE QlEe Oul7) W& GDB WidlAl =izl e
2 A4 Hu, o] HAE B FALEE FIl 5=
A3k USB-JTAG ¢lE#Ho]|~& AHE-3}7] 94, GDBE
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NAND Flash

(& 1) USB I/0 &=

USB Function Description

OpenDevice USB tiuto] 2 ARG-& Al 2o,
Write USBE &3 dlolel& #$ac)
Read USB# E& diolel& 48
Close USB dupol &g FA| gk

USB tjule]~ gle|Bejg]& &4 3ic}, USB tjufe] A o]
B2l DLL(Dynamic Link Library)2 73850 glou
USB /O ¢4& 3§t} <& 1> USB /O DLLo +
gElo] gl gL Asta gl

GDB+= EISC Z2 A4 9e] 41 W& USB-JTAGSZ
A4 ¥, USB tulo]x golHel2]E 293te] OpenDevice
§t& %3 USB connection2 +H3ch. USB & %3
GDB¢} EISC Z2AA ztel] §41& & 4 217 =9, GDB
o] BE AL Read/Write¥+& T8 4/44 €k ¥
of g AN FA8 HAL AAgTe AdEstd sy
of #8gt}. vjx o2 GDB & A% Clsed+E &
Z3}a, EISCE2AA 9o A& FRd)

(1§ 2)= USB-JTAG € He] 25 AME-317] 913 GDB
o] @€ el d¥E BoFEd) init_usb_ remote_ops ¥
4t GDBY 917 §41 wy& USBE HAsAS o 43
s 27|13 §4olth
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T4 FZA (remote_ops)®] 49} USB QIEH O] A& ALE
371 918 e ¥ 3ch USB Qe H 0|28 AHEsle,
EISC Z2AM % §4& 923% ush_remote_open &7}
A8 dr}. usb_remote_open T 4 <E 1>o]A AH
§ USB I/O &E7 GDBUAA AM&sts d4E 443
t}, &, USB &2 OpenDevice= GDBUlelA4 OpenDevice
2, Write ¥4+ WriteUSB, Readi= ReadUSB, Closei=
CloseUSB& AH8-€lth USB I/O #45& wrapper &2
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static void init_usb_remote_ops{void)
usb_remote = remote_ops;

usb_remote.to_shortname = “usb-remote”;
usb_remote.to_longname = “AE32000 remote debugging via USB™;
usb_remote.to_doc = "Use & remote JTAG via an USB™)

usb_remote.to_open = usb_remote_open:
usb.remote.to.close = usb.remote_close:
}
static void usb_remote_open(void)

GetProcAddresses{&hLib, "ADCBulIkUSE.d11",4,
&0penDevice, "OpenDevice”,
&Writeuss, "Write”,
%ReadlUSE, "Read”,
&CloseUSB, "Close” );

; OpenDevice( USB_JTAB_UID):
?tatic void usb_remote_close(void)
} CloseUsSB( );
static int usb_read_pkt{char ++buf)
int size:
ReadUSB{+buf, strien{+buf), &size, 0x5000000):
: return size:
?tntic void usb_send.one_char{char +buf)

int size:
WriteUSB(buf, 1, &size, remote_timeout);

(3% 2) USB QIE{H|0|AE ALE3}7| 9I8H %7(3F % GDB
wrapper&s

A% ¥, GDBE OpenDevice®+2 FZE8to] USB tu}
o] AHE-E AlA3t) GDBelA #HA& F487] 918 A
43l ¥4 usb_read_pktol®, ¢] ¥4 ReadUSB 4
§ ¥4 =¥, GDB BEel we 44" s
WriteUSB 48 %3l £ (28 20ME 3 79
TAE #4 @ o A5 34 usb_send_one_charol] A
WriteUSB &% 3%3:= RS HojFr}

32 JTAG Packet Description

GDB #A L B&#He Fiol wef <E 2> 7 AHx
2 ¥@ =y JTAGE 53 e =2 1 g3e A9
th. JTAG 282 USBE %3l GDBERE 4 e 9
€ B BE7 A8 @ £ e HleE wEdd <%
2>& EISC Z2AA7t 8 & F sle dw?] gz o
of & JTAG #A AP2E BoFrh TDIE JTAGY <l
o]y, TDO: Z¥o|th. EISC Z2AN7 3 & 4+ 9l
T ¥¥e 2% oAl 7hA]eln, Z+Z Break, Resume, Step
Execution, Register Read, Register Writeo]t}.

JTAGS. 2% ¥ Break TDI 12(100101)¢ ®od, EISC
Z2AME instruction fetch® FsHA] & oi7] ez}
gt o @, Resume TDI $1#(100111)& ¥29, breakpoint
dA 2~ gt PCatol 2§ W7 %+, Break TDI ¢
g4 s [7ix Z2adS Ao Break 4EIS EISC
Z2A A7} Step Execution TDI §12(101001)& wod &
9] instructiong fetchdtx A3 F ciAl 7] AE7}
b=

EISCEZAAE JTAGE &3 Ad) 10719 d&4€ 9%
2E 9 gs AU & 4 Uk Register Read® 29 TDI
AL 11100 / AA2H WE / ¢o]& d4d R 2H
Mg/ AA2HY X 32-zeros / 00001 2 A S,
TDOS 7% 18-zeros / #lA2E 2 dHolg / 000Nz +
d 8t Register Write®] 7 TDI #7212 11101 / #A &
B H3 / A48 dA2EY AF / dA2HY dolg /
000012 A=Y, dA2E 27171 @45 HYA, 22+ A~
B 7i4 X 32)-zerosE TDOZEM AE3ith

(& 2) EISC Z2AM CjeiZ D TAG

Processor
Command

JTAG Module Packet Sequence

Break

Resume

Step Execution

32 zeros Jno[

32 zeros

[oToToTo 1

Register Read

L— (beat) x 32 zeros

REG,,, datal31:0] Jess| REG,, . data[31:0] [0]0]0]0]

7:0] | beatf3:0]| REG,, data[31:0] |eesf REG,,...y 92121310} [0 [0 ]0T0 -

Register Write

32 zeros

[oToTee]

Joee 32 zeros
L—— (beat) x 32 zeros
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3.3 GDB Command and JTAG TDI Packet

<¥ 3>& GDB 9W#3} 0] W GDB 3|7 Hel, g
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Aot A A s $\0314(CRC) A& JTAG &
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o] FAEE REHY, GDBHZE F/44 & of szlo] W
A% = ol2lg @918t7] 9184 Zasich GDB2 Continue
9} Step Execution W# 2] 24, JTAG 2E& 27 Resume
TDI$} Step Execution TDIZ EISCEZAAM 2 H43Fc)

EISC Z2AAe ZE #AzHe g& o7 S8y,
GDBt $g#(CRC) 712 JTAG RE2 #AFd EISC =
2AAMY FAAHE BF 27/0|ng, JTAG RE& Register
Read TDIE A ¥ H43ch 2 F EISC Z2AHAMZYH
we A JieJTDO HZle2hRY #HA2H #E FE¢ F
21719 #A2H g& GDBE A%got

EISC Z2AHM= JTAGE 53 v=eE Hosr] 48
A e 53 dx2H7E ok R2e dy e §§ o=
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R32¢] wj22lo] o=@ A 2= HFloln F WA TDIE
R34 AEE dlo|HE 2+ #jFlolnh v o g R33 ¢
#E Hod, HIsaa g o=z #E U F 9
o}, g, v R2e]d] dlojelE ¥, R33¢| 1 HeolHE
Register write TDIS £3] 2% ®o

at=9] o] breakpoint® watchpointE A 13}7] 13, EISC
Z2 A= 8718 HALHE A3 breakpoint #A
2E 9| gt Register write TDIE 53] B#3ol9] F4 g =
E dolge] Wy F& gtog 44 & 4 Jrh Breakpoint

(3% 3) GDB &8l 3t

T+ watchpointZt A 3l A, EISC Z2AAME
breakpoint®] 49 PCgteol #< wl E£+ watchpoint®] b
olej7} BAERE d, break FE7} ¥ JTAG R &
A2l break ol=# g M43l GDBE AF & o=d
29 & EE, O F9 422 99 HAE 717
A Ht

4. 78 &%

(29 4= d¥3 F34d & GDB, JTAG 2%, EISC
T2 AN F23g Jehn glok 29 38 1§ 49 5F
S 7|2 Cygwin &7<]A GDBE 43 ¥ EISC Al
g9 A= 3o} EISC Bl REE JTAG U
7) RER e glon JTAGS %23 A4 we 9y

(I 3 GDB E&oi| u}2 GDB =HZ! HEH=} JTAG TDI 12l

GDB Command GDB packet

JTAG TDI packet

Connection Establish $O31H(CRO) 100101
Continue Sc#(CRC) 100111
Step Execute $s#CRC) 101001
All Register Read Sg#(CRC) 11100 / 00000000 / 1010 / 32 X 10 zeros / 0001

11100 / 00001010 / 1010 / 32 X 10 zeros / 0001
11100 / 00010100 / 0111 / 32 X 7 zeros / 0001

Register Write

$P(register num)=(data)#(CRC)

11101 / register num / 0001 / data / 0001

Memory Read

$miladdr), (length}#(CRC)

11101 / 0x20 / 0001 / addr / 0001
11101 / 0x22 / 0001 / Ox21(length=4) / 0001
11100 / 0x21 / 0001 / data / 0001

Memory Write

$X(addr),(length):(data)#(CRC)

11101 / 0x20 / 0001 / addr / 0001
11101 / 0x21 / 0001 / data / 0001
11101 / 0x22 / 0001 / 0x29(length=4) / 0001

Insert Breakpoint

$Z1,(addr),(length) #(CRC)

11101 / Breakpoint register num / 0001 / addr / 0001

Remove Breakpoint

$z1,(addr) ,(length) #(CRC)

11101 / Breakpoint register num / 0001 / 32 zeros / 0001

Insert Watchpoint

$72,(addr),(length) #(CRC)

11101 / Watchpoint register num / 0001 / addr / 0001

Remove Watchpoint

$z2 (addr) (length) #(CRC)

11101 / Watchpoint register num / 0001 / 32 zeros / 0001
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Send ‘g’ packet

User » GDB < » JTAG 25 < » EISC Processor
“User use JTAG I/O
| f
Start GDB Command nterface
]
Connection
target usb_remote Load USB I/O DLL Establishment
Open USB device
+ WriteUSB TDI(Break)

Send WO031 packet =P Receive W031 packe! sy

. ReadUSB
Receive 'OK' packe! eemesee— Send 'OK' packe! e
Pt

Processor Break

TD
9 Send 6-zeros

Receive 'g' packet , =————=——3pp  Processor Break

(Register Read)

Close USB device

Receive 27x32-bit eadusB ; TDO .
register data packet Send register data  =——==-— Send register value
v GieialiSE Application
User debugging Packet generation rite ; TDI Debugging
command and send meeseey PaokBlprogeseing, emerimed
ReadUSB
Print result 4 TDO processing (-—I-Q-Q—-
v WriteUSB Finish
Exit GDB Send 'k’ packet = eee———egp Receive k' packet Reset

R ReadUSB —
Receive 'OK' packet €==—=——— Send '‘OK' packet

(38 4) | HHof w2 GDB, JTAG =&, EISC Z2AHAMe| S&

S 3 ¥ Fu7k Hol ok £, T4 uby MAS
usb-remote® 44 A& & 4 9l GDBE USB I/O
DLL& 2938 % USB tlujo]~E Opendtgch 94242 &
datr] 918, 7184 ML A4 F, ohAGo R Sg6T
HAE AFstd EISC Z2AAM9 BE YR 2H ge ¢
o] & ZE& 9 & 4 Uk

5.1 B

A FATE AYste GDBE AHE49 Aol gle
9, JTAG 2&& ¥ du7o] E7t% 3l ol 383
7] $18ted, o] =&olAi= GDBoA USB F4l& %37
¥ ML BHE 270 SHen, JTAG o] g4d ¢
Y= Al2ge duy §7] 918 USB-JTAG UE#H o2
& Asta, AL

USB-JTAG E#ol2E ALE3 dug &7 A
AL AFgshs MRT o ®23 44 o) & rhesi
B¢, JTAG 9874 2Eo] Fatd et A2gldM:
USB-JTAG UE#o|2E o83 tu7 #7o] 27drh
2 =RoA Add e yog GDBYIA USB H
ol2E AT, AL EAH= JTAG &S AHE@c)

A, PeltE Axg el wo 48 oy #74<
AeE + Ae Zolrh
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