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Implementation of Tracking and Authentication system
for Product using RFID/EPC-IS network

Myeong-Sook Shin' - Seong-Pyo Hong' - Joon Lee"

ABSTRACT

The development of RFID system is increasing rapidly by applying to variety fields recently. Especially, RFID system is used to the
focus technology of the supply chain management in distribution field of the supplier. In distribution field We have to grasp products
quickly and correctly, but this has a problem to make an inventory of products in real-time because of products transfer. In this paper, to
solve this problems, We grasp the state of inventory in real-time by using EPC~IS network becoming the organizational standard of RFID
network. also, We offer an authentation of product service to grasp counterfeits and stolen goods in real-time. Therefore, in this paper,
We show to be able to process an authentation of product service and inventory of products in distribution field in real-time.

Key Words : RFID, EPC, EPC Network, EPC Information Service, EPC Discovery Service

LM B U 9T AT FEY S T4 258 U, o
=2

o EPC WlE<$|=Z9 EPC-ISE

of
|
o,

1y

i

Z
2
of
o

N
2
=2 U)
o) i
B3

ol ¥Ho <+ HTML/XMLS AH&-gh},

of WAHe RFID LﬂE%iE Ba)ge] w43t oh. RFID WEY =
S TEehT o] 7]&e] H&= EPC MEYZA W& HTTPE £43H,

]

e olof ¥ §& EPCglobal EPC MIES 3451wl

ol S R SH 7 3FE sk ~

EARe zACeln WA S ois AR pa e EPC-1S9 143t EF Eokll Al Aueler AEANZS
ZAF 20064 29 209, HASE 20064 72 119

Al 4 2 ASA xS Ao

=



318 FEHoISl=2A A HN3-AT M45(2006.8)

2. EPC HESA AAH

®omRoA Ao 24 % A% Asdel W PHe
£ YA RFID Ala®], EPC-IS UIEY A A2~ o
Qo

21 RFID 2lH/E1 2

RFID 1y 7} AMESEE Y9 #%, RFID i1
7 AHEEHE F3b Y RFID Bk Algshis el whet
=HE 7 ok A9 f59l wE RFID ga1s 559
(passive) ElZL W53 (semi-passive) B2, 18] 5%
(active) 1212 58 5 b £5F 1= 1o B
S A dYs B oo oEes vk HEd "
T A4 vEgE Wdste a, W FEY o oy
ALt A W e E AREska vk 58 FEF
a5 JRHF wbrbrl deld AR Ya A" Hgo] 7
ghste] A DY Higel kA A glvh

22 EPC-IS UESZ AlAH-

=243 RFID Al29S 15357 93 EPC HEHZ
A 288 ONS(Object Naming System), EPC-DS, EPC-IS,
Servant, 9], H12 FAHA (178 )3} Lok

Enterprise Application

ONS

Discovery
Service

EPC-IS
Internal 08

Servant

RFID Reader

(J8 1) EPC HIEYZ AAH X

EPC WEY=Y 5E& RFID 29 2, njE4gol9)
Savant, ¥ A8 A~E AF3d= AMA EPC-DC, 1&gl
EPC-IS9 $14] AHE A&s= ONSE A FTh

EPC WES =z 9l 7hzhe] EPC-ISE EPC oWIE 4
olElE E &3l ofWE veoJE= F2 g ID, EPC, ¥1
H 77 oHE EE A3 glow gt IDE AEY 9
Ag g

3. =3 I USAM2AH MY

w mEelA ke A g S AlAgS dAEH] ¥

A ztzhe] Alvte] 2ok Aol M dr

31 FHAAH AlLfz|2

FAN 28 Aele dud oa) 983 EPC LR
Agate] Adom AF AU bt An welE AT
dch AE D2 A $UE AAsHE FAAsEe o

9] A3hg 7hg i
Alzdl ZEE#(System Controller)s A&7 A =38k

207 Y& Am

A5 #2) AH(Inventory Manager)oll A
AR E 2o Ao Azl AFEAE A3 A g

AE ¥ nor] Y& EPC #elAHEPC Manager)ol Al =)
AN Btk s Qn BEE M 7 s
dxe gy JgAEE Rov] i doly A (Data
Connector) 2 WAIA & Buln EPC #&z2te Adld %
29 "A4 EPC g2EE Ror] 98 EPC-IS #vH
(EPC-IS Connector)E &3}, =g a3 #eA= A&
A ArdA gl % w8 AE dojs AdEE

2, Aga ANE AE B wovh spHgten A

s BESHE 2add RIAE taZdel @Y. olg
e FHA 2N AbE e EAEes (19 29 2o,

(38 2) FHAI2Hol thgt &=

>
n

32 QASAIAH AlLt2| R
C’J%/‘--‘% Adele s A dHE dseted

744 gk},

=)
ARl FEEE AR 49 d EPCR

iy
fo
o

2 2Ee Az
57 91 0% oA HAAE ws 9% b
= EPCE 18] Ala) dlolel AdEE 2ya A%
A= BE EPC-IS Bl 2EE d7] $3) d=d EPCY
We A EPCIS A9HE 2380 9F wyAe




2hztel BPCISOIA AR§3l7) AlAghch 1ela EPCS #
§ exeg gds) s 8Fen. EPC A
EPC-ISel ol3) feisl elel elzeel A4 A5 271 9
4 dole ZvEE 8wt 9% s EPC 94
S daged, con geye b, A9 g

sage] fasdo] Fvh 1EAsg Aol W &
Jet (g 39 g

7 1) =
g FH 9 QI

¥ EPC-ISE o &

: M s BR EPCo g
LolE g ~EE vhAA e EPC AEE 71
w3 EPC-IS T4 22 geHshy, FoR
Net AwE sbAdh w3 BEPCISE et @

E daraivt, Wy delHiz 2d ID
g} oHE g xEFgitt iHLHrE AEE #es gol

e Qg gopulrl e, REFolzhd
7L AES EPCi: 9a gy mev) g 34 g;,gxﬂ@b;
BE Aol dAtes B A% JHE &
o{7l EPC¥] ﬁ\_% O— 7oA AL Ai‘e EPC-ISE 271 9
ON%Q} A&l afaE SHE EPC IS Foidl EPC
ERU I RC olmLOl ﬂz;l_e Olﬂlwl—. EPCE &y 7t
HH, ol e EPC-1Sel 4#gul igfil EPC Aad
EPC-ISE 2L3hs]7] wiitoll R EPCe vlA vt o|HE
AR T odvk meba] F 4 Alglo]l ONSoF fH&E

EPC-IS 742 28 3t 39 Axgo] dAgon 4F

\l
e

2 Adsl SiaA w7 HolH ol At 2Aehel Ush:
AFe] w4 A0S Qi)

(213 )5k (2 6 T4 % AFAAY HAE,
2tzhel ghg el ahl.

~“Tracking and Autnentication System

Authertication Inwentory
Manager Management ‘

EPCI | ] WAL Parser Dats
Connedor Connactor ‘

REID/EPCHS UIERTE OlF

B NE &N Y ABALY 7

%
«
©

G sl
AvthenticatePart{EPC)

I

Authentication Manager ‘
bt ity el e ! Inventory Manager EPC Manager
: e

Data Connector

CetProu

= Inventory
Info
System Controller
Inventory Manager
GelProaueiQyByStore EPC Manager
Getl | GetProauctQty{Stere)
GetPo | GetPracuntl ccation(EPC)
J |
“Epms Connector XML Parser Data Connector \ﬂv‘er;lory
nfo
(O 6) T8 A ASA|2H MAZ?
Naw ZESHE GUISH 0 1482 Aol vE b
olo]g MASHE BE VEAS i‘j%i

©
NEE PR TS R AP

; 2 2~8E WHEE =
GetInventoryByStore(Store) &40+ @Al 43 A 4&
¥ shy GetlnventoryByProductID(Product) s> #% ID, Al
F ol EE A¥she HAMEM 7o Al @A ok
# b kS #Eldith AlertByProduct(Product)s &% %t
AEo dist B ko] fA 9} YAER AREAbel Al Harst
1, AlertByStore(Store)i= #Ae] o] Ep7l o= gA
Ao AE YU2EE AEAA At E5
ViewProductLocation(EPC)= Al Fo] YA FollA] tiazE
#o] s} 3 HZE42 AuthenticatePart(EPC)i= AHE-#}

NA EPCE L*ﬁ%L% Eise
olZ e A HES olFdhes

nq 74 Al /\i H] ~E /\]—Q_b}-o

TE& EPCe| Btg4S et

| =212 =l E Aess)
¥ EPCE 53¢t} Authorize-
Authenticity(Data Table)s= EPC A& s{~& FAdsla A
gy EPC Q& a2 4%k Authentwatel*PC (EPC)+=
Fash et 1Eg EPCE dEsty] 8 dole v
Elef Al WA A& 2,

A A An vAYs =g Besdory g
A ks wor gl &2 dstd Aidtt} GetProduct-

QtyByStore(Store)= A AF 4, xﬂ% D, 942 7& 8}
¥ GetlnventoryDetail(DataTable)= dolEHE R}
Azt efA o Abole] Aol & Aststu Getl’roductQty



320 dZHMelasl=EX A M13-AT A4==(2006.8)

“Lobservations>

<logEvent>
<location>urn:epc:id:gin:900100.7296</location>
# Reader2| 91Xl &8
<observation>
<DateTime>2004-7-17T709:30:47</DateTime>
# LM A2
<Tag>
<ID>urn:epc:id:sgtin:900100.456.876</ID>
# B0 &0 S0 32
</Tag>
</observation>
</logEvent>

<logEvent>
<location>urn:epc:id:gin:900100.7297</location>
<observation>
<DateTime>2003-7-15T09:30:47</DateTime>
<Tag>
<ID>urn:epc:id:sgtin:900100.456.876</1D>
</Tag>
</observation>
</logEvent>

<logEvent>
<location>urn:epc:id:gin:900100.7298</location>
<observation>
<DateTime>2003-7-16T09:30:47</DateTime>
<Tag>
<ID>urn:epc:id:sgtin:900100.456.876</1D>
</Tag>
</observation>
</logEvent>
</observations>”

(222! 7) GetEventsBYEPC(XMLstring) 2~

(Product)®= &3 9 AFY dA AF ¥g elEgch

EPC #gj2h= EPC-ISEHH 2"y HolgE 238, &
A A G AgroAe F AEFE B2t GetProductQty
(Store) = AE A AF 4 2oy GetProduct-
Location(EPC)= 2.3 % A|Ee] dA A2 At}

5‘36& EPC-1IS #AdE = EPCISOl el ) Hul»~ 3%
£ A&sety XML FAoA B&
© 2 %t} GetEventsByLocation(Reader)+=
srahy FRE KE oMIEE FHETh
i GetEventsByEPC(EPC)= EPCE #Hsls Fus

(Dr\

1
o ¥

Bl M 2 o
MU T e
1o
do

oMl EE #Elslt} GetEPClnfor(EPC)¥= EPCE &1
81l Foizl EPCo| thak ARE 7FA| 1 gl EPC AW A
28 JAEE et}
15

Aol A delelel s Aol el el st

: g Aastad o @
g AAske A48 =248
she dele 4 Feeleh Get-
Bl el X

N
=

T l ojgtHlo] oA AR
%!

FE3ch 19 ey 15

AT,

ReaderLlst(Store) b= A AE 99 #fx
2 298y GetProductIXEPC)¥= #AE IDE 7 A s

112] 31 GetStorelocation(Reader)= @t 914 HAE ¥
31 GetProductByEPC(EPC)+= EPCY A% IDE €
t}. GetEPCListByProduct(Product)e= A% IDZ EPC @~
EZ 2l¥3t GetTargetQty(Product, Reader)= g7} A
F9 B <& #gHITh GetModelByProduct(Product) =
#HHE AFe 29 g2EE Y3} ValidateEPCEPC)
+ EPCY E94-5 7#15d o g4+ EPCE A58 +

XML A= XML HAo] Qe ~EZS EWA
Aotz Fe BgolH, 948 XML 2E"S 3 9
& 4y ~EgS EPC Ibi%'—i A4 El%% 4 3o},
EPC-IS #9El7t 48 53
R L Eats % tot OIE@ %‘HHI:':E—FHA z
ol XML A= *EE’—% #Hstv, &

JE
o,

w2 A E A A AHEE 3
a0 I P i e i e B
RE EPC %2 714317 93
hFoe B AFES @A YXE e o8 A
olMslsl 8 dF EPC-IS7F 23dAw B =&
shte] EPC-ISYHE Abgshaich 131 AE BAME,
9 IDs, EPCE
A F A 7}142%}

WA o] mEeAM AHEEE FE daeEe EPC 2=

AA dugZe ey o)

Al

Step:

1. BN EPC REE ¥ .
2. 3IMOl EPC BEE R0SILH
. FO0/E HMBL 3A EPC 2
4. SGTIN 2=l et BEE

= AFOI
=

{E 1) =X 9l OIZA|AHIQ] 718 32

Hardware testing environment

CPU Intel Pentium I
RAM 256MB
Hard Disk Size 40GB

Software testing environment

Operating Systemn Microsoft XP Professional

Microsoft Visual Studio .Net 2003

Visual C#, HTML, Xpath,
Java Script, XML, SQL

Programming
Languages

Database Microsoft SQL Server 2000




Hoﬂ A}&XV} /HE” T &% 3o w3 GetInvent()ryBy*
ProductID(Product) & AHgsto] AFe &4 Az %
3 oubd g HAsle Ao Held AFEF AFEZ ndR
o 2 =RdAE AEA BES gesigoen =
ok &

AFEID, 4L AF olg, AF 5§

e Et Yew Fgvomes ook el r

N A A s
1] i €8 s

Tracking Systermn

[ Show Alerts Only

By Store Name
By Product ID

e 101

) Dore N Local rtr st

(2% 8) FHAI2H2 2 33

D@0 Dmen frroem @ 3% BB

Tracking Systemn
Report For abc100 5/20/2005 1:29:52 AM

Product ID Product Name  Store-Location

2100 AT Unit Anaheim Warehouse |1 1 )
a1 AT Unit Anaheim Sales Floor 1 5 -4
abc100 AC urit Fuberion Warshouse |1 2 -1

CE3 S

(38 9) FHAI2H| & 3iH

3 authenticaledar! Microsal! Internet Explarer

Be £R Yew Fpebes [acc b

View Product/Authenticate
Erter EPC urn epcid sgin 500100 456 875

& Authenticate

8] tore & sl rtrarst

I
[
S
ro
ol
=
[>
m
10
°
I
tolr

tH

REID/EPC-IS WIERIZE OIS ME T8 3! ISAIAE 73 329

EPC: umiepc:id:sglin:900100,456.876
Location History Date Time

Janpan Man

ing Factory /1172005 50030 PM

Ansheim Warehouse

The current location and the last location on the location history maltch

This report is run on 5/20/2005 2:06:04 AM

(24 10), (28 1D AFA2dS P83 A3z A
228l QlE]#e] 4~ AuthenticatePart(EPC) & o} &35}
Yo EPCE Hslo AF9 A4 4XNE rmozth 1
glal EPC7F &% Z=ehd EPC7F o] &3 Yald st

[«

2B E A7 oYz BolE,

B e dEgadq 2E AEe JuE Aa0e
delsin JES AFsE 4 2 AFNAYe 4A
FasA

#4 w QzAsge 27§99 BPCIE 7 A

-2 13
FARS v dedT elut 258 #59 W, o
R ﬂﬂ&lfﬂ EPC-ISe A4+ PHSt
ot} &gk ONS, 7
goldE $ETRaPG stH EPC-IS® x43tv, EPC-IS
oA eleld AsxzE EPC, A7 93E Z9sozM A

T =
& AH stehs dagte s Algdtt olut ¢ Fa3 A
& 7} =L FEF o "A]AFJ]O:—’T_ b A Fo] A3k

°] ‘%—ﬁ EPCE 7}Xl %L‘H, FxFeld, 4e3 EPC
FAete A A7 vpA ez goe] o H el of
Ui mwbdol ok B ERel Ay %4 2 QISA g
4 AnE 2] dalA Aea BE 228 A8

uhebd A @ olE Al el HA W THS Esle] B
o= AFY Audst YxF 2 By

F2 spobebis A28 Azsac

[1] Magnus Bang, Anders Larsson, Erik Berglund and Henrik
Eriksson, “Distributed user interfaces for clinical ubiquitous
computing applications,” International journal of Medical

Informatics, Vol.74, pp.545-551, 2005.



322 ZEHMolE@l=FAA M13-AT M4=(2006.8)

[2] Willam P. Walsh, “Research and application of RFID
Technology to enhance aviation security,” IEEE, 2000.
[3] Mark Harrison, EPC Information Service, Cambridge

Auto-ID Lab, Institute for Manufacturing, University of

Cambridge.

[4] David L. Brock, “The Virtual Electronic Product Code,”
Auto-ID Center Whitepaper, 2002.

[5] #vl5t “EPC WIE$] =19} o]% RFID HlEJA3 uls g
A" g\ eks] =83 Vol.32, No2, pp.358-360, 2005%
104,

=R
e-mail : msshin@hanafos.com
1992 FFoigal WA AR gk A)
19961 7o st 73 E Shah(2 5 AD

2005 A skl 7 e B e bbb

20061 ~ @A) 2 vhsta 7 5FE E st

-

g d =

SEREEERET LR

hongsp@chosun.ac.kr
Frofst A ALEEH(F A
EREEERE SRS SRR

i
[¢] s
AT S 7 e oSk A
&
:

= T
2003 ~ A mddta FAdhe

o &

e-mail : jlee@chosun.ac.kr

ZAst AAEEHE D
Z AN

FAoista AR R A

1982 ~ A} Mok A2 wg )t

AT 0

AAA, AREE, FHAHLHFE 5



