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Kernel Hardening by Recovering Kernel Stack Frame in
Linux Operating System

Seung-Ju Jang'

ABSTRACT

The kernel hardening function is necessary in terms of kernel stability to reduce the system error or panic due to the kemel code error that
is made by program developer. But, the traditional kemel hardening method is difficult to implement and consuming high cost. The suggested
kernel hardening function that makes high availability system by changing the panic() function of inside kernel code guarantees normal system
operation by recovering the incorrect address of the kernel stack frame. We experimented the kernel hardening function at the network module
of the Linux by forcing panic code and confirmed the proposed design mechanism of kernel hardening is working well by this experiment.

Key Words : Linux O.S, Kernel Hardening, Stack Recovery
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harden_count++;
printk("ip_rcv() —> %d\n”, harden_count);
if(harden_count > 150) {
aa = 10 + 10;
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} else {
printk("harden_count=%d\n", harden_count);
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if (address < PAGE_SIZE)
else

printk(” at virtual address %08lx\n" address);
_asm_{"movl %%cr3,9%0" : "=r" (page)),

tsk->tss.cr3, page);

printk(KERN_ALERT "*pde = %08Ix\n", page);

if {page & 1) {
page &= PAGE _MASK;
address &= 0x003ff000;
page = ((unsigned long *)
printk(KERN_ALERT "#pte = %08lx\n", page);

}

die("Oops”, regs, error_code);

do_exit(SIGKILL):

printk(KERN_ALERT "Unable to handle kernel NULL pointer dereference”);

printk(KERN_ALERT "Unable to handle kernel paging request”);

printk(KERN_ALERT “current->tss.cr3 = %08tx, %%cr3 = %08lx\n”,

page = ((unsigned long *) __va(page))laddress >> 22

_ valpage))laddress >> PAGE_SHIFTJ;
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if (in_interrupt() || mm == &init_mm)
//printk( ”in_interrupt( )=%d” in_interrupt())
//printk("address = %x \m", address);
goto no_context;
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int show_stack(unsigned long * esp)
{

unsigned long *stack;

int 1;

unsigned long address;

SS1: if(esp==NULL)

SS82: esp=(unsigned long*)&esp:

SS83: stack = esp;

SS4: _ asm_ ("movl %%cr2,%0""=r" (address)):

SS5: for(i=0; i < kstack_depth_to_print; i++) {

SS6: if (((ong) stack & (THREAD SIZE-1)) == Q)
SST: break;

SS8: if G && (G % 8) == Q)

SS9: printk("¥n ")

SS10: if(*stack == address) {

SS11: *stack = kmalloc(8, GFP_KERNEL);
SS12: printk ("Change Value of Stack addr =
SS13: 0x%x MMNMIING”, *stack);
SS14: return L

SS15: }

SS16: printk ("addr %08lx : ", stack):

SS17: printk("%08Ix ", *stack++);

SS18: ¥

SS19: printk("¥n");

SS20: return O;

}

(32! 5) show_stack() & & AE
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show_stack(sp);
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struct pt_regs{
long ebx,ecx,edx,esi,edi,ebp,eax;
int xds, xes,orig_eax,eip,xds,eflags,esp,xss;

(38 7) 280 ME== FE A= 72

2 =AM E espil A 2EY FE o] &t A sty

#3it}. espel A 2HE show_stack(g<FES Ealo] o]
W EA 24 W5l s Fhghe] 28] 2
Az Eo7te A& 4 F Uk

iprevOel Aol 2AM] FA4AE ol FHo]X
2 2N aa B 22 W4 ke A" 938
obErh Al A¥E st Ad o AAAL HY &
W g 517 Aetd (2" DA go] AdE syt

aa’t 7HAE FAYSE st Aladke wde fuEH
A #Bd, ol Mgl A do_page_fault) 55 s

i
=

=

o bt |m

=4 4 F =), trapscdlA AMES aadgol disiA
AAAA FarzAE)E g8 SN faultetA A
dHez A Agse As & ¢ 9

212 show_stack(sp) TFE
g} o ggez A

e

printk("——~=~~———~ iph=0x%x, &bb=0x%x, aa=0x%Xx,
sp=0x%x\n", iph, &bb, aa, sp);

show_stack(sp);

_asm__("popl %%eax\n\t”: : )

_asm__("mov] %%eax,%0":"=r" (check));

_asm__("movl %%esp,%60":"=r" (sp));

printk("---—==~——~ check=0x%x, sp=0x%x\n", check, sp)

_asm__("pushl %%eax\n\t": : );
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