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Visualized Execution Analyzer for the Java Class File
Kwang Man Ko'

ABSTRACT

The Java language is rapidly being adopted in the Internet. The distributed applications and their application range are being expanded beyond
just a programing language and developed into software applications. A variety of researches are going on with regard to the Java Virtual
Machine runtime environment and methods of analyzing the Java class files and utilizing the information for applications. A class file is a con-
verted file that is executable by the Java virtual machine. Analysis on the class file structure and the runtime processes will be convenient in
arranging the decompilers and debugging the source programs. This paper is about the runtime process analyzer that presents the runtime proc-
esses, including class files, more visually. The content of a class file will be easily accessed and expressed as in a graphic user interface. The
information in the class file displayed is divided into Constant_Pool, Class_file, Interface, Field, Method and Attribute with information on method
area, operand stack and local variables expressed visually.

7= : Xjut B2fA m@l(Java Class File), 229X (Browser)

LM B

$2 F48 A 2239 AN A% AADE LA}
AA AL g AAE AaE L Bele] 34

Ak Tz ol dEY W B B4 AAWAN  AAE AKEe] Wl ol ol gz MANY Tz
ERHoR $4 T2ade AW £ ARG 448 Aol a9e BNl 47 9ok A6 Zzade R o
24 AAAE Aol 54 % SE A% 842 A wshdolth 2eid Ak A%k A% HWS F A4
Aok olek At dlol= 53 smdlol, $AAAA 9 49 Fdx Bdol Zade Fu DAY Aus 47
A BT BAT S AE Be oINS AT A A QA Ak F, Ak o] AxRelNE $4 Z2ods
[1,2). FAE SYHeR QN7 A Auk by I1AGAA

ANAGF o2 A zZrade Zzade] F3d s Hde AMgsta At weA Zds fYe

B ¥ JE7 A4 Aok 2 olfE o Y AA Z2ade WE 2E HEE 231 e og FHE

% This work was done as a part of Information & Communication Fund-

amental Technology Research Program supported by Ministry of Infor-
mation & Communication in Republic of Korea.
v FAsY A FFEYRTER wf

S 120049 59 23, MAReE 20044 99 99

osi fijo r>4

Hol AA 5o gt

ERHoR ARSn $ET & A- GAH A7 ol
lgso] o 53, 44E FAx 3 Fuo oY 24
F4 2d2 Aol AHBs gL v AN 23



320 BEXNeIEsl=FA A H11-AT H5Z(2004.10)

Aok 2 sde vlouve] Hel2A Aut JHd sl
A Adgso] A Ang AT 0@ S fde F
Ze Add 993 ZE A¥E AAety gleng o U
2 F2E olffishet W V12AQ A4S g gk

dolve] Uz TAE 2 Fde A s 71 A
A &HE IS AT BE ARE 7 gow 434
oz 92 #d9 ¥z 2L ARE FEI| JT =7 E
o] ALgE R Atk AT o] EFEL YFE g2E
ooz FAH 2 FU9 Y& HIded B
EAGE 74D Aok E=3 S22 g A4 FEQ vt
olE &g ol#fsly] A B Fd Fdof UiF
Aol A=z Ak gy & =FdA e S 7do
ARE 2o HeaA 428 ¢ UARE 22 #4499 72
g 671 Y REOR o] ATAAeH Zzte A
HE A7 st 3t #Eo] mdstgrh 22l At vt
A AN E URY 3258 EM8d 4He +9¢ §
s AdstA sHed AAR Zuk s 71A WRA Y
By =g FYPHE #AFE By HsHA olHT F
AEE 2 =AM v 282 Fd& BAste Sy
gl g g A 7P ZIAA A AR fdEHE HY
& HUh AZHR gAog FHSA ofF A Aut 7t
1AM BEEE T dE WA=E 6719 A

BROoR Wil BN ¥ 479 Uz msgoel A
g AN 2REE Hge B AHA FEY

Q=S ek

2. 7|4 A3

21 Bella e px

ul FeiA Hde Au 22 AL Y3 HolF upolul
2l g9 dolelg uistAl Hrt Y o] &3} Fax of
£ ZA =, Aut 2 w3y <ol gl Sl A
#F A=A Bt & 42 5 ool opfE B FHjart
HoFo] glhlE A== Fd2 e Ay Fyx
$d% sy A8 HE Aot Fgx 5dL gHE
HlEE Y] ozl 302 F4EY dojH ofolfEL +
Axon FYs FYd AFol =HA Hrh EE 16HES
PHE A7EL 27] & 4719 BHIE vlojE 717} 9l &2
2R FAHY, 1uto]E ol AAste B Y A& d ubol
Eo H2 upolEE WA X Wi 94 (big-endian) o2 THE
oA Hy (g DI #L 12E /B3 ], 21

BE S¢~ 999 A& 48lolEE magic numberZH
0XCAFEBABE#}= zpul 22 5t 9dS JehFE a4
9 e A dd. &, 5do] OXCAFEBABER A &3}
gow 1 w2 Ayl F#x dge] oA drh mi-
nor_version® major_versione Fadl~ BdE AA4E P

A9 HAE Yehle Aoz JDK 2 HAR-EE mi-

nor_ versions 0, major_versione 46 & A3}

constant_pool& e dE HolloA M =

A e AFstn e iy dgezEs gE
A4, final M5, FH2 o)E, WAE ofF T& EFsn
Qlt}. %3 constant_pool_count= constant_poole] o] 9l
v 2E dEZY /A+E Vel constant_pool Hlo] &)
Hgol e 1Ho|EV ofd F/9 AedAE AH3A
fh access flags FH A9 FHAE HE vlA7 gro=
vebd Aol this class ¥ super classi Al F#x9
W 1 Edlx o] E& 77 JEhIT Object E8 A7t
Ef2e] RE7L Y| i TR AN 73 FY
A AsA] Ut javalang.Object”} 3 A7}
interface, field, method, attribute® Z}zte} AR E 7}

o gk
= e

=]
4 F

—dy

o]

L DV s
2 5o oo

)

)
£

Magic Number [__Il class Tt &2l

Minor Version | minor version
Major Version |

Constant Pool Count lj

Constant Pools

majorversion

class & interface &

S L

Access Flag | classe| H2 $HA
This Class | A2l 2| classe| Ol &
Super Class i super class2| 0| &

Interface Count
Interfaces

Interface®| W &
Field Count
Fields | Fieldel W 8
Method Count
Methods Method2| L &
Attribute Count
Attributes | Attribute L
(32 1) s T Px

22 A mel BAM g MY Oy BN &3

A vlolA R Al 2"z M AFHE JDKIL, 2)4l4 = javap
¢ §4& o|&sto FEx HU WE FRE HET F
stk Edl2 e ARE Wi EE gk Opcode
HOoRA JVMAA FadEE d8E A B 5 it

DJ Java Decompiler{19l AlZt3t Hele-A & Al&d] &
W Fd AR 78 2 97 3U(decompiler)7HA 7Hg g
Sgolth AR jad20]E o] 83t Fdls HUEL FAS
7 W& o JVMelA A f3te javapd) 7153 FAMSHS
i~ B vig AAE RGFH £ JVMlA A3
HE MAsE 422 Opeodedl it ARE HojFo

DumpClass{12]+= Oolong®] Dumpclass24] Z#l2 g
e RE HHE & F e EPoiAg dl2E Yz §
A= 7] wjE duk ALEAZE S el g FA A
A el Ao 44 2 EFo|vh

ClassCracker[21]3= Mayon Software Research®] Zaf~
By 4 EFEA javaZ A H FdA dg LA



A UWEE B F UEE & =Fott. AR HAA S92
el g WEE HAE FA I go] FAY FHIBE
A Ed2 gde giF He] 4R ¥

Artima Software[18]AF¢} Eternal Math& &b} 74 717
7} &5e] vlolE RE BHAE AFEHe|HeE R L of
E3 Holy ¢ BeteAE 53 HAFE Ayl o E ot
o] A gHolElE M VA A= YHE Fdo] ofd xR
aYue) 2713 4oz Astn o 5 Fuie]
g vamuie] b J)A 5T AgEE FANS BAE
U HE dig npe2] oHEE A Hize] A3
£AM, LARE 29 9 A9 Wege] ¥HIs (1¥ 29
o] BojFr}

: Applet Viewer: ElemalMath class =]
ETERNAL HATH
Locs! Veriabias > 7 The Mathod
i hewvsle vate o byvecad e
] 03 iomn D
1 % von0
0 00000003 3 2 84 imc0l
3 o0 ¢
= 4 o1
5w
e 2 : Oparand Btack & 05 docast 2
e e gy 68 bl
’ g B om0
1] 00000003 3 9 a7 ooz
1 ooboootz 2 10 ol
> ; 11 ]
oproy =
[Step I Run
+ sl will pop two integers, muitiply them, and push the result
Reset

(33 2) Eternal Math2| HIO|EZZ A|E10]M

HES, ARF3lE A vlelERE HE Az =7
B S8 Ant TROAL FAst dFge o), A
v 7 1A B& B 4 e B Agdee FHg
2o 2RO HH3 g&o] /MEHes st EF
AL&2E7E A e S Y W ofyg Al AE 5L E
o] AFTE 22 FYe] BEIER AZHOR A
Eelo] s AAAE 5 o] ThE Alge] AYE Z2
2¥s A ol F URE . At AMd 71 A
4 8A25E ANZEete BlelEREyt dA FdEE A
& BAFE Aut vlo]ERT A EHCIHE vlo|EIE ¥
MY vas AR 20 L9 HIRE AA TFAH
AUtk velExE EARE dEd S Y& B43q
F#2 Y Ufel A e 45 F AL, F#2 o
g, 22 Wiy vtz A9 WE 7 vang T4
= dlolEmE 7t WAy B8 B 3= AHe Hy] &
A Wge 27 5o HERE FEY UF A5 T2
methodPoollnfooll A ¥ ohg AU AA= HEFd
g8 #H2E F JEF Ak vie HPRAME meth-
odPoollnfo ARE Fx3te zt74e] HRE ALMEA QUE#
o2& F3 ¥ 29 2Ly HPF= was o
of AA Z=o] HPo R s YAHE 29 Ao An

lo
~

|
f

norrow

Kb e IO CHEE AlZtat 23 2447] 321

Hgez xgdE eHTE "o WE W XY ¥l
HSHE AMEA Qo] 74 849 eHTE 2H g9,
AQ MEFE T HoFes 988 o AW At 7}
& 71AS A A T HA, WA, 2718 T3] 7HE 7
Al & dgsHAE JHAse] ddHE FH2 fd
4L B3 24" WEES 7wtoz AEHelhsy] o
ol 2AHEE 7HA

3. Alzte dY 247]

M2

Apup oje] A fde hx TP oulg zju}
V¢ T1ANAN A&7t Fejolt. of2d S Y9
T2 R AAHYI A8 A g FHe fARYy 7
A, a2z 2299y Fol Heldd AdE + Aok
& =M E oleg 22 Hded HE B4 G v e
AAz dgss A4S Br A4 og gEs] A% A
y Ry 4718 AT 7EI o A i
deof Wge GUI &73A 9 2ol 2 9 Bdo| &0l
EE (29 3% 2 AL T A Zd2 Hd A7
BeheA 2 A £471E At

fin

Local Variable.

durE

=

(38 3) Ay} B~ ool M 2A7| 74

e Yol Xt gl AR ES Constant_Pool ¥
, Class_file %%, Interface ¥ %, Field ¥¥, Method %
7, Attribute 2222 UHAN YN EE F At £
Sl Fdo A9 AHA #Y HRE HFs gle
HAE 49 FH, eHIE 29 HB A9 W HRE
ANH oz g AAHA 7 FAHL *class FY
€ f18 o g wo} Constant_Pool, Class._file_info, Interface,
Field, Method, Attribute AR ¥4 & 6G4AZ Uyolr
ek BME WEF Auk Mg JAGA ddHes
A= B4 A EA5a 28387 98- method #
& & 9l £9 local variable 4% A 8.9} stack 9

AR oju g WEEo] AFHa AgsteAd i 4

e Mz



322 FENMelSE=2X A M11-AT MI5Z=(2004.10)
&t 2 }4E& GTK(GIMP Tool Kit)& o] &3] Al 2bstat
of REF
ek 7B 1AM Eels stdo] AEA e FYHE
#RE B AM = FWL e o] o
of gt} Ak HodelE T3l HAHE Fdx HdE 74
e WEE e A3 Ad #A 9 Ak sk 1A s%
Ao ogA f71Hez AsHEA oHfFd Fart it
UL Y BY7dME dEE 2 LS E4 8
& ATl AFH Sle BEE FEEE FEIM
et dEd A2 sl A gold el whek o
&5 BAdn E4dE YL oM vis FEe] 4
o7t AL H I AsE FEo]7] fEel fiE F
e &S Uﬂ/‘\_ FE719 dlgoz A Hr
A= FE7ANE 282 3d B47E B8 £44€

WA olf

nlm —l)l

,HAE AA 2 diE HA
o fsﬂ% b= 7Hd 7]711«1 o], Add AAE vehd
E zaady seEE 2 M VA A /48R T
e JHAol2E T3 ERET Z2Od JleHE 9
olo] o ofsf WAsl= LHUY= AEH} AY Wy

A 24%”‘“4 SHAE AEY Xl°—.“’ g BAH
wejole] Aaol
XL
ol me 9

1

&
o

fr Ao

o

o] =

O

Hr o x
)

X

i

=&

s

32 HA ¥ 78 #H

2 A7 g8 die gxs $AHNA AFHEE 44
Huow QEHo|~E HEaA 93 GTKGIMP Tool
Kit)& ol &ste] 7iatgdrt. (19 D U2 3 43
BH7)9] HAHe sH FAHOEAN Fie WFE o] &3l
Y2 gds AEd & E 2da Aol dig WEE
BoiFA dr,

T

vt et s |
i

mFm% - F"““‘_’a nln |l

P‘T"‘"im“’ﬂ e |5 wimﬁmm] Vil B

& Stack
W

) Byte-code @ Method
=) e e
Local Vistatien

ofiet | necvas e [

&) Local Variable
Ha}

H 7

i} K T R =

(0 Mnemonic A%

@ Method Name : #x8 312} 3= Ais olF
v Fioln.

@ Byte-Code : *.class ¥l & Constant Pool, lass_
fileinformation, Interface, Fields, Methods, Attributes
Zzte] A FBRE GTKE o|&38l9 &3}

@ Method : A8 & wlAEddX ALSHE WHoj5o] BE
"ot PCE A ¢3A1 e 7HEE S X o1, off-
sety BHE A, nlolE mt WHolEo] B
ojd vle|E I RE SEAE & 7 WA #FH Y
By W 5L HoFA duh

© Stack : BE7E FAE W A=A dojube B2 FH
& ZA g

® Local Variable : A gH 52| wigel s BoFA ok

@ Mnemonic A% : 8l FH7t FARHE oufg 9n|
g zteAd g 49& YEhich

filo
>

s

33 78 Hda
AFdF oz FEd ¥~ od 43 EAvE (OY 5)
o} gol E&HH File vlwg o8 9o 95y £8

Nse waw,

corcr | [ o i semon | o : ﬂhl_d -ﬂ'li,i o | o | o | o |
| [pe [ ot | meemne ap | st mu::“*‘m T
= e TR T RNV A -
Lo Varabier
o T s A
B I T
] T

=1 =
.92 Files 204 228 34U de g

" crests oir | Delatleaeg--ia,R‘snama Fite |

Jusert/inpsp/bytesimuZ I

| Directories 1 Files |
4 Makefile
/ aaaclass
combao/ aaajava

actclass
actjava
bak_bytesimu c
bytesimu

bytesimu bak

bytesimu.c

halln Flace v
Selection: fuserl/inpsp/bytesimuz = i
[noname.t<f E
j o | cancel |




24 Zd2 dd(aaaclass)S YHOE Yo} 7o) o
# ARt (29 7 2ol FdH. #HF FEIA aaa-
class o] g £ AEr veldo (a9 DM e
constant_pool®] W&& £ F UEE HNHHoH class
o] &, method¥ initO&HE method?} el A ok

T L L T
WIé-W*’M » ui’ﬂ - f%»“.d M:ﬁ..,.l
::‘g;:ml:: zﬁn:mas . T e gm” i
LI ptfﬂlmi‘ s ][ [ [ bmve] ]

MFN}DREF ‘valang/Obiect 1 d 2 g0 LR
1

pt> [} nvikespecid #1
LASS " 4 0w Ly

L .
'Fl\enp v

l UTFBlaghe £ *Coe*

|7 UTFD lenghe 15 “LnehenoeTabis"
J6 TR langhe 4 *mar®

5 UTFE lenghe 22 ‘(L javaany/Sting) ¥

10 UTFS lengthe 10 SourceFile" Loc Vanbies

11 UTFS lsnghhe § “aaajava”

2 NANEANDTYPE um"’;r afsel | v I ik 1'3
13 UTFS lenglhe 3 “aaa"

[14 UTF8iengthe 14 “avatang Odject”

rilk r R T
L | ephaton

(A8 7) S~ me FE B

(1Y 8)2 22 7Y ARF vis FRE FHI A
o Wiz d3 ARE Hu} A A2E F AEE 3
7198 Eg 725 A8 init() “1]5:59} main() WA Z
FAE Ef PR HofFrl REAME iz
g B8 AB7 §of V] Wi oﬂ SZof A MAZ9 pe
7y AEEd o) o]z B HAEA FA #AY + A
i3

e
e T o Y o R e
[Breetod 0 tane and> TR
Byoefod | nane man | Operand Sk
ruces s 400 PRI ST e [oma[oment]  womonc |18 [ g ol bmvie] . e |
B p>0 B koedd i
e ﬂ\“mﬁh‘&!" 1 i hore 1
e O T
name  Code 5 [ :ﬂ: fno
ma_stachs Z‘ B fad|
i jociin 2 5 M onst 2
Bcote Jenghe 15 GO
1““"“—“ nom sl
[Fison! "o s ; T
o § R
fing 11 s e e o
= CHC
imal |
Isone_
a0 §
&xcepton enties - 0 I
i B R I
| I 7 | epim|

(08 8) Sthx Mo oa= HE BH

step HES F2W PC7t 094 12 F7hghel wet

1t}
& F#olq) istore ] HAE ¢lolE A HFo A W

gl S U0l Thet AlZtsh A3 #M7] 323

A LA e EASHE k& AJPH. o] FHE
FsE A e 3 WA A A Ade A%
Hol gl 0 ghol Adh (28 9= ojd 34X 2 2
#}g NAHor BaFa gk

wﬂl‘iﬂ""’“m M@_ .4 o .4 EQ_J_I_I
|E-methot | name <ind> &
mehod | name main i s Operans Sact
accen g ACC_PUBLIC ACC_ST _[‘—T e |-| q[wlmmi i B
rame: main i o ko 0
type (iavaang/Stng)v L e 1 :»: i |
e, 0 t o W §
tane Cooe 500 c#H !
[hesas bon e
[ jocalia § M icongt 2
cote_Jengthe 15 "o i
1 Ll I now ishore_ i
ow. ! 7w g P il
oo § e
Lnt " i Local Variabiet.
ot
'[:ums;_.’ L] I her vt ] e |
oy
[ 1 om0
ot §
Locepton erres 0
i H
HE Ll T
B I ] epratin S e i e vaiade

(02! 9) Istore_1 HHO| THA| X|H H gl Aefof A

reset HEZ Aggt A9 (29 1007 2ol PC7} o ¢
9] o3 WHE FHIE FHgel A
QEA oo g olEdit) L Ay xo
%713 Az 4o

s i o i | danfs | et o ] n]n]hlﬂ
Behod [ rane <> ot
b ) e nan oS it
T ey | S P s | ) o I
g pan e-> 0
rrm [LjavaangSmg ¥ = : r;:} ﬁ-'?
b a4 s
i—r.ue Code 5 M e
o sk 2 [ ] load 1
e focase 2 § W e 2
Ehcose_leaghe 15 0 my )
Hi w:o'lﬁ_lﬁ it lere !
:;;;:!_5 on g ., e s
Do —
i 5
_\cuns;_i = ! b I =
il
istore_1
oo §
exceghon entes 0
| | g
K i 5""‘ . |
: e

:R:
dto] 22 Heo] olBA FAH JEAE G o

(12 10) reset HHE M4
4 WE § €% A7 WE

2 ERe Au 292 3ol sAD YE

£ o1&
RS



324 ZEMIIHBI=2 XA M1-AT Xi53(2004.10)

E gH7t obd AZs FElE HojFo] A7t e
e g WIS BolshA 2 BEEolx, Aut A 7
A7t 2 sl goled oI FHES FYstd 2~
B3 2 wggol ofgA FaAHEA da] A3 JgA
719 A¥E £ QU A ol @ dve A5 29
2 BdE ol e Rold =ES F 5% doH 2
g 7HE 1A A8 E471E B8 A8 goz s F
O U Z2a3d A4 o)E & AL Aotk

EF £ =T A9 g4 gD EobdA #4851 9
T Java o8 A% Bot A A #3475 2 A
W83 A #&8d vk

#3 g H

{11 Jon Meyer & Troy Downing, Java Virtual Machine, March,
1997.

[2] Tim Lindholm and Frank Yellin, The Java Virtual Machine
Specification 2nd edition, Addision-Wesley, 1999.

[3] Bill Blunden, Virtual Machine Design and Implementation
in C/C++, Wordware Publishing, Inc., 2002.

[4] Sun Microsystems, The K Virtual Machine(KVM) White
Paper, Technical report, Sun Microsystems, 1999.

[5] Rainer Leupers and Peter Marwedel, Retargetable Compiler
Technology for Embedded System : Tools and Applications,
Kluwer Academic Publishers, 2001.

[6] John R. Levine, Linkers and Loaders, Morgan Kaufmann
Publishers, 2000.

[7] Nik Shaylor, Douglas N. Simon, William R. Bush, A Java
Virtual Machine Architecture for Very Small Devices, In the
Proceddings of ACM SIGPLAN Conferences on Languages,
Compilers, and Tools Embedded Systems 2003(LCTES '03),
ACM Press, pp.34-41, 2003.

[8] John Whaley, Joeq : A Virtual Machine and Compiler In-
frastructure, In the Proceddings of ACM SIGPLAN Confer-
ences on Interpreters, Virtual Machines and Emulators 2003
(IVME '03), ACM Press, pp.58-66, 2003.

[9] Derek Rayside, Evan Mamas, Erik Hons, Compact Java
Binaries for Embedded System, Proceddings of the Sth NRC/

IBM centre for Advanced Studies Confercence (CASCON
'99), pp.1-14, 1999.

[10] W. Paugh, Compressing Java class files, In the Proceedings
of ACM/SIGPLAN Conference on Programming Language
Design and Implementation(PLDI) '99, pp.247-258, May,
1999.

[11] Clausen, L. R,, Schultz, U. P., Consel, C., Muller, G., Java
Bytecode Compression for Low-End Embedded Systems,
ACM TOPLAS, Vol.22, No.3, pp.471-489, May, 2000.

[12] Joshua Engel, Java Virtual Machine Programming, Info-
book, 2000.

(13] A=, ARl Ak 220 F48 95
golE], drAe=®A, A7 A7Z, 2000.

[14] Jike Research Virtual Machine, http://www.ibm.comy/devel-

operworks/oss/jikesrvm.

Ho]E = Alg

[15] Waba Programming Platform, http//www.wabasoft.com.

[16] Joeq Virtual Machine, http://sourceforge.net/projects/jeoq.

[17] GTK Tools : http://www.gtk.org/tutorial.

(18] Artima Software, http:.//www.artima.com/insidejvm/ap-
plets/EternalMath.html.

[19] DJ Java Decompiler, http://neshkov.hit.bg/dj.html.

[20] Jad-the fast Java Decompiler, http://kpdus.tripod.com/jad.
html.

[21] Class Cracker visual java decompiler, http.//www.pcug.

or.au.

oo

e-mail : kkman@mail.sangji.ac.kr

19919 A2t A FHFGI(F D

1993 F=oista AFE T HAHehy
HE(FEAAD

1998 F=oista g%
HE(F A

1998\ ~2001'd ozt st AFEHEE AY A}

20021 ~20032 Queensland University of Technology &+#w4

2001 ~dA gAdte AFAARISR Zuy

TaEok: 22 o HA 2 ¢4

EEL R AL




