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Abstract

Role-Based Access ControRBAC) security policy is being widely accepted not only as an access control policy for
information security but as both a natural modeling tool for management structure of organizations and flexible
permission management framework in various commercial environments. Important functions provided by the current
RBAC model are to administrate the information on the components of RBAC model and determine whether user's
access request to information is granted or not, and most researches on RBAC are for defining the model itself,
describing it in formal method and other important properties such as separation of duty. As the current RBAC model
which does not define the definition, design and operation for applications is not suitable for automated information
systems that consist of various applications, it is needed that how applications should be designed and then executed
based on RBAC security model. In this paper, we describe dynamic properties of session which is taken for a passive
entity only activated by users, as a vehicle for building and executing applications in an automated information systems.
And, a framework for session-oriented separation of duty property, application design and operation is also presented.
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AR P HIAol AAHE B AHoE A
A JEEA Ao vis S FAF ARRA JlF
& A a2y, 1Y 48 gE JYgESE o
& Hot Ay aFANYEES 7HA T dolA, TCSEC
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A8 dEAE gFEeE, ¢ 984 ¥3E & Y= 4
W A8 F{cardinality), A4 & ¥prerequisite roles),
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Nadel A3 72 9 FHUA 53 B4 93
7lgstn £ 480 # = das 40
B H2EA 2ddg FHad 281 dgd RGF
g 7ledtel Z B2ANE o] &3t Z YA
t AEEH predicate calculusE 712 Al2ge) A
WA FA, $4 BEA4L 27IvE o848t FYHoz
Jl&de 71%€ AFFUSG 191 (29 2y IErw
HATBA ndn BEE EANES Z YA E o8
ol Jlgsied g 7|8 Aads Fgd o
FE4 s gidh J1EA8Y USERS, OPE-
RATIONS, OBJECTS, CONSTRAINTS:= %47z A
S A, Ao FE, ARE AR ¥ AH
EE A2y Ade I, AgzdEY FHE v
Wit ek,

279} Permission, Role, Session® 7283 &
ol 43tef Aoy AWt HTHA Rdo] AY, o
& A4 TH82E vela U dF S, 27
o} Permission® OBJECTS A&3% 7'+ object ¥

[ USERS, OPERATIONS, OBJECTS, CONSTRAINTS ]

__ Permission
object: OBJECTS
operations: P OPERATIONS

(=719 1)

Role (714} 2)
name : STRING
users: P USERS

permissions: P Permission

Session (271%} 3)
T name : STRING
user: USERS
| _roles: P Role
Yr € roles - user € users of role(r)

users_of_role : Role — P USERS
user_of_session : Session — USERS
roles_of_session : Session -~ P Role
roles_of_user : USERS — P Role
active_roles : Session — P Role
mutex_roles : Role U P Role — P Role
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2.3.2 53 g5

54 gFEel(dynamic SOD)E AMR7} HIE A}
42 WA e d3uwely g wAHEE,
AA FUdF AR o8 gAsEHE 850l 45
S EHA #A0 A FEE FAstE ol (2]
4t 3 dFE8 EA i Z 27vtein) o] v
Ae A dFEE wel u& Alage FAo] 4
A1 F&9 fdHe] FulHE FHE X1 e
Y, 38 Zaado] AdAM Z AHEAIT A4
< 53 Az 9YEDY FAE QY 5 A
T 71%el #7t2 279

DynamicSOD (2715 5)

8% i
¥V r:Role | r € s?roles -
mutex_roles(r) N s?roles = &

(38 9) 34 AdFE| 8Y

2.3.3 4 9583

A, B4 dFRE e Fo dFEe &40
A A F-¥-2)(operational SOD)oIt}, o] AAL Fr A
28 §AdA FYHE Ao & TP o
o, 2 §&§ ZEaYPA ALEHE BE d4tgo) @
ALgRLe] old] Y=ol gEE A4S JEdn
A A% AFRY A9 Jeo) 28F $& 2
a¥T G JdFEE HEdg AYHoez Jesid
(29 B¢ 2ok (28 59 (277 6)f) Foigd 84
Zzay 27vtll e & Z2OPS A A

A 2 Aol FPHE dUHE APoz HFsn
gen, (&7]vF NN (27]9 6)& 7oz & At
YFE 42E w¥stn Uk

(2715} 6)

rame: STRING
initiators: P Role
objs: P OBFECTS
ops: P OPERATIONS
| plor: soq OBJECTS x OPERATIONS =~~~
V tuple: OBJECTS X OPERATIONS | tuple in plan -

tuple] € objs, tupled € ops

_ OperationalSOD (297 7)
app?: Application
V tuple : OBJECTS X OPERATIONS |tuple in appplan -
7 { 3p : Permission; Jrset : P Role, 1y, 1 : Role | 1 € rset;

Ju : USERS - tuplel = pobject, tuple2 € p.operations A
P € rpermissions, u € Ty.users A

Yo!ln€me  : ug users of role(n) )
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A28 de LAY 7% AR dF ALz}
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48 Z2OYL A Nagy FEAHE FAANT
WA Folz YFE TP @2 AHod 4+ Uk
AFAe] AYd AT F 9 H2EA 2
Ax §& ZzaPe] Wit FEAF &= gdey, A
BE AFsn U= ANEF 2 ANE oY AN
Eo JEoR S8 T2aEL AYsn g AL:
A2l 22 ofe} e 4 Tyl i Ao
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€ ARA2gdN e FEAT JEE A g 9%
2 Fse 4V A28A 3 J1EYHd #
94 g A3 AR A%Y AAEd dg N
€ Afse FA 94 AAYE 1Y 9 FHAs
tha #EErH20) wetA, & =EdMe 987 3
TEA R 7lggde FEHn, 8 T2
AA 2 8ol ARseE AAE 78R e §
£ Zzade Funt W HITEA 2d9
FAL: F AL 219 71€E sk o] AL
A AR g AAHA F275 & FY3E 44
71%€ 7R YA, AEAAY AFEL AP L
AHgA7E Huld ¢ ¥ UFAAE AN ¥ 49
Ha ApgAe o3 FrIAE 53U A4 e
st ok wekA, G8r)g {2 FA 240 daE
29 #EN2dold AsgdE FRA2Y T} 2
Aol AFd A AUY nAxdE F8H
71 918t FEHY FAZA HA9 B4R A8
ez & 8§ Z2ay AA L AYFAd B
A7 5Holr.

gty & =foAE $8 Z2I98 J#E o7
Mo ARED} JAEDS Agzed FEee A
ogch @ 84 T2IPL AHEAA FoI A
Gzdd Azxdd Z Ao AFH Fa, Add o)
A= AR 2 F9 Jleg s AdUlE
& EEPd 88 2o FAsLA AgzRY
oz Faued #AE I AAE, s8¢, A
Aol FYAL EE AMAETS ANRAG AR o)
EgE 4 Utk ol @ &8 TzIaje HARHL
ArRA2de PN & TR VFEH BAS
2 ol# e AHEAA §8 ZT2ad AAA
3 sydn.

31 Mol Ho o &Y

AAL (I8 DellAst 2ol ALgAE MAd] A
? JUEL T3 A AN dYse JEed
2 Agdg(ag 2)9 (27w 3). 284, 2 =&
o ABL AR S3 FEHez F£Y, FaHE
Mol opdel, HRERY AREE FH=E2 &
229 Aold we +Y=E §4 T2y 7liF
o) A4 9 4% @92 ¥t 2 olfre AAo
shtel ALgAte o AHEATE A9E £ SlE d o
Ao ¥ER TS, ARA2YY FEY 2P

At st o]y AlgAtel 3 FHYHojof 3=
&8 T2ade 44 % 49 27AEE BFAINT]
wiolch ol @ MAY Aede HAFEZY A2dEH
Ze Assd ArA 2oy FARHAN 8 T
29 ARPY 75 R &89 VETREAN B8
2 7 ok o9, Ade 943 49 $8 29
g3 $FHeE s&HE ¥ EE AA2A TEE
F on ggR TL E4EL Vg

D AAgol A5 =23 Bls
ML B AR o8 #8949 4 e 9gE9
Agoz, $8 Tzade FABHCN oy ¢
& 224 g8 FHo A5 ANeE 4
YE BA7I5e AT

@ F2EA 2H9 Sy
AQ3 A $A ALEL Fojn N2 A
23 WA BRNN @ AL} F9E & YL
MAE o (authorized role)S ¢ HEYGolT} w
B4, A8A7H B4 §4 Z2adg TFARE A
He £9% 9 HF V15D £9E 5 A= @
X ARET ALY 4 Jong HAEA WAL
F4AEE $o.

V u : USERS; V s : Session | user_of session(s) = u -
roles_of_session(s) < roles_of_user(u)

(38 6) Mue LR 3

@ dFEe 439 9
RAEA2H] FEAY g€ 8 Z2ade A
BA2glel 234 4A& BAE] A3 oA
AHgAel o3 F24E #HE 7 Sle e E H
aghsto{of @ MAE VNtes § 34 xTE3
e FAAE HA & dE qEEL FHEy
A dxd Ahez FHsa, 74 AdE N2 9
B AR FYEEE HAyste VsE ATEL
2N Are 734 23r15E AT e

@ 15F 8 Z2aY A% AF
$4 Z2add dF &8 A= BRAZ 4
AgH 2 AF e AdEd JA¥ez FAS
Aou2], Mg 7oz & & Z2aYA
' A2 dud AN gYEe d¥e ¥
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3t AHeE FRHo R 4 T 44
s dFEE 43 5 dAse A2d now
A7t B AgH e &4 Z2aPE dAsn
ALEE &4, #9E F oh

32 Mez(giel 88 =20Y He

AL 31944 71ed vt o] §8 Z2oadE
T JEGHEA AHSAte] HIATE AYdA
oA AAsE 7F5g AT EF AL AR
Aot A 29 A 98 9o JTBAE #e
stog e dde oo §8 T2aPse] A
o dFEE €48 FFdE A9 Buo] Lol
F4g 7M. (38 D2 (29 59 (2719 6)9 A
" &8 ZZaPg AMY S 7WeR g
AHolgk A 7wk §8 =219 (SoApplication :
Session-oriented Application)o] dig 2710}g el
I ek

SoApplication
name: STRING
initiators: P Role
sessions: P Session

int: TRAINTS

(2717 6)

(38 7) MM et 88 Z=T8 Foj

33 MM eeal M3

A gFEE 4Ae FoiF &8 T2 A
455 EE A4S FYE & e AEAAA &8
z2ade FYAFE FAsA FHoEH, A2Y
o ¥EAANE fAsE o 2 EHo| gt T} of
| Ao HE A4 9FEE 54 HEvee
Azde FZEAO AHYE BF7t ol En 943
& AFEe B9 Ast destA g 4 B9
(79 8% 22 79 Aoz FAE §8 TR
& 7M.

st B&Tel 8%
s 7ol AT BF P
sa THE BEol AP A& o}

(A8 8) Mu=2E FYE &8 Z=270Y o

gt AR} ulel MM sl, s28 e AMEAE,
AL w27t M 38 T¥EE AR AAEAY
I 7HE o, ¥lE ALRAL ulo]l §8 Z2aYolA
AL el RE ASE £33 Ao flok BET
#Ae] FAMo AAEE & F YUY 1 olfE 4
A dFEE Aol 4 Z2aYoA AMEEE BE
g & ALEAte d8 FYEHE A HEHA
UEE FAS e B, Aue] FAAY] 9L F
B GQAEY Ui 9ny A9y pslx ¥7) o
Folg}.

mEtd, £ =R E A dFEE Hde EA
g ndstn, FE4 B3y dHE $8% Ty
& FAsE AA dakel Aol ol HHZY v
H ABAE 7)EoR @ MM Y5EE AI(SoSOD:
Session-oriented SOD)& A3t} Uutoz E
€& ZIOPE dste dutdoz FHLHE= A4
71uke] YRR EA A Y= BrE) 4E
o, Al=de] EAd mEt Ay Het#ee 38
28 AAAN o8] B &8 T2 g
ARzl Al FAl) "M = GHE AdEeleldq)
Aol AREY (29 9)9 MUTEX_SESSIONS
AaY2 Fojza Aade] oy dsuEtd HHE
& Adsr] 9% Re¥goz AIwMEH MHL
Aol o]REE &84 ZZaPeXe] U BHA
of o) 2RHRE ¢4 2P A Hojdc

MUTEX_SESSIONS == P Application X Session X Session

— So80D @5 g

app?: Application
ex_sessions; MUTEX SESSION!

V s, 5 : Session| s % § s, 5 € app?.sessions -
( (app? s ) € mutex_sessions v

utex sessi

(app?, s, s) € mutex_sessions) =

user_of session(s) =¥ yser o

(22 9) AZHiEIE MM AR MM oS
gal By

34 HMM-AIBR o, ME-AE oH

(" DY (£7]9 6)elA Folg Hist o] 44
& &8 220y £ 74 SH2A ¢ 39 A
gk o MY FY7IES AT #9888l
E q¥Es FA9 (3¥ Do 987 J28A
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z2del #4842 F AMEA dATG A% WL Ax
d pot@ el ola) Axd not@a AN BFY
gt guwtdoz A¥riyt JIEEA Ed FA8S
AR Ao FEAY FAE A8t Axad @gzde
Nzl +38& AR Aoy Alxy xetae
Ao o3 et aEa od Z AME Axyg
Bor@e e o8 siitel Agzlel o e e
A nAHE MAHAUG. 2, o)HG w4
2 AjAol ghte ALt Algt A Elojof B 2d
o Fojol wizt FAF AL APY & gk AeA
7b gt o9l AS 7 ALg A tiE) ABE FEsE
of wWAsol e FAAE JHXn Utk gey 2
SEANME e FAEE st JAE ez
@ & T2 A 2 Ay HIF AR
AR, aEa ALgAter e siAEE ANT.

Fold MHel giste] AgAE wiAs: AA-AHE
A WA (SUA : Session-User Assignment)s S¥EL
wgsts A4-98 WA(SRA: Session-Role Assi-
gnment) #AL 1 ulA A7l we} Alxwle] §4
4% AT B 4L vixA dot W &8
Zzade MAR7}L SUA, SRA #A4E &8 =2
d dA e AAGE, A2 53 He5e T
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__ CandidateUserSet (2719 9)
session?: Session
candidate_users! = { V u : USERS -

¥ t: Role | 1 € roles_of_session{session?) -

u_€ users of rolefr) }

__ FeasibilityCheck (2717 10)
| S050D
Y (a 8 8) € mutex_sessions | a = app? -
CandidateUserSet(s) + @ A
CandidateUserSet(s) + @ A
CandidateUserSet(s) \ CandidateUserSet(s) + @ A
CandidateUserSet(s) \ CandidateUserSet(s) + o
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application — ‘APPLICATION’ application_name

‘SESSHON’ application_sessions

{ ‘INITYATOR' role_lists |

[ "SOD’ sod lists |

application_spec_lists
application_sessions :» application_sessions ’,’ session_spec | session_spec
session_spec == '( session ’, role_lists 'Y’
role_lists = role lists ) role | role
sod_list := sod_list ;' sod_element | sod_element
sod_element = ‘(' session ', session ') | temporal spec
temporal_spec := ‘(' session ', session ') ‘for time

| session ‘between’ [’ time ') time T
application_spec_lists := application_spec_lists application_spec | application_spec
application_spec = sequential spec | parallel spec | conditional spec
| loop_spec | abort_spec | ‘(' application_spec lists ‘)

sequential_spec = application_spec '/ application_spec
parallel_spec := application_spec * §* application_spec
conditional_spec := 'if' condition ‘then’ application_spec [ "else’ application_spec |
loop_spec := ‘while’ '{" condition 'Y ‘do’ application_spec
abort_spec == ‘abort

session = <session_identifier>

role = <role_identifier>

time = [0-9]+

condition ::= temporal_spec | logical_expr
logical_expr := relation { ‘and" relation } | relation { ‘or’ relation
relation := simple_expr | rel op simple_expr ]

simple_expr = | unary_op | term [ add_op term }

term == factor { mul_op factor |

factor = <object_identifier> | °( logical expr Y

rel_op o= "o’ | | < | e | D | o

add op u= "¢ | "/

mulop:="Y |/

unary_op = "¢ | '/ | ‘net

(T8 12) M Jjdel 8 =208 71§ BY

T ALY #Y14 & AT ¢4 =2
o] dAAE 84 T2y FIEF BEE 20494
S8 ZT2IYE FEAY W, abortE o18Y F Utk
(19 129l 71&8 299 <role_identifier>, <session_
identifier>, <object_identifier>¥ Ztz} ¥z AHA,
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ALGORITHM Session-User Assignment

INFUT
/* &4 X228 Y2HgY 4HES Y/
app, mutex_sessions
8§ & € appsessions
[* EN YIEN 7Y YU 3 Y FEY
U={u 0., uhp21
BEGIN
for each session s where (app, 5, 5) © twtex_sessions of {app, 5 5) € mutex_sessions
do
if 10 uger is assigned to session 5 then
i DoSis) > Do(s) then
for all mutually exclusive sessions (app, 5 %) where (2pp, 5 %) € mutex_sessions o
(app, 8 5) € muiex_sessions

if candidate_user_set(s) + & amd candidate_user set(s) * & and
candidate_user_set{s) — candidate_user setlsi) + @ and
candidate_user_set(s,) - candidate user set{s) + @ then
assign any user u € candidate_user set{s) - candidate_user set{s) to s
if no user is assigned to s then
amign any user u € candidate_user_set(s,} — candidate_user sel{s) t0 s
fi

ehse
continve /* HE 59 wd WY HEE HE AEF J49%Y 74/
fi

od
fi
fi
od
/* 84 Zeadd XPE EE $INed AHEA dite AEA} HFHAE 2§04
for each session s; where (app, s, 5) € mulex_sessions or (app, S &) € smutex_sessions
de
if 5 is not assigned to user u € U then
ekt [ 4EAEY AYRY YA
fi
od
[t &4 ZEado] ZPE YIHEY HEE 093 RE HHES oo ARY T 74/
for each session s where {app, 5 ) § mutex_sessions and (app, 5 5) & mubex sessions
do
amsign user u € candidate_user_set(s) to &

od
/* $4 Z2a0o ERE JENEY AEF /99 BE HEEA Qo 484 K HFHUES §
oy

for each session s where (app, 5 3) § mutex_sessions and (app. 5 %) & mubex_sessions
do

if s is not assigned to user u € U then

ait [* AR GY3Y 44/
fi

END
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APPLICATION &8 0K

SESSION (51, S ®), (52, MYUSTR), (83, AR,
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INITIATOR 3R

SOD (83, S4)
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